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Motivation for Improving Cybersecurity of Energy Conversion Devices

DER, EV chargers, buildings, microgrids, and other
control systems are increasingly networked and
internet-connected.

An expanded cyber attack surface is the price for

advanced control, remote access, and convenience.

Cybersecurity is rarely a priority in highly
competitive, unregulated markets.

Millions of loT Devices Using Same Hard-Coded

Friday's Massive DDoS Attack Came from Just
100,000 Hacked loT Devices
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Smart home hacklng is easier than you think

Scary stories of hacking Internet of Things devices are emerging, but how realistic is the

https://www.networkworld.com/article

2905053/smart-home-hacking-is-easier-
than-you-think.html
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Smart charging stations for electronic cars
are extremely vulnerable to hacking
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https://az.com/87385/smart-charging-stations-for-

electronic-cars-are-extremely-vulnerable-to-hacking/

Guess who Just Hacked a Building Automation
System?

Woke up to news early this week

ombination of comman vulnerabilities. Based on the re

Systemusing ac

ced, here is what happened

First the IBM team managed to find an exposed Wireless D-Link router that was

Imstalled to provide remote acoess =am used

to the building. Once at the router, the

and to get 255 (o local resources for the router

This enabled the team to find the router password

Hackers Could Hold Entire Wind Farms Hostage
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Hackers took over a couple’s Nest devices,
raised the temperature to 90°, and blasted vulgar music
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DER Cybersecurity Educational Webinar Series

Engagement activities bring together individuals across
industry, academia, and government to exchange ideas
and learn

Monthly Educational Webinar Series
— 4th Thursday of Each Month

— Blend of research, implementation
recommendations, general cybersecurity
education, etc.

— Email support@sunspec.org to participate!

-_ TV

Watch them on SunSpec TV:
https://www.youtube.com/watch?v=vBtYkbo)Gd0&
list=PLFHov2 eYmehGvz2SjIXkLNOfd2Ldk0z
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2021 Webinars

1/21/21 — Cybersecurity Advisory Group for State Solar (CATSS) Brief
e Campbell Delahoyde, National Association of State Energy Officials (NASEO)

2/25/21 - Overview of IEEE 1547.3: A Guide for Cybersecurity of DER Interconnected with Electric Power
Systems

* Ryan Davidson, MPR Associates
* Frances Cleveland, Xanthus Consulting International

3/25/21 - Conceptualizing Systems Cybersecurity Challenges for Rooftop Solar

¢ Jeremiah Miller, DOE Solar Energy Technologies Office

4/22/21 - Securing the Industrial Internet of Things: Cybersecurity for DER

* Jim McCarthy, NIST National Cybersecurity Center of Excellence (NCCoE)

5/27/21 - An Industrial Cybersecurity Perspective

*  Ben Miller, Dragos

6/24/21 - Centralized vs Decentralized DER Role-Based Access Control Implementation

* George Fragkos, University of New Mexico

7/22/21 - Software Vulnerabilities (Software Bill of Materials — Transparency in the Software Supply Chain;
Longclaw — Firmware Analysis Framework; Next Generation Firmware Analysis for Energy Systems)
¢ Allan Friedman, US Department of Commerce, NTIA

* Jovana Helms, Lawrence Livermore National Laboratory
*  Chris Lamb, Sandia National Laboratories

8/26/21 — Cyber-Physical Intrusion Detection/Mitigation System
e  Shamina Hossain-McKenzie, Sandia National Laboratories

9/14/21 — Zero Trust Security for Distributed Energy Resources

* Kip Gering, Xage

9/23/21 - DER Incident Response

*  Rob Caldwell, FireEye/Madiant

10/28/21 - Historical Public Key Infrastructure Failures
* Josephine Wolff, Tufts University
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DER Cybersecurity Certification Procedure Complete ' Secure Network Architecture Complete
* Defined standardized procedure for DER vulnerability = (Created DER reference architecture best practice. o —
* assessments. Lead: Candace Suh-Lee (EPRI)

Leads: Danish Saleem (NREL) and Cedric Carter (MITRE) Publication: “EPRI Security Architecture for the Distributed
*  Publication: “Certification Procedures for Data and Energy Resources Integration Network: Risk-based
* Communications Security of Distributed Energy Resources”
* Future work: Expected development within UL 2900-2-4 5TP

Approach for Network Design”
Future work: Risk-based approach adopted in IEEE 1547.3

Data-in-Flight Requirements Complete Complete

* Encryption, authentication, and key management requirements.
Lead: Ifeoma Onunkwo (Sandia)

* Publication: “Recommendations for Trust and Encryption in DER
Interoperability Standards”, “Recommendations for Data-in
Transit Requirements for Securing DER Communications”.

*  Future work: IEEE 1547.3 update, IEEE 2030.5 revisions.

Access Control
* DER Role-Based Access Control recommendations.
= Lead: Jay Johnson (Sandia)
* Topics: Access control taxonomy and security models
* Publication: “Recommendations for Distributed
Energy Resource Access Controls”
*  Follow-on: Added recommendations to IEEE 1547.3 Guide

Patching Requirements Complete Utility/Aggregator Auditing Procedure

* Establishing patching guidelines for DER devices. = .= + Creating recommended auditing practices for DER networks.

* Lead: Jay Johnson (Sandia), Ingo Hanke (SMA) e *+ Planned for Oct 2021. Lead: TBD

* Publication: “Recommendations for Distributed Energy * Topics: Step-by-step auditing procedure for internal or external

Resource Patching” compliance review. Recommend data for attack forensics.
*  Follow-on: Added recommendations to IEEE 1547.3 Guide

—

f
Related Activity: Blockchain Workgroup

* Defined requirements and specifications for using blockchain to ensure
the security of private keys in DER manufacturing environments.
\ * Leads: Jorg Brakensiek (Wivity) and Alfred Tom (Wivity)

Email: support@sunspec.org to participate!

I
Workgroup information: https://sunspec.org/cybersecurity-work-group/ :
I



DER Cybersecurity Standardization

IEEE 1547.3: Guide for Cybersecurity of DER Interconnected with

Electric Power Systems

* Recommendations for utilities, vendors, and aggregators for

securing DER systems
e Balloting planned for late 2021

Original IEEE

1547-2018 Communication Local DER Internal DER
Domains Network Specifics Interface Specifics
| | 1

I [ |

,.’ Individual DER

N IIZIIM:
FR, DER with System/

DER Managing Network Plant Controller

Entities Networks Adapters =

—

DER Communications

) -

Area EPS Operator & Aggregator/Service

Provider Recommendations Recommendations
5.2 Risk Assessment and Management 5.2 Risk Assessment and
5.3 Communication Network Engineering Management

5.3 Communication Metwork
Engineering

5.5.3 Security for Data in Transit
5.5.4 Comparison of DER Protocol
Security (informational)

5.6.4 Patch Management

5.4 Access Control

5.5.2 Security for Data-at-Rest
5.6 Security Management

5.7 Coping and Recovering

DER Recommendations

5.2 Risk Assessment and
Management

5.3 Communication Network
Engineering

5.4 Aceess Control

5.5.2 Security for Data-at-Rest
5.6 Security Management

5.7 Coping and Recovering

IEEE 1547.3 Scope with Clause 5 Recommendations

California Electric Rule 21
*  CPUC Resolution E-5000 required Utilities (SCE, PG&E, SDG&E) to meet
with stakeholders to address cybersecurity concerns.

* 10U goal: Create a Utility Cybersecurity Requirements Guide for
Communication to DER Facilities. Current topics being debated within
workgroup:

Utility Parimater
Dafined by
Resolution E-$000

Boundary Protection

Communication Protocols

Cipher Suites

Certificates

Authentication, Authorization and Access Control
Registration and Provisioning

System Logs and Reporting Mechanisms
Malicious Code Protection

Zero-trust models

Optien 1

Utility Parimater Intarconmaction Architeciure Options

& DOgtion | = DER Customer it Eweriers

= Option 2 - Gateway or lrwwerter Energy Management System [EMS)

& Dgtion 3 = Aggregator collective managemsent of DER Customier Inverters

DER to Utility $tandard Commianication Protocal
= A5 outlined in IEEE 2030.5 and CSIP

Rule 21
T Communication
Pathways

P sepiEity coaTieoh revobae i ound seslabds PR 10 all eiitees

Legand
e  Litility 2030.5 Dt TrasMic
Aggregator <-> DER Data Traffic
Pl Centificate CA Reguests and Verilication
4 ¥ | Party Imeractions (Non-Data, Registration and Prosisioning)
BB | boundary Protection Firewall, 1D5/1P%, ACL
ey | Boundany Frotection Hybrid per Services Capability



Electric Vehicle Red Team Assessments

Sandia, PNNL, and ANL have a DOE
Vehicle Technologies Office-funded
project to secure EV chargers

* Working with EV charger vendors to understand
vulnerability/risk landscape
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* To date, the red team has investigated:
— 8 DCFCs and 4 Level 2 chargers (from 10 companies)
— 2 backend networks
— OCPP 1.6 and ISO 15118-2 PKI requirements

* Findings have been incorporated into best
practices

— Specific vulnerability information has been provided to
industry partners

— Partners have already addressed many of the findings, or
incorporated changes/mitigations into product
roadmaps

— Specific details have been abstracted out of public
recommendations



EV Supply Equipment (EVSE) Attack Graphs

An Attack graph shows attacker actions to achieve an objective

« EV Charger Attack Graph

« lllustrates access points, — = 1= e
staging areas, and e = EVSE.to-Vehicle Attack via EVSE Network
consequences of concern s == 1= -

- Graphically illustrates the = == = 1
steps an attacker must ] &S ) . = 2=
take to move from — e e =2 = - =
system/network access — - — - [ —
to the consequences of E=1 1 = ::. = —:& el
concern e =10 - _. - :

- Complex steps are A Sels s Al a 1) S £y
displayed as images NG m e ] = o el o= | |2 [

- Public vulnerabilities and o == =R
red team results advise Stogne e Seee Momone
attack graph

Access Points:
attacker starting locations

Staging Points:

network presence/pivoting

Details in B. Anderson, “Securing Vehicle Charging Infrastructure Against Cybersecurity Threats,” 2020 SAE Hybrid and Electric Vehicle Symposium, Pasadena, CA, 28-30
Jan 2020. https://www.researchgate.net/publication/339053631 Securing_Vehicle_Charging_lInfrastructure_Against Cybersecurity Threats
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Consequences
of Concern:
impacts


https://www.researchgate.net/publication/339053631_Securing_Vehicle_Charging_Infrastructure_Against_Cybersecurity_Threats

EV Charging Attack Graphs

Specific graphs show the current attack path being investigated by the red

o The green nodes have m Attock Staaing Point
e ac agin aints
been successfully (Initial) ging ‘
demonstrated on various
EVSE models.
I_T_
pr—. gl —
o Current testing is being / LT EVsE
. . . (, Outsider Metwork
done in partnership with \ Presence
an EVSE vendor. ' | secntorivst
&
o EVSE vendor is providing a ' e '
replica of their cloud L et |
! Eongraahic arem :
infrastructure for the
assessment efforts.
o Major Risk: One EVSE Attack Staging Points Consequences of Concern
owner was not aware of
the Wi-Fi Access Point
. . . Harvest credentials |
installed in the equipment. "] tomewE
EVSE € compmomise chou /— Complete
Network systems and ather Compromise of
Presence EVSE EVSE Systems




Best Practices Infographic for Industry

* Guide is based on findings
from hands-on assessments
of systems

* EVSE

* Cloud systems

* EVSE vendor and provider:
* Business networks

* Processes and
procedures

* Supply chain

e Covers all critical areas of the
EVSE ecosystem in a single,
concise document

* Provides the high-level view
of the entire ecosystem
ensuring critical security
aspects are not overlooked

* There have been many recent

public EVSE vulnerability
disclosures.

https://www.researchgate.net/publication/344888849 Recommended

PROTECTING TOMORROW:

SECURITY RECOMMENDATIONS BASED ON EVSE PENETRATION TESTS

IDENTITY
AMD ACCESS
MANAGEMENT

ASSET, CHANGE,

AND COMFIGURATION

MAMNAGEMENT

¢ Create formal process for uploading code
o canporane reprsieries,

+ Stage updabes G deglaryrrent using approval
processes that reguere mulbple parsonnsd

THREAT AND
VULNERABILITY
MANAGEMENT

= Establizh a threat profile for the types
af amaks char are camman an EVSE
netwarks and back-erd systams ta
effactively respord.

= Use a Comman Vulnerabiity Scoring

© Limit the use of sysiemdmainienane Sysnern CVS5) 1o envaluate potential
aroounts, If reqgured, the shared credenbals wudrerobibty impacts and priongize the
should be Bmited to anly authorized users. response.

RISH MANAGEMENT

+ Establish methodology bo prcr tioe
cybmreacunny im provements Barsed an sk
ba BV pperations.

+  Maintain updated retwork ardhitechure
diagrams ra identify critical assars, |nemer and a separation-of-duties model.
annectians, apen ports and supported + LUse digital sigracares Tor Al updare packapes
prodocos. + Use= a bootlasder that supports s=oure boat

+  Establish a process for updaning deployaad e 2
EVSEs, irchuding ackditianal on-site
mardenonce schivighes for cntical patches,

+  Requine Indhidual credentals to log o
systems, Da not reuse credentials across
diferart systams

+  Dizalkow storsge of common credentiaks

Insidie the: EVSE enclosure kself.

Cybersecurity
Practices

INFORMATION SHARING E

AND COMMUNICATIONS g (BERSECURITY CONSIDERATIONS CYBERSECURITY IMPACTS

*  Encrype Al communications internal and
extarnal to the EVSE.

v For eaternal nenwo ik, apply Best pracices
inchuding retwork segmentation and security
systems such as 105 and firewalls.

» I passibla, estatdish a separate VPN 1 the
system server for each EVSE, This would then
block direct communication between twa
EWSE systemes:

v Faciliane o mation Shanrg programs far
EVSE vendors ard network aperstors to
excharge pertinent cybersecurity
INFarmanen with thea commianiy,

v Ersure that secure profoools are enstibed
whenever supparted.,

* There is & dramatic increass in the quartity of elect:
vehicles [Eviey and EV supgpily squipment (EVEEL High power
EW chargers are commanly being rstallsd at worsplaces
and pubil cly-accessibie kocations
+  EVSE cybsersecuriny aitacks may impact many oritical Logal Impatts
infrastructurs sectars (e ., tramiportation syster, = Theft of 811 and financisl information
ENErgy. EMErEENCy senvices, manufacturing). = Fallure to charge vehicle
+ Combined use of smartgrid techinolagies, mobie = Damage ta hatterlas ar atber BV comganants
applications, and back-4nd nensorking Systems inrodhices = Cornpromise of EYSE lifle-safety systams
several risks, inchuiding: = Losms of EVSE serdce suslabiley
= Wew attack wectors far she U% slectric grid
= Leoss of customer data such as personally ideneifiabie
infarmation amd firancisl infermanian
= Coritral of the EVSE cybr-prysical system through
thee internet, potersislly offering a focshold on
Interral enterprise netwarks

= EVEE providess, grid aperatars, vehicle manufaciurers, and
poverrenent agencies must understand cyber-attacks Larpeting
EVSE chargers can create hoth lacakzed and widespresd impacts:

Large-scale Impacts

= Harmestirg of P and financial information

= Shutdmam of erdire EVSE charging netwark

= Exposure of upstresm and parner IT retwncks

= Misconfiguration of EVSE oraating damaging of argareis condiions
= Lossaf oorduemer confidince in EVSE eobiystem

= Bulk power system impacts

yatem Hardening Metwork Protection & Monitoring
Unuszed, enabled netwark ports in use. EVEE reerwnrks do not always supgart encrjption
Dehugging ports ane not remaved prion Beross mecessary dats modalities, such s st nest
1 deployment or in ransit.
Diefault or system accounts, using Inbruskan Detection Systerns {IDSs] ane not
«comman credenials, prevent

= Fallure bo hog or generate an alarm when internal
COMPATTIMEnes are accessed,
Linencrypted starsgse olows sttackers 1o steal
credentials for use in accessing EVSE or partrer
systems, retworks, and doud services.

= Epaciaus internal compartments allow placemsent acoourzabiity for malickous activities,
af malicious hardware to obesin P or financial The use af cermmen credertisls preyenis
infarmation systern administratess from rewmking

= aitackers can modify or damage internal power acgess when persanne] leave the
lecoranics and safery sysnems, arganization ar ra lenger reduine acoess.
Insufficient physical measures o deter ard
id=ritify inerusions.

insralled an key netwerk kations, 8 g, MOT
D2 and dioud firswalls,

Lack: of proper mepwnrk segrmemtation in
enterprise systeme and EVSE natworks.
Fegular vulnerabiling scanring and parching ef
backenddclaud infrassrocture s not pesfa rmed
by ENSE owners/operators

Cvbersecurity Practices for EV_Charging Systems

SITUATIOMAL

AWARENESS

+  Eresure physical seowity and access logging for best
chargers, marulacuning areas, and office spaces.
Waonitor network ssents and braffic for malicious
ancmabes. Consider using retwork-based and

hoez-barsed intrusion detection systerms (05s).

+ Pretect and pesition EVSE door sensors 1o

prevent an attacker from bypessrg them; consider

Instaling an addEioral sersor to detect oiher Signs

Best Practices

BUSINESS NETWORK & OPERATIONS

! Implemert senre eoding practices inchuding ineegritg
chacks of code repasitonies and version controlling.

w Lise separation of privilegs for all EVEE-relsted aperations.
' Ensure cybersecurity best practices ke the NIST
Cyharsedinrity Framamork e ussd faf inbemal

Basscamentd, cyber hygiene, patching, supply chain
and insider threat mibgatiors, stc.

EVSE SECURITY

! IMplRmera Tamger-deteicn sensers and alams. on
EVSE erchesures,

«' Priarittze alanms and cnsure tmely actians on enitcal
lag asents.

" Encrypt all infoematian storage devices within the EWSE.

EVSE NETWORK

' Lise nemwark segmeraation and VLANS w0
isolote EVEE installatiors.

" Inszall fAirewals and IDGs at ke netwark locaticns,

w" Encrypt all retwork trafic using o £1PS 140-2 compliant
eryptegraphic madule.

~" Disable unnecossary services and ports.
" Ensure proper defense in depth by limiting

axternal AcTess 10 dewee 1o anly authanioed LEers
and devices using access conirol techmnalagias,

EVSE OPERATIONS

~ Validate all netwark traffic and EY inpues bafore
TG, this ih this EVSE OT nanhak,

" Uiilize secure trust principles such az HW/EW
signing, secure boat, and secure irmware and
SPTWAE 1 EPATE PrOTHESES

«f Manwfachurers and developers should follow
secune software devel oprment practices.
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Thank you!

Jay Johnson
Renewable and Distributed Systems Integration
Sandia National Laboratories
P.O. Box 5800 MS1033
Albuquerque, NM 87185-1033
Phone: 505-284-9586

jiohns2@sandia.gov
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