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My Background

Electric Grid

Distributed Energy Resources (DER)

* Integration & Control
* Cybersecurity

Building Automation Systems
* Automation & Control
* Intrusion Detection & Response

e Automation Interactions with the Grid
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Activity locations

* Kauai, Hawaii

* Waste Isolation
Pilot Plant,
Carlsbad, New
Mexico

* Pantex Plant,
Amarillo, Texas

* Tonopah, Nevada
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My Background

C. Birk Jones

Education:
= B.S. Civil and Environmental Engineering
University of California at Davis, Davis, CA, 2004

= M.S. Construction Engineering
University of New Mexico, Albuquerque, NM, 2009

= Ph.D. Mechanical Engineering
University of New Mexico, Albuquerque, NM, 2015

Work Experience:

= Civil & Environmental Engineer ! Building HVAC

= Structural Engineer & Construction Engineer Controls

= Mechanical Engineer

= Senior Member of Technical Staff at Sandia
* Photovoltaic Reliability

* Grid Integration
» Cybersecurit
';I.' y Y




The Electric Grid



Electric Networks

= Power generation, delivery, and
consumption at residential,
commercial, industrial, and mixed
use loads

* Transmission
* | ong distance and high voltage

» Network of generators and
loads

= Distribution

= Short distance and low low
voltage L

= Network of loads (and now by A Distribution

M generators) R




Distributed Energy Resources



Integration & Control of Photovoltaic Svstems

» High penetrations of PV
systems require controls
to mitigate grid
disturbances

" PV inverters are capable
of providing reactive
power support

» Manipulation of the
iInverters may result in
grid issues — including
voltage violations
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Cybersecurity Concerns and Mitigation Measures

Identify and Protect Detect Respond and Recover

Abandoned Prevented Detected Adapted to

Malicious
Cyber Activities
Considered

Launched Bypassed Undetected Completed

) 4

¥

+ Threat Models + Cryptography * Resilient Designs

« Risk Quantification * Virtualized Testbed *  Dynamic Assessment

+ Cyber Assessments Environments Contingency Operating Modes

« Network Segmentation « Engineering Controls *  Restoration

+ Dynamic Networking and « Physical Security * Investigations and Attribution
Moving Target Defense » Security for Cloud-Services

* Trusted and Protected * Obfuscation and Deception » Situational Awareness

Computing * Authentication * Intrusion Detection




Research Example: _ _
PV Inverter Intrusion Detection

—

Adversary

—

iS5
AN

%

* Intent: Compare signature vs e | Tatrason .
behavior based detection methods Rl NGRSO tverter

= Hypothesis: Behavior-based
approaches will detect a larger
number of attack types

Enable, if Vy,, > 243.9V

Disable, otherwise

chslntus - {

% % R w % —— Aclive P
= Method: 5 o — 5 ¢ N L
& 24 N & 24
. M " [ ] T T T T T T . r . T T T T T T
» Actual communications with a grid =
) . %248- o 248 o %248-
-tled Inverter. §245- '_§245_ {—'2'5245-
. ] 2441 :’244- 2441
e Intrusion detection on a T
1oood4 —— TERAR —— ARP 1pogd — TORAF — sRR 1000 — TOPAR — sRe
ModbLs  —— ICHP ModbLs  —— 1CHE MadbLs  —— ICMP

-
Raspberry Pi : E :
= = =
p y & 5007 ﬂ § 2001 M & = M
0= ¢ i ﬂ * T o . . / . s ! : 0= T T * /\/\—[\
wiear ebaviar E Betawiar
Y ignatu e

* Adversary attempted to

. : : R gro|mmen IB=Er
manipulate PV inverter operations I “
C. B. Jones, A. R. Chavez, R. Darbali-Zamora and S. Hossain-McKenzie, EO_D 1 giz e ED L
"Implementation of Intrusi(?ln Detection Methods for Distribyted Photovpltaic T e T e e e e T Yime '
) Grc rechnologies Conference (SGT), Washington, B¢, Ush, 2020, pp. 1.5, dort  TCP Handshake Spoof MitM Denial of Service MitM Data Spoof

10.1109/1SGT45199.2020.9087756.



Building Automation Systems



Building Automation System Controls S=TTe———

» Building Automation Systems (BAS)
typically control the heating,
ventilating, and air conditioning
(HVAC) systems

» Heating & Cooling systems are
comprised of multiple sub-systems

* Air handling units
* Chilled & hot water

 Terminal units

= Multiple cybersecurity concerns
exist

m
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Senior Member of Technical Staff
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