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Abstract Text: 
Use of unmanned aircraft systems (UAS) is one of the fastest growing technology spaces in the 
global commercial market. This rapid growth makes it increasingly difficult to maintain a current 
knowledge base on recent technology advancements in the UAS and counter-UAS industry. This 
paper will catalogue recent trends and developments from open sources including media and 
news reports, industry outlets and company product announcements. This paper will cover recent 
developments in the following topics: platform development, payloads and sensors, cyber 
resilience, autonomy, police and response use of UAS/CUAS, and state-sponsored 
developments. This information will help nuclear regulators and site operators understand where 
commercially available unmanned and counter unmanned technologies are headed, and to 
consider the possible impacts of these technologies on their security planning.
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1.  INTRODUCTION

Uses of and improvements to unmanned aircraft systems (UAS) are one of the fastest growing 
technology spaces in the global commercial market. This rapid growth makes it increasingly 
difficult to keep current with recent advancements in the UAS and counter-UAS (CUAS) 
industry. Organizations are seeking ways to evaluate the possibility of integrating UAS or CUAS 
technologies into their physical security system, and there is a need for easily digestible analysis 
of current capabilities and recent developments. The information included in this paper describes 
the first stage of an ongoing effort to catalogue recent trends and developments aggregated from 
a variety of open sources that include industry news websites, blogs, company press releases, 
academic research papers, and observations from UAS industry conference events.  Subject 
matter experts were consulted to identify emerging technologies and trends that affect the 
UAS/CUAS industries.  Recent UAS and CUAS developments will be sorted according to: 
platform, payloads and sensors, cyber resilience, autonomy, pro-force/blue-force use, and state-
sponsored.

End Product: Shareable Information
The main goal of this research is to collect information on current UAS and CUAS technology 
trends and developments and present the data in a format that will assist in purchase decisions as 
well as inform the reader the current direction of UAS and CUAS. The information provided will 
be shareable and in a format that allows for simple identification of technologies or topics of 
interest.  

Disclaimer
All content was passively researched through open sources and does not represent an exhaustive 
list of advancements or developments. The U.S. National Nuclear Security Administration’s 
International Nuclear Security Program has not confirmed any of the capabilities or events that 
are presented herein or advertised in the reference links provided.

2. TOPICAL CATEGORIES

Platform Development
Platform technology developments include novel advancements in UAS and CUAS platforms, 
including but not limited to airframe, propulsion, and unique operating capability. Prominent 
trends in platform development include UAS that are smaller, operate using hybrid power, and 
perform longer duration flights.  Some notable advancements in this area, followed by a 
representative list of additional advancements are:

 Small, agile UAS:  Researchers at MIT introduced a new generation of tiny, bug like, 
agile UAS. This technology could allow tiny UAS to operate in cramped spaces and 
withstand collisions. [1]

 Autonomous solar-powered UAS:  Skydweller Aero has performed a successful flight 
demonstration of the initial aircraft control, actuation, and sensor technology systems of 
their autonomous solar-powered UAS. The demonstration included testing autonomous 
software while measuring and evaluating multiple open-loop system identification inputs 
to collect data on the UASs static and dynamic characteristics at various altitudes. [2]



Table 1. Other Notable Platform Developments

Company/Agency Name Description

Lockheed Martin MORFIUS UAS Mounted High Power Microwave 
CUAS [3]

Fixar 007 Hybrid Technology VTOL [4]

Anavia HT-100 Long Range VTOL Helicopter [5]

Seaplane Twin Otter Human Transporting UAS [6]

Jetoptera J-2000 Bladeless UAS Propulsion System [7]

Vanilla Vanilla Unmanned Very High Endurance UAS [8]

MIT CSAIL 3D Printed UAS [9]

Payloads and Sensors
Payload and sensor technology developments include novel advancements in UAS/CUAS 
payload and sensor capabilities, including but not limited to cameras, radars, unique 
payload/sensor capabilities, and environmental monitoring.  Payload and sensor trends include: 
low-cost advanced cameras and imagers, package delivery systems, and specialized sensor 
integration.  Key advancements in this area, followed by a representative list of additional 
advancements are:

 Radar:  IMSAR has developed a radar called NSP-3 that is specifically for UAS 
applications.  Its Ku-band frequency synthetic aperture radar weighs only 7 pounds, 
which makes it suitable for use on a variety of small UAS including fixed and rotary 
wing aircraft. [10]

 Radiation detection:  Kromek has developed the Autonomous Airborne Radiation 
Monitoring System, which is a UAS equipped with a lightweight CZT payload for 
radiological detection and surveying.  [11]

Table 2. Other Notable Payload and Sensor Developments

Company/Agency Name Description

Georgia Tech Modular Delivery Smart Package Delivery System [12]

PreVision WAMI Low-Cost Mapping Sensor [13]

FLIR Thermal Imager Low-Cost Thermal Imaging Camera [14]

Micasense, Sentera Multi-spectral Imager Multi-Spectral Imagers [15]

Arxiv SARDO UAS Search and Rescue [16]

NYU PCMCP Autonomous Payload Control [17]

https://breakingdefense.com/2021/03/drones-vs-drones-lockheed-morfius-uses-microwaves-to-kill-swarms/
https://www.unmannedsystemstechnology.com/2021/04/new-hybrid-vtol-drone-features-fixed-angled-rotor-design/
https://www.unmannedsystemstechnology.com/2021/04/anavia-develops-advanced-long-range-unmanned-helicopters/
https://simpleflying.com/hong-kong-drone-air-taxis/
http://jetoptera.com/
https://vanillaunmanned.com/
https://news.mit.edu/2021/fabricating-fully-functional-drones-0208
https://news.gatech.edu/2021/03/22/control-system-helps-several-drones-team-deliver-heavy-packages
http://www.previsioncorp.com/
https://www.flir.com/suas/
https://micasense.com
https://arxiv.org/pdf/2003.05819.pdf
https://spectrum.ieee.org/automaton/robotics/drones/lowcost-drones-get-precise-control-over-suspended-loads


Company/Agency Name Description

SPH Engineering Bathymetry Water Depth Measurement [18]

Soarability Sniffer4D Environmental Monitoring System [19]

Honeywell SATCOM UAS Satellite Communications [20]

IAEA Radiation Detecting UAS IAEA Radiation Detection Drone [21]

Wingcopter Wingcopter 198 High Endurance, Long Range Delivery UAS 
[22]

Cyber Resilience
Cyber resilience technology developments include novel advancements in cyber protection 
capabilities, including but not limited to hardened critical components, supply chain reliability, 
and blockchain security.  Cyber resilience is trending towards, resiliency to UAS cyber threats, 
protecting/limiting risk of UAS data compromise and RF signal spoofing for delivery 
applications and other important missions.  Key advancements in this area, followed by a 
representative list of additional advancements are:

 Privacy and Security:  IBM filed a blockchain patent to tackle privacy and security 
concerns. The patent aims to use blockchain as a method of privacy preserving and 
securing drone data and communications. The blockchain ledger would store data from a 
UAS flight where a security risk is suspected. This will help eliminate future attempts to 
“steal” UAS communications, this will be especially useful for delivery drones, to keep 
package thief’s from obtaining information about where the UAS is delivering a 
package.[23]

 Supply Chain Integrity:  The U.S. Government has input an executive order that 
encourages federal agencies to divest from unmanned aerial systems manufactured by 
DJI products due to cyber concerns. Currently, companies and governments are looking 
more closely at supply chain to ensure reliability.[24]

Table 3. Other Notable Cyber Resilience Developments

Company/Agency Name Description

SETO Solar Cyber Security Solar Farm Cyber Resiliency Against UAS 
[25]

Regulus Pyramid GNSS GPS Time Spoofing Protection [26]

Raytheon Electronic Armor Mission Critical Cyber Resiliency [27]

NASA Urban Canyon GPS 
Testing

Urban Canyon GPS Signal Effectiveness 
[28]

seL4 OS seL4 kernal UAS Cyber Resilience [29]

https://integrated.ugcs.com/bathymetry
https://www.soarability.tech/our_products_en
https://www.unmannedsystemstechnology.com/2020/06/worlds-smallest-uav-satcom-technology-announced/
https://www.iaea.org/newscenter/news/now-available-new-drone-technology-for-radiological-monitoring-in-emergency-situations
https://wingcopter.com/wingcopter-198
https://pv-magazine-usa.com/2021/03/09/we-have-a-real-adversary-work-intensifies-to-safeguard-solar-from-cyber-attacks/
https://www.regulus.com/timing-system-solution?hsCtaTracking=50e81955-58eb-400e-bda2-abd59c605c18%7C0dfb0140-7c08-402c-b682-50c5b29aced4
https://www.raytheonintelligenceandspace.com/capabilities/products/electronic-armor
https://www.unmannedairspace.info/uncategorized/nasa-trials-show-resilience-of-gps-signals-in-urban-canyons-during-drone-operations/
https://www.unmannedairspace.info/uncategorized/nasa-trials-show-resilience-of-gps-signals-in-urban-canyons-during-drone-operations/
https://www.dronezon.com/learn-about-drones-quadcopters/how-to-protect-your-drone-from-hackers-permanently/


US DOT Volpe Blockchain for UAS UAS Blockchain [30]

Autonomy
Autonomy technology developments include novel advancements in UAS autonomy capabilities, 
including but not limited to fully autonomous flights, improved structural characterization and 
inspection, and recording/filming.  Autonomy is advancing rapidly in the world of UAS, trends 
in autonomy include: object avoidance, drone in a box for security, swarms, and inspection and 
repair.  Key advancements in this area, followed by a representative list of additional 
advancements are:

 The United States Federal Aviation Administration (FAA) has approved the first-ever 
fully automated commercial drone flights within the US. Other countries have performed 
fully autonomous flights as well. The US aviation regulator has permitted American 
Robotics to fly its Scout quadcopter beyond the line-of-sight of human operators. In 
approval documents recently posted on the FAA website, the agency said the exemption 
only applies to rural areas, daylight visibility, and altitudes below 400 feet.  [31]

 Obstacle Avoidance and Autonomy: The Skydio 2 (S2) is a human tracking autonomous 
UAS. The Skydio 2 utilizes an AI-powered flight autonomy engine with a lightweight 
platform.   It uses real-time 360° obstacle avoidance and motion prediction capabilities 
that almost eliminates crashes and allows individuals with limited operator skill the 
ability to operate the UAS. [32]

Table 4: Other Notable Autonomy Developments

Company/Agency Name Description

Sunflower Labs Sunflower Home 
Awareness System

Drone in a Box Using Motion Sensors [33]

Nightingale Blackbird Drone in a Box [34]

DARPA OFFSET Autonomous Swarm [35] 

DARPA Gremlins Launching UAS from UAS [36]

ORCA Hub Monitoring UAS UAS Inspection and Repair [37]

Silvus Swarm UAS Self-Forming Networks for Swarming 
[38]

Pro-Force/Blue Force Use of UAS and CUAS
Pro-Force/Blue Force use of UAS and CUAS technology developments include novel 
advancements in UAS and CUAS capabilities used for law enforcement or response, including 
but not limited to communications, surveillance and monitoring, and RF protection.  Trends 
include: utilizing UAS for communication, tethered UAS for detection and surveillance, and 
handheld RF devices for mitigation of UAS.  Key advancements in this area, followed by a 
representative list of additional advancements are:

https://www.volpe.dot.gov/news/new-us-dot-volpe-report-blockchain-unmanned-aircraft-systems
https://www.unmannedsystemstechnology.com/2020/01/fully-autonomous-residential-security-drone-announced/
https://www.unmannedsystemstechnology.com/2020/01/fully-autonomous-residential-security-drone-announced/
https://www.nightingalesecurity.com/
https://www.darpa.mil/program/offensive-swarm-enabled-tactics
https://www.darpa.mil/program/gremlins
https://orcahub.org/innovation/technology-spotlights/autonomous-drones
https://silvustechnologies.com/


 Two-Way Communication:  Dotterel Technologies in New Zealand has developed a two-
way aerial audio which provides the capability to have a two-way conversation between 
the UAS operator and a person. Dotterel has found a way to put its unique, highly 
directional microphone array and processor on drones so that it can capture audio while 
rejecting drone propeller noise and other loud environmental noise. [39]

 The Wyoming Department of Transportation and Wyoming Highway Patrol have 
received $100,000 through a federal grant that will help launch a statewide program that 
would use drones to assist with investigations by providing a bird’s eye view of an 
unfolding event. [40]

Table 5. Other Notable Pro-Force/Blue Force Use of UAS and CUAS Developments

Company/Agency Name Description

Hoverfly Sentry Tethered UAS Hoverfly [41]

Blue Vigil RS-1000 Tethered UAS Blue Vigil [42]

Elistair ORION 2 Tethered UAS Elistair [43]

Flexforce Dronebuster 
Block 3B

Handheld RF Jammer DroneBuster [44]

DroneGun MKIII Handheld RF Jammer DroneGun [45]

Hikrobots MR-D12JAI Handheld RF Jammer Hikrobots [46]

Modal AI Voxl-m500 Cellular Operated UAS Pre-Configured [47]

Nanjing University Quantum Communication UAS Quantum Communications [48]

State Sponsored Developments
State Sponsored technology developments include any novel advancements in UAS and CUAS 
capabilities made from a state entity, including but not limited to, swarms, microdrones, and 
laser protection. State sponsored developments are focused in procuring advanced technology 
UAS and CUAS, swarms, and long duration and high payload UAS flights.  Key advancements 
in this area, followed by a representative list of additional advancements are:

 Israel Multi-Intercept CUAS:  Israel's RAFAEL’s Drone Dome C-UAS system 
performed interceptions of multiple drones, including maneuvering targets, using its 
hard-kill laser director. The system achieved 100% success in all test scenarios. [49]

 India Kamikaze Attack Swarm:  The Indian military showed off a swarm of 75 drones 
destroying a variety of simulated targets in explosive kamikaze attacks. The swarm is 
capable of autonomous operation.  Three types of drones were used in this swarm: a 
quadcopter, a six-rotor drone, and smaller quadcopters with explosives meant to be 
destroyed in an attack. [50]

https://hoverflytech.com/livesky-sentry/
https://www.bluevigil.com/
https://elistair.com/orion-tethered-drone/
https://flexforce.us/counter-uas/dronebuster/
https://flexforce.us/counter-uas/dronebuster/
https://www.droneshield.com/dronegun-mkiii
https://en.hikrobotics.com/drone/detail?productId=27&typeId=7
https://www.suasnews.com/2020/10/voxl-m500-american-made-drone-pre-configured-with-lte/
https://www.newscientist.com/article/2264957-quantum-internet-signals-beamed-between-drones-a-kilometre-apart/


Table 6. Other Notable State Sponsored Developments

Company/Agency Name Description

Elbit Hermes 900 StarLiner Canada Cold Weather Rated UAS 
Procurement [51]

Parrot Micro Drones French Military Micro Drone Procurement 
[52]

Turkey Akinci Turkey Unmanned Combat Aircraft System 
[53]

Defsys Smartshooter India Smart Gun Procurement [54]

NASA Ingenuity First UAS Flight on Mars [55]

AFRL Valkyrie US AFRL UAS Deploying UAS [56]

Swoop Aero Swoop Aero DRC Implementing Delivery Drones [57]

Nigeria/China Wing Loong II Nigeria Obtaining Military Drone from 
China [58]

Royal Air Force LANCA Royal Air Force Drone Swarm [59]

UK Ministry of 
Defense Mosquito UK Fighter Jet Assistant UAS [60]

Iran Kaman-22 Iran Military Drone [61]

Greece/Israel Heron Greece Leasing UAS from Israel [62]

Edge/Israel 
Aerospace Industries CUAS Development Emirati and Israel Collaboration on Counter 

Measures [63]

China GJ11 Stealth China Drone and Drone Prototypes [64]

India Rustom 2 India Medium Altitude Long Endurance 
UAS [65]

AFRL Ultra LEAP US AFRL Two-Day Flight Duration [66]

Croatia CAMCOPTER S-100 Croatia Coast Guard Drone [67]

United States Swarm US Army Swarm [68]

Future Direction and Potential Impact to Security
An analysis of these recent technological advancements and refinements allows one to track and 
predict the future direction of UAS and CUAS platforms.  UAS development will likely move 
toward fully autonomous flights and UAS that are lighter, faster, have increased payload and 
endurance capacity, and operate using a hybrid power approach.  The future direction of CUAS 
will likely include advanced handheld UAS mitigation devices, new regulation/policy to allow 
fully autonomous CUAS operation, CUAS that engage multiple targets simultaneously, and 

https://insideunmannedsystems.com/canadas-new-drone-can-better-surveil-its-challenging-arctic-environment/
https://www.defensenews.com/global/europe/2021/01/15/french-forces-get-new-batch-of-micro-drones-for-recon-missions/
https://www.dailysabah.com/business/defense/turkeys-cutting-edge-akinci-drone-passes-another-testhttps:/www.dailysabah.com/business/defense/turkeys-cutting-edge-akinci-drone-passes-another-test
https://www.business-standard.com/content/press-releases-ani/defsys-solutions-delivered-counter-drone-systems-to-indian-forces-col-s-gupta-121041300681_1.html
https://www.pacbiztimes.com/2021/04/12/aerovironments-drone-launch-on-mars-delayed/
https://www.fedscoop.com/air-force-valkyrie-drone-systems-area-i-mid-air-launch/
https://dronelife.com/2021/04/12/swoop-aeros-african-drone-delivery-operations-expand-in-preparation-for-covid-vaccine-distribution/
https://www.bloomberg.com/news/articles/2021-03-17/china-s-combat-drones-push-could-spark-a-global-arms-race
https://www.airforce-technology.com/features/raf-exceeding-expectations-with-swarming-drone-development/
https://www.aviationtoday.com/2021/02/02/project-mosquito-provides-30-million-investment-uk-fighter-drone/
https://www.thedrive.com/the-war-zone/39428/irans-latest-indigenous-drone-is-a-predator-lookalike
https://www.defensenews.com/global/europe/2020/05/08/greece-and-israel-deal-spotlight-leasing-model-for-military-uavs/
https://www.defensenews.com/industry/2021/03/11/uae-and-israeli-firms-to-collaborate-on-counter-drone-system/
https://thediplomat.com/2019/11/chinas-growing-high-end-military-drone-force/
https://www.hindustantimes.com/india-news/drdo-s-rustom-2-drone-flight-tested-india-goes-for-armed-heron-uavs/story-CZ5jd9tRo6Ph2jcq2HOpmM.html
https://i-hls.com/archives/97592
https://i-hls.com/archives/93468
https://mindmatters.ai/2020/09/meet-the-u-s-armys-new-drone-swarms/


CUAS that utilize uncommon mitigation techniques such as high energy lasers, which are 
currently being developed in the military space.  
The rapid improvements in UAS and CUAS technologies have the potential to significantly 
impact the security at critical infrastructure, such as nuclear facilities. As stated above, the UAS 
industry and uses of UAS are among the fastest growing sectors worldwide. Given this growth, it 
is difficult to know how effective a solution to the threat today will work for future threats. High 
endurance, high payload capability, autonomous, UAS swarms will become increasingly difficult 
to protect against and will require advanced CUAS technology to counter. Security will need to 
shift their focus from solely ground based threats to both ground and airborne threats, and this 
requires new physical security methods and technologies to ensure the protection of nuclear 
facilities or material in transit.  



REFERENCES
[1] Researchers introduce a new generation of tiny, agile drones. (2021, March 2). MIT News | 
Massachusetts Institute of Technology. https://news.mit.edu/2021/researchers-introduce-new-
generation-tiny-agile-drones-0302
[2] Ball, M. (2021, April 20). Initial Testing Performed with Autonomous Solar-Powered UAS. 
Unmanned Systems Technology. https://www.unmannedsystemstechnology.com/2021/04/initial-
testing-performed-with-autonomous-solar-powered-uas/
[3] Atherton, K., Martin, L., Martin, L., Rosenberg, B., Rosenberg, B., Rosenberg, B., Martin, 
L., Martin, L., Defense, B., & Defense, B. (2021, March 22). Drones Vs. Drones: Lockheed 
MORFIUS Uses Microwaves To Kill Swarms. Breaking Defense. 
https://breakingdefense.com/2021/03/drones-vs-drones-lockheed-morfius-uses-microwaves-to-
kill-swarms/
[4] Ball, M. (2021, April 19). New Hybrid VTOL Drone Features Fixed Angled Rotor Design. 
Unmanned Systems Technology. https://www.unmannedsystemstechnology.com/2021/04/new-
hybrid-vtol-drone-features-fixed-angled-rotor-design/
[5] Ball, M. (2021a, April 12). Anavia Develops Advanced Long-Range Unmanned Helicopters. 
Unmanned Systems Technology. 
https://www.unmannedsystemstechnology.com/2021/04/anavia-develops-advanced-long-range-
unmanned-helicopters/
[6] Curran, A. (2021, March 26). Seaplane Hong Kong Wants To Ferry Passengers In Drones 
For $25. Simple Flying. https://simpleflying.com/hong-kong-drone-air-taxis/
[7] Jetoptera | Revolutionary Propulsion System. (2021). Jetoptera. http://jetoptera.com/
[8] Vanilla Unmanned. (2021). Vanilla Unmanned. https://vanillaunmanned.com/
[9] Fabricating fully functional drones. (2021, February 8). MIT News | Massachusetts Institute 
of Technology. https://news.mit.edu/2021/fabricating-fully-functional-drones-0208
[10] NSP-3 – IMSAR. (2021). IMSAR. https://www.imsar.com/radar-systems/nsp-3/
[11] UAV radiation mapping drone. (2020, October 5). Kromek. 
https://www.kromek.com/product/aerial-radiation-mapping-drone/
[12] Control System Helps Several Drones Team Up to Deliver Heavy Packages. (2021, March 
22). Georgia Tech News. https://news.gatech.edu/2021/03/22/control-system-helps-several-
drones-team-deliver-heavy-packages
[13] PreVision Corp. (2021). PreVision Corp. http://www.previsioncorp.com/
[14] FLIR Solutions for Unmanned Aerial Systems | FLIR Systems. (2021). FLIR. 
https://www.flir.com/suas/
[15] Sentera, Inc. (2019, October 30). The Sentera Quad Sensor | Sentera | Sense the Earth. 
Sentera. https://sentera.com/product/sentera-quad-sensor/
[16] Search and Rescue Drone. (2021). Arvix. https://arxiv.org/pdf/2003.05819.pdf



[17] Full Page Reload. (2021). IEEE Spectrum: Technology, Engineering, and Science News. 
https://spectrum.ieee.org/automaton/robotics/drones/lowcost-drones-get-precise-control-over-
suspended-loads
[18] Bathymetry with Drone. (2021). UgCS Integrated Systems. 
https://integrated.ugcs.com/bathymetry
[19] Environmental Monitoring UAS. (2021). Soarability. 
https://www.soarability.tech/our_products_en
[20] Ball, M. (2020, June 19). World’s Smallest UAV SATCOM Technology Announced. 
Unmanned Systems Technology. 
https://www.unmannedsystemstechnology.com/2020/06/worlds-smallest-uav-satcom-
technology-announced/
[21] Now Available: New Drone Technology for Radiological Monitoring in Emergency 
Situations. (2020). IAEA. https://www.iaea.org/newscenter/news/now-available-new-drone-
technology-for-radiological-monitoring-in-emergency-situations
[22] Wingcopter 198 – Wingcopter GmbH. (2021). Wingcopter. 
https://wingcopter.com/wingcopter-198
[23] IBM applies to patent drone security blockchain system. (2020, September 21). Articles | 
Chief Data Officer | Innovation Enterprise. 
https://channels.theinnovationenterprise.com/articles/ibm-applies-to-patent-drone-security-
blockchain-system

[24] Jasper, M. (2021, April 14). Trump Takes Executive Action on Drones in Final White House 
Days. Nextgov.Com. https://www.nextgov.com/emerging-tech/2021/01/trump-takes-executive-
action-drones-final-white-house-days/171513/

[25] Wagman, D. (2021, March 11). ‘We have a real adversary’: Work intensifies to safeguard 
solar from cyber attacks. Pv Magazine USA. https://pv-magazine-usa.com/2021/03/09/we-have-
a-real-adversary-work-intensifies-to-safeguard-solar-from-cyber-attacks/

[26] Timing Systems Solution. (2021). Timing System Solution. 
https://www.regulus.com/timing-system-solution?hsCtaTracking=50e81955-58eb-400e-bda2-
abd59c605c18%7C0dfb0140-7c08-402c-b682-50c5b29aced4

[27] Electronic Armor. (2021). Raytheon Intelligence & Space. 
https://www.raytheonintelligenceandspace.com/capabilities/products/electronic-armor

[28] Butterworth-Hayes, P. (2020, February 5). NASA trials show resilience of GPS signals in 
urban canyons during drone operations. Unmanned Airspace. 
https://www.unmannedairspace.info/uncategorized/nasa-trials-show-resilience-of-gps-signals-in-
urban-canyons-during-drone-operations/

[29] Corrigan, F. (2020, July 13). How To Secure Your Drone From Hackers Permanently. 
DroneZon. https://www.dronezon.com/learn-about-drones-quadcopters/how-to-protect-your-
drone-from-hackers-permanently/



[30] New U.S. DOT Volpe Report: Blockchain for Unmanned Aircraft Systems. (2021). Volpe 
National Transportation Systems Center. https://www.volpe.dot.gov/news/new-us-dot-volpe-
report-blockchain-unmanned-aircraft-systems

[31] Macaulay, T. (2021, January 19). US regulator approves first-ever fully autonomous 
commercial drone flights. TNW | Neural. https://thenextweb.com/news/us-regulator-approves-
first-ever-fully-autonomous-commercial-drone-flights
[32] Skydio 2 Autonomous Drone - Skydio Inc. (2021). Skydio. https://www.skydio.com/skydio-
2
[33] Ball, M. (2020, January 14). Fully Autonomous Residential Security Drone Announced. 
Unmanned Systems Technology. https://www.unmannedsystemstechnology.com/2020/01/fully-
autonomous-residential-security-drone-announced/
[34] Nightingale Security | Autonomous Aerial Robotics. (2021). Nightingale Security. 
https://www.nightingalesecurity.com/
[35] Offensive swarm eneabled tactics. (2021). DARPA. 
https://www.darpa.mil/program/offensive-swarm-enabled-tactics
[36] Gremlins. (2021). DARPA. https://www.darpa.mil/program/gremlins
[37] ORCA Robotics. (2021). Autonomous Drones. https://orcahub.org/innovation/technology-
spotlights/autonomous-drones
[38] Mobile-Networked MIMO Wireless Communication Systems | Silvus. (2021, January 6). 
Silvus Technologies. https://silvustechnologies.com/
[39] Dotterel - home. (2021). Dotterel Technologies. https://www.dotterel.com/
[40] Wyoming drone fleet to help with investigations, inspections. (2021, April 9). AP NEWS. 
https://apnews.com/article/jackson-wyoming-transportation-
b2f4c01ec5b629ebc2c31ac715717310
[41] LIVESKYTM SENTRY. (2019, January 18). Hoverfly Technologies. 
https://hoverflytech.com/livesky-sentry/
[42] Blue Vigil, LLC. (2021, April 18). Tether Power Systems for Unlimited Hover for Drones 
in Your Fleet. Blue Vigil. https://www.bluevigil.com/
[43] Orion | Tethered Drone for Surveillance & Communications. (2021, April 30). Elistair | 
Tethered Drone Solutions. https://elistair.com/orion-tethered-drone/
[44] Flex Force Enterprises has developed the Dronebuster. (2021, March 8). Flex Force. 
https://flexforce.us/counter-uas/dronebuster/
[45] DroneGun MKIII — DroneShield. (2021). DroneShield 2.0. 
https://www.droneshield.com/dronegun-mkiii

[46] 杭. (2021). Hikrobot - Drone - Detail. Hiktobotics. 
https://en.hikrobotics.com/drone/detail?productId=27&typeId=7



[47] Press. (2020, October 13). VOXL m500 – American-Made Drone Pre-Configured with 
LTE. SUAS News - The Business of Drones. https://www.suasnews.com/2020/10/voxl-m500-
american-made-drone-pre-configured-with-lte/
[48] Sparkes, M. (2021). Quantum internet signals beamed between drones a kilometre apart. 
New Scientist. https://www.newscientist.com/article/2264957-quantum-internet-signals-beamed-
between-drones-a-kilometre-apart/
[49] iHLS News Desk. (2020, February 12). Successful Testing of Israeli Laser C-UAS System. 
IHLS. https://i-hls.com/archives/98912
 [50] Hambling, D. (2021, January 19). Indian Army Shows Off Drone Swarm Of Mass 
Destruction. Forbes. https://www.forbes.com/sites/davidhambling/2021/01/19/indian-army-
shows-off-drone-swarm-of-mass-destruction/?sh=25c9f7752384
[51] Baerson, K. M. (2021, January 4). Canada’s New Drone Can Better Surveil Its Challenging 
Arctic Environment. Inside Unmanned Systems. https://insideunmannedsystems.com/canadas-
new-drone-can-better-surveil-its-challenging-arctic-environment/
[52] Mackenzie, C. (2021, January 15). French forces get new batch of micro-drones for recon 
missions. Defense News. https://www.defensenews.com/global/europe/2021/01/15/french-
forces-get-new-batch-of-micro-drones-for-recon-missions/
[53] Daily Sabah. (2021). Daily Sabah https://www.dailysabah.com/business/defense/turkeys-
cutting-edge-akinci-drone-passes-another-
testhttps://www.dailysabah.com/business/defense/turkeys-cutting-edge-akinci-drone-passes-
another-test
[54] India Smartshooter. (2021). Business Standard. https://www.business-
standard.com/content/press-releases-ani/defsys-solutions-delivered-counter-drone-systems-to-
indian-forces-col-s-gupta-121041300681_1.html
[55] Drone Launch on Mars. (2021, April 12). Pacbiztimes. 
https://www.pacbiztimes.com/2021/04/12/aerovironments-drone-launch-on-mars-delayed/
[56] Air Force Valkyrie UAS. (2021). Fedscoop. https://www.fedscoop.com/air-force-valkyrie-
drone-systems-area-i-mid-air-launch/
[57] McNabb, M., & McNabb, M. (2021, April 12). Swoop Aero’s African Drone Delivery 
Operations Expand in Preparation for COVID Vaccine Distribution. DRONELIFE. 
https://dronelife.com/2021/04/12/swoop-aeros-african-drone-delivery-operations-expand-in-
preparation-for-covid-vaccine-distribution/
[58] China Combat Drone. (2021). Bloomberg. https://www.bloomberg.com/news/articles/2021-
03-17/china-s-combat-drones-push-could-spark-a-global-arms-race
[59] A. (2020, June 23). RAF ‘exceeding expectations’ with swarming drone development. 
Airforce Technology. https://www.airforce-technology.com/features/raf-exceeding-expectations-
with-swarming-drone-development/
[60] Reichmann, K. (2021, February 2). Project Mosquito Provides £30 Million Investment for 
UK Fighter Drone. Aviation Today. https://www.aviationtoday.com/2021/02/02/project-
mosquito-provides-30-million-investment-uk-fighter-drone/



[61] Newdick, T. (2021, February 24). Iran’s Latest Indigenous Drone Is A Predator Lookalike. 
The Drive. https://www.thedrive.com/the-war-zone/39428/irans-latest-indigenous-drone-is-a-
predator-lookalike
[62] Frantzman, S. J. (2020, May 8). Greece and Israel deal spotlight leasing model for military 
UAVs. Defense News. https://www.defensenews.com/global/europe/2020/05/08/greece-and-
israel-deal-spotlight-leasing-model-for-military-uavs/
[63] Helou, A. (2021, March 11). UAE and Israeli firms to collaborate on counter-drone system. 
Defense News. https://www.defensenews.com/industry/2021/03/11/uae-and-israeli-firms-to-
collaborate-on-counter-drone-system/
[64] Joe, R. (2019, December 4). China’s Growing High-End Military Drone Force. The 
Diplomat. https://thediplomat.com/2019/11/chinas-growing-high-end-military-drone-force/
[65] Gupta, S. (2020, October 10). DRDO’s Rustom-2 drone takes-off, India goes for armed 
Heron. Hindustan Times. https://www.hindustantimes.com/india-news/drdo-s-rustom-2-drone-
flight-tested-india-goes-for-armed-heron-uavs/story-CZ5jd9tRo6Ph2jcq2HOpmM.html
[66] iHLS newsdesk. (2019, December 27). UAS Completes 2.5 Day Long Flight. IHLS. 
https://i-hls.com/archives/97592
[67] iHLS newsdesk. (2019a, July 29). Croatia Will Operate UAS for Maritime Surveillance. 
IHLS. https://i-hls.com/archives/93468
[68] Meet the U.S. Army’s New Drone Swarms. (2020, September 14). Mind Matters. 
https://mindmatters.ai/2020/09/meet-the-u-s-armys-new-drone-swarms/

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology and Engineering Solutions of Sandia 
LLC, a wholly owned subsidiary of Honeywell International Inc. for the U.S. Department of Energy’s National Nuclear Security Administration 
under contract DE-NA0003525


