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▪ Problem Statement:

▪ Security strategy has 
traditionally been defined, 
implemented, and updated 
by domain experts1

▪ Ground-stations (GS) are 
becoming more complex
and open

▪ Security cycle updates
become shorter and 
change faster
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▪ Objectives and Approach:

▪ Protect the space assets, 
missions, and data

▪ High-fidelity model of 
ground-stations

▪ Idea:

▪ Reinforcement Learning (RL)

▪ Markov Games

▪ Self-play agents2

▪ Impact and Benefits:

▪ Evaluate GS security 
without the need for 
constant experts.

▪ Develop a domain 
independent defense 
strategy
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▪ Actions (attacks):

▪ Scan port

▪ ssh, curl, cd, find 

▪ Rewards

▪ Spacecraft access

▪ User credentialsAttacker

Defender

▪ Actions:

▪ Access policies

▪ Close ports

▪ Rewards

▪ Prevent cyber 
attacks
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