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= Eroblem Statement:

= Perform firmware reverse
engineering on a commercial
device about which little
information is known

= There are certain questions to
answer about specific
functionality of the device

= Analyzing this binary poses
additional challenges because
it is @ multiprocessor system
with minimal documentation
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= Further map the space through
function trees to locate
functions which can answer the
important questions

» Desired Results:

» Understand the roles of
different cores in a
multiprocessor system

= Use system context and
understanding to identify and varz = rand();
reverse functions of interest bVarl = ivar2 * 2 < 3

= Answer the specific questions 'jzﬂéj—'_ém:{=_1-_';-—--;—;]-:
about the desired binary ivars = ivard + 1,
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f if (!'bvarl) {
= Impact and Benefits: pcVars = " hates Cheese";
g g }
. By USIng Ghldral WE Can printf ("%s %s\n",param 1 + 1,pcVar3);
answer critical questions that caram 1 = (int *)param 1[10];
will enhance national security } while (param 1 != (int *)0x0);
Capabllltles recurn;

Example Decompiled Code
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