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ABSTRACT

The International Electrotechnical Commission (IEC) Subcommittee SC45A has been
active in development of cybersecurity standards and technical reports on the protection of
Instrumentation and Control (I&C) and Electrical Power Systems (ES) that perform
significant functions necessary for the safe and secure operation of Nuclear Power Plants
(NPP). These international standards and reports advance and promote the implementation
of good practices around the world.

The IEC cybersecurity nuclear standards are aligned with documents in the TAEA
Nuclear Security Series (NSS) such as NSS 33-T, Computer security of Instrumentation
and Control Systems at Nuclear Facilities, and provide additional technical details. These
standards also leverage the ISO/IEC 27000 series to ensure that cybersecurity guidance is
consistent with practices and approaches found in other sectors. Specifically, IEC 62645,
which details key elements of a cybersecurity programme for [&C and ES systems at NPPs,
follows ISO/IEC 27001:2013 Information Security Management Systems. IEC 63096
details the security controls recommended for 1&C and ES at NPPs and follows ISO/IEC
27002, Code of practice for information security controls. Both IEC standards have
general guidance for risk, management but do not refer directly to the detailed guidance
provided in ISO/IEC 27005:2018, Information security risk management.

This paper provides an overview of the development of a new IEC Technical Report
(TR) that surveys current approaches to and practices for cybersecurity risk management
for NPPs. The TR will highlight similarities and differences in national approaches,
advances in risk management practices, summarize updates to risk guidance in IAEA
publications, and recommend potential activities that aim to standardize good risk
management practices for cybersecurity at NPPs.
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1 INTRODUCTION

The International Technical Commission (IEC) is developing a new Technical Report (TR) which
contains an analysis of cybersecurity risk management methods used for the Instrumentation and Control
(I&C) and Electrical Power Systems (ES) systems at NPPs, based upon an international survey. This paper
provides an overview of the development, content and status of the draft TR.

IEC 62645:2019 [1] provides a framework for an NPP cybersecurity programme to protect I&C and
ES. The cybersecurity programme is adapted from ISO/IEC 27001:2013 [2] which identifies the
requirements for an information security management system (ISMS). The NPP cybersecurity programme
detailed in [1], establishes the process for the assignment of security degrees (SD) to 1&C and ES. The use
of assigned SDs is analogous to the use of information classification in [2]. IEC 62645 [1] then provides
requirements for cybersecurity of those systems based on the assigned SD. The assignments of SDs to [&C
and ES are informed by the safety categorization of the system based which is based upon IEC 61513:2011
[3] and IEC 61226:2020 [4].

IEC 62645:2019 [1], like ISO 27001:2013 [2], provides a generic framework for risk management. It
does not provide detailed guidance on risk management, other than referring to ISO/IEC 27005:2018 [5].
This provides a potential gap in standardization of specific implementation methods. IEC 62645:2019 [1]
allows for diversity in risk management methods based upon the organization, and its organizational,
industrial and regulatory context.

A survey of the national standards for cybersecurity programmes and/or risk management methods was
conducted as part of the development of the TR. This TR intends to provide conclusions as to whether there
is enough similarity in these national approaches to progress efforts to standardize these approaches for
cybersecurity of NPPs. The TR will also identify variances and diversity in these methods which increase
the challenges to operators in applying a common consistent approach to risk management and in
benchmarking their programmes against programmes from other countries.

2  STANDARDIZATION CONTEXT

The TR follows the top-level documents of the IEC SC45A standard series IEC 61513 [3] and
IEC 63046 [6]. IEC 61513 [3] provides general requirements for I&C systems and equipment that perform
functions important to safety in NPPs. IEC 63046 [6] provides general requirements for electrical power
systems of NPPs, including the power supplies for the I&C systems. IEC 61513 [3] and IEC 63046 [6] are
to be considered in conjunction and are at the same Standards Level. IEC 61513 [3] and IEC 63046 [6]
define the structure of the IEC SC45A standard series and shape a complete framework establishing general
requirements for instrumentation, control and electrical systems for nuclear power plants.

IEC 62645 [1] is considered formally as a second level document with respect to IEC 61513 [3],
although IEC 61513 [3] needs to be revised to ensure proper reference to and consistency with IEC 62645
[1]. IEC 62645 [1] is the top-level document with respect to cybersecurity in the SC 45A standard series.
Other documents are developed under IEC 62645 [1] and correspond to third level documents in the IEC
SC 45A standards.

The placement of the IEC TR within the IEC SC45A standard series for cyber security are illustrated
in Figure-1 below!

'TEC Technical Reports focus on a particular subject and contain for example data, measurement techniques, test approaches,
case studies, methodologies and other types of information that is useful for standards developers and other audiences. They are
never normative. (https://www.iec.ch/publications/technical-reports)
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Figure 1. IEC SC45A Standards associated with Cybersecurity (adapted from IEC 63096 [10])

3  EXISTING GUIDANCE

3.1 IEC 62645 Risk Management Framework

IEC 62645 [3] (section 5.4) provides a high-level outline of cyber security management processes
adapted from ISO/IEC 27001:2013 [2], but does not provide the same level of detailed guidance as ISO/IEC
27005:2018 [2]. This is because of IEC 62645’s [3] scope which “establishes requirements and provides
guidance for the development and management of effective computer security programmes for 1&C
programmable digital systems. Inherent to these requirements and guidance is the criterion that the power
plant I&C programmable digital system security programme complies with the applicable country’s
requirements.”

The current approach is to establish a cyber security programme that uses a risk assessment method
adapted from ISO 27001 [2]. There is a need for further guidance regarding risk management approaches



for NPP cybersecurity programmes, similar to the relationship between ISO/IEC 27001 [2] and ISO/IEC
27005 [5], to optimize further the allocation of limited resources for cybersecurity at NPPs.

Risk is typically described as the product of consequences and likelihood, but the application in the
nuclear domain tends to prioritize consequence over likelihood. This is a pragmatic assumption as the
potentially severe consequences associated with nuclear power plants are unacceptable and cannot occur
under any circumstances. Therefore, for instrumentation, control, and electrical systems that are important
to safety, a near total reliance on consequence determines the level of effort to ensure these risks are
mitigated/reduced to the greatest extent possible.

3.1.1 Assignment of Security Degrees

IEC 62645 [3] (Section 5.4.3.1.1.2) outlines a classification scheme that is based upon the following
principles (1) consequences of cyberattack affecting safety are considered to be more serious than
consequences affecting plant performance; (2) assessment of systems is based upon the functions that they
implement, and the SD assigned to a system is based upon the function which leads to the most severe
impact when compromised; and (3) the resulting consequence-based method for assigning 1&C and ES to
a particular SD is rigorous and repeatable.

The application of a graded approach is intrinsically linked to consequences in the NPP and
subsequently directly linked to SDs. There are three SDs that range from SD1, which has the most
demanding cybersecurity requirements (i.e., [&C or ES associated with the greatest consequences), to SD3,
which has the least demanding cybersecurity requirements (i.e., I&C or ES associated with the lesser
consequences). Baseline requirements apply to all I&C and ES regardless of their SD assignment.

Each SD consists of baseline requirements and a unique set of requirements that when imposed upon
1&C and ES provide the level of protection that is appropriate and necessary. It is possible that one or more
requirements for a particular SD are the same as for other SDs; however, the complete set of requirements
is unique for each security degree (i.e., SD1, SD2, SD3).

3.1.2 Security Zones

IEC 62645 [3] (section 5.4.3.3) outlines the concept of security zones, which allows for grouping
together 1&C and ES assets to simplify the administration and application of protective measures. IAEA
NSS 33-T [7], NST047 [8] and TAEA NES No. NR-T-3.30 [9] provide additional guidance on computer
security zones. Paragraph 2.28 of [7] states, “The security zone concept involves the logical and/or physical
grouping of computer-based systems that share common security requirements, due to inherent properties
of the systems or their connections to other systems. All systems located within a single zone are protected
at the same security level, namely that assigned to the [&C system function with the most stringent security
level within the zone.””

The definition of zones shall comply with the security degree, I&C and security architecture
requirements. The TAEA publications [7] [8] [9] specifically indicate that the security architecture?
requirements are necessary to ensure computer security Defense in Depth (DiD).

Security Zones are necessary to ensure consistency in implementing computer security.
3.1.3 Defense in Depth

IEC 62645 [3] Section 7.3 states “Security defence-in-depth is an approach to security in which multiple
and independent security controls, covering organizational, technical and operational aspects, are deployed
in an architecture, as no individual security control can provide the expected security. In such approach, it

2 JAEA publications use the term “Security Level” which is broadly equivalent to the IEC term of “Security Degree”. This
paper will use the term Security Degree to represent both.
3 TAEA Publications refer to the security architecture as the Defensive Computer Security Architecture (DCSA)



is the set of diversified and independent security controls which is able to bring the needed prevention,
detection and response capabilities.”

The IAEA publication [8] indicates that DiD is supported through the specification, establishment and
maintenance of a defensive computer security architecture (DCSA). The DCSA specification is informed
by the applicable computer security model* to ensure consistency in defensive posture.

DiD is achieved through the arrangement of computer security zones within a DCSA that provides the
greatest protection to those I&C and ES that have the largest security demands (i.e., SD1). The multiple
layers within the DCSA aim to provide DiD against unknown or undisclosed vulnerabilities or novel
adversary techniques, tactics, and procedures.

3.14 IEC 63096:2020 Controls Catalogue

IEC 62645 [1] and the IAEA publications [7] [8] use a consequence-informed approach in the
assignment of SDs. The SDs are associated with a set of requirements and a set of recommend controls
listed in IEC 63096 [10]. IEC 63096 [10] sorts these controls into three distinct phases, Platform
Development (D), Project Engineering (E) and Operations and Maintenance (O). IEC 63096 provides a
mapping of the DEO phases to the IAEA NSS 33-T [7] and SSG-39 [11] system lifecycle which allows for
simple referencing of the IEC control to the requirement or to IAEA guidance.

The DEO phases were necessary to inform vendor-operator risk management arrangements and to
simplify acceptance of pre-developed items and/or platforms for I&C or ES assigned to a SD. For example,
if a platform or system were developed and qualified to a specific SD, it would reduce the operator’s effort
in verifying compliance to an NPP cybersecurity programme based upon IEC 62645 [1].

3.2 ISO 27000 Series

The ISO 27000 series standards provide guidance on aspects of ISMSs. Specifically, the standards of
importance to the IEC NPP cybersecurity standards are:

e ISO 27001 [2] associated with IEC 62645 [1]
e ISO 27002 [12] associated with IEC 63096 [10]
e ISO 27005 [5] important to the IEC TR.

3.3 IS0 27001:2013 Risk Management Framework

The framework within 27001 [2] is strongly aligned with ISO 31000:2018 [13]. Risk is defined within
ISO 31000 as “effect of uncertainty on objectives”. ISO 27001 [2] risk framework consists of major parts
(Clauses 6.1.2 — risk assessment and 6.1.3 — risk treatment). There are three main components of risk
assessment: (1) risk identification, (2) risk analysis (e.g., determine level of risk), and (3) risk evaluation
(e.g., prioritize analyzed risks for treatment).

IEC 62645 [1] (section 5.4.3) contains the adapted guidance for the associated sections of ISO 27001
[2]. The effect of these adaptations is to significantly rely on consequence when determining the level of
risk (impacting risk analysis) and assigning SDs as a means of prioritizing analyzed risks for treatment
(impacting risk evaluation).

ISO 27001 [2] provides a normative annex, Annex A, which lists reference control objectives and
controls that are to be used in context with Clause 6.1.3 (risk treatment). Annex A is aligned and derived
from ISO 27002 [12] and forms the basis for the production of the Statement of Applicability required by
Clause 6.1.3 (d).

4 Various computer security models have bene proposed that prioritize one or more of the information security properties of
Confidentiality, Integrity, or Availability.



3.3.1 IS0 27002:2013 Information Security Controls

ISO 27002 is a valuable controls catalogue that provides additional detail on how to implement the
reference control objectives and controls listed in Annex A. The use of this standard increases consistency
in approaches and quality in implementing controls necessary for a continually improving ISMS. ISO 27002
[12] formed the basis of IEC 63096 and the ISO guidance was adapted where necessary to be feasible for
NPP cybersecurity programmes developed under IEC 62645 [1].

3.3.2  ISO 27005:2018 Risk Management

ISO 27005 [5] provides a generic, domain-independent process for information security risk
management. The specific nuclear risks need to be identified are to be based on the applicable Design Basis
Threat (DBT)>. Additionally, nuclear power is a heavily regulated industry that demands a certain level of
effectiveness of cyber-security risk management.

Risk management stages in ISO 27005 [5] that may have importance to SD assignment within the IEC
cybersecurity standards are:

1. External Context (e.g,. Regulation, Laws, Safety Classification)

2. Internal Context (e.g., Operational Performance, Organization Reputation)

3. Risk Identification (identification of consequences: ISO/IEC 27005 [5] Section 8.2.6) and
4. Risk Analysis (assessment of consequences: ISO/IEC 27005 [5] Section 8.3.2)

4 METHODOLOGY

The TR will (1) provide an analysis of current guidance in IAEA publications, associated I[EC and ISO
standards, (2) enumerate and describe the challenges of risk management processes for cybersecurity of
nuclear power plants, (3) identify and describe methods that have the potential to reduce or mitigate these
challenges and (4) provide a comparative survey of national approaches to allow for inferences to be made
in regards to consistency amongst these approaches. The TR is intended to be used by SC45A when
considering the development of an international standard on cybersecurity risk management for NPPs.

4.1.1 Analysis of current guidance

The analysis of current guidance summarized in section 3, focuses on generic cybersecurity risk
management processes for ISMS (ISO 27000 series) and elements of [EC 62645 [1] and 63096 [10]. The
aim is to provide a cross reference and potential suggestions, clarifications, or enhancements on how to
adopt or tailor guidance for NPPs.

The analysis will also extend to the IAEA NSS publications [8] [9] [10] that provide guidance on risk
management process, namely the Facility and System Computer Security Risk Management
(CSRM)methods. Also, IAEA NST047 [9] provides guidance on a process but does not specify the expected
outcomes.

4.1.2 Current Challenges

The experts of SC45A have identified significant challenges with risk management approaches for
cybersecurity due to the high consequence events that are either extremely rare or improbable events, the

5 TAEA NSS 10-G (To be published) defines DBT as “the attributes and characteristics of potential insider and/or external
adversaries, who might attempt unauthorized removal or sabotage, against which a physical protection system is designed and
evaluated.” Note: physical protection and nuclear security are equivalent in IAEA guidance.



absence of statistically relevant data sets to perform quantitative risk analysis, and lack of well-defined risk
acceptance limits for cybersecurity.

These challenges involving likelihood and probability (e.g., high consequence events involving
complicated scenarios that have yet to be demonstrated) combined with the lack of operating experience
(e.g., no relevant datasets) will be investigated and described in the TR. A key objective of the TR is to
provide insights for risk management processes that can improve outcomes and increase consistency.

4.1.3 Methods supportive of Risk Management Elements

The TR will also detail advances in Risk Management methods that may support cybersecurity risk
management. These frameworks include (1) IAEA Facility and System CSRMs [8] [9] [10], (2) France
EBIOS [14], (4) Consequence Reduction, (5) Hazards and Consequences Analysis for Digital Systems
(HAZCADS) [14], (6) Cyber Informed Engineering [14], (7) Pathway/Susceptibility Analysis [16], (8)
Scenario analysis based on IEC 62645 [1] and 63096 [10] guidance, and (9) Domain Based Security (DBSy)
[18] [19]. The objective in detailing these advances is to promote discussion as to the benefits, costs, and
limits of these methods.

4.1.4 National Approaches Survey

The TR relies upon the experts of IEC SC45A to provide details of key aspects of their national risk
management approach. The initial survey completed with responses provided by experts from Canada [15],
France [16], Germany [17], Russian Federation [18], United Kingdom [24, 25], and United States of
America [26] [27]. The variance in the responses was discussed at the IEC General Meeting in October
2020, where it was determined that a template would be developed to mandate a specific structure and
provide a list of essential questions. The proposed questions are currently under development.

Once the surveys are completed and compiled, the TR team will perform an analysis to determine the
level of similarity that may support an update to IEC 62645 [1] or the development of a new Risk
Management Standard within the IEC SC45A series.

5 IEC TR CYBERSECURITY RISK MANAGEMENT

This scope of TR is to capture the national and international approaches employed to manage cyber-
security risks associated with I&C and Electrical Systems at a Nuclear Power Plant (NPP). This report will
relate the various international and national approaches used at NPPs with the Risk Management Stages
identified in ISO/IEC 27005:2018 [5].

The proposed structure of the TR is as follows:

e Scope

e Limitations

e Normative References

o Terms and Definitions

e Abbreviated Terms

e [EC NPP Cybersecurity Risk Management
e [ISO 27005 Adjustments

e Member States Survey of Current Practice



e Advances in Risk Management Methods

e Annexes on Primary and Support Assets Based Graded Risk Management, IEC 62443, and
Supply Chain Risk Management,

6 CONCLUSION

The current draft of the TR details the similarities and differences in cyber security risk management
processes at nuclear power plants throughout the world. The strong association of the IEC SC45A
cybersecurity standards with the ISO 27000 series of standards lends itself to support for an IEC SC45A
standard aligned with ISO 27005:2018 [5]. However, the TR team has not yet completed the analysis
necessary to gain insight into the value of undertaking an effort to provide nuclear-specific enhancements
or customizations in a potential new International Standards.

IAEA NSTO047 [9], although approved for publication, has yet to be published. This has impacted the
potential for widespread adoption of and gaining experience in the risk management processes detailed
within.

The TR team has identified that it may be useful to identify the common techniques that can be applied
to all stages, and those other important techniques that may be applied to one or more lifecycle stages. This
would go beyond the current scope of the draft TR, but may be included as part of an annex.

Risk acceptance criteria is very challenging especially for nuclear. There is general uncertainty in the
level of risk that is acceptable (especially for the lower/less stringent security degrees). Risk is generally
described in terms of likelihood and consequence. Due to the deep uncertainty associated with likelihood
of cyber-attack resulting in unacceptable radiological consequences, a conservative approach is taken
whereby risk is consequence-informed (i.e., dominated).

The importance of the national risk approaches survey is critical in the determination on the level of
similarity that would support an update to IEC 62645 [1] or development of a new Risk Management
Standard. The expected completion date of the first committee draft is Q3-2021.
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