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Summary

1. Electric grid is
changing to include
centralized and
distributed power
generation

2. Roof-top Photovoltaic
?PV) System
nverters

* |nternet connected

* Provide grid services
Research Question:

» Can an online learning
approach learn cyber network
traffic while also detecting
abnormal activity?

Research Objectives:

1. Perform cyber monitoring &
analysis experiment

2. Deploy and test unsupervised
training and testing
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s I Unsupervised Training & Testing of Cyber Data (what?)
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+ | Adaptive Resonance Theory Artificial Neural Network
(what?)
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s | Cybersecurity Concerns (why?)

Identify and Protect

Abandoned Prevente d

Malicious
Cyber Activities

Considered Launched Bypassed

* Assume adversary can access
network of PV inverter

« Algorithm intends to detect
malicious traffic

Detect

Respond and Recover

Detected Adapted to

Jndetected Completed



s | PV Inverter Manipulation Impacts (why?) *

||, » | |Voltage Profile (single
= instance)
- | 1. No Control:

» Voltage >1.08 p.u.

2. w/ VVC:
» Voltage <1.05 p.u.

: | 3. Modified VVC (adversary)
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* J. Johnson, J. Quiroz, R. Concepcion, F. Wilches-Bernal, M. Reno, “Power system effects and
mitigation recommendations for DER cyberattacks”, IET Cyber Phys. Syst. Theory Appl. 2019, 4, 240
-249.




7 I Cyber Monitoring & Analysis Experiment (how?)

Gains access, assesses the network/devices, and
performs a denial of service attack
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s | Cyber Data — Normal & Abnormal Traffic (how?)

1. Monitor
actual
network
traffic

2. Emulate
adversary
reconnaissan
ce using
nmap tool

3. Perform
denial-of-
service

(PS>,

r St /
£, Nl /My
*‘;.,:!_‘._1-‘_\ ‘ o/ "lf{?.h
G ‘ A
5

g -
(it ; i
R e =
z:"‘wi,;*{ o, < :R:c:u\i-"’l

g e S

%}F e ‘\\#g,\.

NMAE

# Data Instances (logscale)

H ICM .
“}!I ,
i
* ‘ 4 " £ o
S 2
E] y
10% B B .
i & £ -
7 El 2
107 s - o oM < AW .
a =
: R oy O WS i nass 4
“}l fesg tl'yh::) 000 3000 '”e;lg_ nytes "ein l'JY‘F::"J fan zee0n -“Q{.:Iq. mytes i o arlg. B
10°
10
0 b 12 15 24 30 36 42 48 G G6 72

time (seconds)

Reconnaissance

nmap -sn < subnet address/prefix >
nmap -p0- -v -A -T4 < ip address >

nmap -sX < ip address >

Denial-of-

RSIVICS: 100 -d 120 -S -p 502 -flood -V < ip address >



Results




10 I Initialize Analysis: Define Free Parameter & Threshold

1. Features:
« Packet Number
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1. Define min & max for
normalization — plot
data

2. Define free parameters
— sensitivity analysis
3. Free parameter &
threshold used:
1. Threshold — 0.3

N
(0]

False Positive

20

[ 15

< !

2. ART rho-0.7



11

2z|s 1ayoed

Analysis: Learning

@ Normal ® Abnormal

ART Learning:
» One Template

Abnormal Behavior
» Repetitive action
that occurred

every hour

w/ Normal Network Behavior Only
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ART Learning:
» Two Templates

Abnormal Behavior

» No abnormal data

» Repetitive action
that occurred
every hour
considered to be
ok and learned
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12 I Analysis: Learning w/ Normal & Abnormal Conditions
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ART Learning:
» No new templates

Abnormal Behavior
» Exceed connections/min feature
template limits

ART Learning:
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13 I Conclusion

Created cyber monitoring & analysis experiment:
» Generate and capture actual network traffic to and from a PV inverter

Emulate adversary actions
» Create and implement nmap and DoS actions

Deploy and test Adaptive Resonance Theory Online Learning Methodology

» Perform simultaneous learning and anomaly detection

» Provide evidence that method could work — future studies needed to
provide proof of its effectiveness

Thank you for listening!
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