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Abstract—Modern distribution systems energized by inverter-
interfaced distributed generators (DGs) operate as coupled cyber-
physical networks (C/P-networks), where the controllable com-
ponents in the physical network (P-network) are coordinated
through the cyber network (C-network). The concept of dy-
namic microgrids (MGs) operation has been adopted to enable
distribution system autonomous operation with varying electric
boundaries. To further enhance system operation resiliency and
flexibility, dynamic MGs operation with reconfigurable C/P-
networks is discussed in this work. An evaluation framework is
proposed to assess the operational feasibility of distribution feed-
ers with multiple inverter-based dynamic MGs and come out with
possible restoration solutions in the context of cross-layer C/P-
network reconfiguration. Furthermore, distributed controllers
are developed for components with different operating character-
istics to realize seamless system topology variations and provide
coordinated secondary regulation in various operation modes.
The proposed evaluation framework along with the developed
distributed controller has been validated using a Hardware-in-
the-Loop (HIL) real-time CPS testbed.

Index Terms—Cyber-physical system, distributed control, dy-
namic microgrids, network reconfiguration

I. INTRODUCTION

URING extreme events where no substation is available,

the islanded distribution system could remain energized
by inverter-interfaced distributed generators (DGs) and form
inverter-based microgrids (MGs). An islanded inverter-based
MG can be treated as a cyber-physical system (CPS) [1]:
Dispatchable resources (e.g., energy storage system) with
power electronic interfaces are the primary sources that ener-
gize the physical network (P-network), while the coordination
among multiple inverters is implemented through the cyber
network (C-network). To avoid system single point of failure,
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distributed control has been favored where each controllable
node operates independently and utilizes peer-to-peer commu-
nication. Compared to the centralized approach, distributed
control features improved resiliency [2].

Conventional MG operates with pre-defined electric bound-
aries [3]. The distribution feeders could be sectionalized into
multiple MGs, each of which interacts at a common point
of coupling (PCC). Dynamic MGs as an advanced multi-MG
structure has been recently discussed [4], [5]. Compared to
conventional MGs with static electric boundaries, dynamic
MGs operate with varying structures and interact at dynamic
points of interconnection (POI) [6]. The electric topology of
a dynamic MG can vary as per the system operator’s requests
using conventional breakers or advanced switches with remote
controllability (e.g. smart switch [SSW] [7]).

Consensus-based algorithms have been frequently utilized in
the distributed control of a CPS. Different control objectives
for islanded MG operation (e.g., proportional DG output power
sharing [8], MG voltage unbalance mitigation [9], average
DG operation voltage regulation [10], etc.) can be achieved
using consensus algorithms in different forms (e.g., average
consensus [11], dynamic consensus [12], etc.). Most existing
distributed control algorithms consider static cyber-physical
networks (C/P-networks), i.e., both the electric structure and
communication topology among controllable nodes are invari-
ant during CPS operation [8]-[10]. Distributed controllers that
ensure convergence under C-network with switching topology
have been discussed [13], [14]. Due to the nature of consen-
sus algorithm, proper operation of consensus-based control
requires that the C-network of controllable DGs remains a
connected graph [11], i.e., there exists a path in the C-network
that can connect any two nodes. It is noteworthy that though
distributed control algorithms that rely on unidirectional com-
munication have recently been discussed, C-networks in the
present distribution systems are mainly bidirectional [15].

In conjunction with variations on C-network, the P-network
of a CPS should also be reconfigurable so that additional sys-
tem operation solutions could be enabled [16]. The operation
of a CPS with varying P-network could be done in the context
of dynamic MGs. Compared to conventional power system
topology variation, additional control efforts are needed for
inverter-based MGs [17]: Without proper regulation, undesired
transients could be generated during the network reconfigura-
tion and damage the power electronic devices, which could
potentially de-stabilize the system. A distributed secondary
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control strategy for dynamic MGs operation and seamless
physical reconfiguration have been proposed in [6]. Operation
states measured at the target SSW are shared with corre-
sponding inverter-interfaced grid forming DGs for regulation.
However, the developed algorithms are only applicable to
static C-networks with explicit communication topology.

To fully exploit the operation flexibility of distribution
systems with inverter-based dynamic MGs, both its C- and P-
networks should be reconfigurable as per the system operator’s
requests without violating system operation constraints. The
independency and interdependency between C- and P-network
on the operation of dynamic MGs have been discussed in
some works [18], [19]. Both C- and P-network of a CPS
could be described by interconnected graphs with nodes and
branches. However, their operation mechanisms are inherently
different and the topologies of both networks are not neces-
sarily identical. The topology variation of a P-network under
normal conditions could only be done through circuit breakers
(e.g., SSW). Meanwhile, there are various existing forms of
C-networks and their topology variations are only constrained
by the availability of the C-network components (e.g., network
switches, Ethernet cables, etc.). The interdependency between
C- and P-network could be described by the fact that the
resilient operation of P-network depends on the functional C-
network [18]. P-network reconfiguration with dynamic MGs
requires coordinated operation among inverter-interfaced DGs
and SSWs, which relies on information exchange through
a connected C-network [6]. On the other hand, topology
variation on C-network should guarantee the resilient operation
of P-network by remaining sufficient connectivity [20]. A
general impact assessment approach of unexpected C-network
failure on the P-network operation was conducted in [18].
In [19], an analytical method is proposed to quantify the
impacts of C-network on MG operation reliability. However,
such assessing approach is only applicable for C-networks
under a centralized structure. Moreover, it represents passive
evaluation over CPS operation, while solutions for active C/P-
networks reconfiguration has not been extensively discussed.

In this work, inverter-based distribution system operation in
the context of dynamic MGs and reconfigurable C/P-networks
are discussed. The main contribution and notable features of
this work are listed as follows:

1) An evaluation framework is proposed for autonomous
distribution systems resilient operation as coupled C/P-
networks. The network topology is tracked using a devel-
oped disjoint-set data structure with reduced complexity.
A set of algorithms are developed to systematically assess
the operational feasibility of a CPS under given network
topologies. For systems that are not able to operate
properly as requested, restoration solutions in the context
of active C/P-networks reconfiguration are provided. Two
types of network reconfigurations are discussed, namely
physical driven cyber (P2C) variation and cyber driven
physical (C2P) variation.

2) Detailed controller designs that utilize consensus-based
distributed control are developed to implement dynamic
MG operation under both P2C and C2P variations, both of
which cannot be handled using conventional distributed
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Fig. 1: Dynamic MGs operation structure with reconfigurable C/P-networks

secondary controllers. Besides constant system frequency
and voltage regulation, the developed controllers achieve
proportional power sharing among connected DGs and
seamless system network reconfiguration as requested.
Compared to the controllers proposed in [6], the devel-
oped controller does not require static C-networks with
explicit topology and thus significantly extends system
operation flexibility and resiliency. The dynamic perfor-
mance of the proposed controllers is validated using a
Hardware-in-the-Loop (HIL) real-time CPS testbed.

II. MODELING OF CPS WITH RECONFIGURABLE
C/P-NETWORKS

A. C/P-Networks Structure of Dynamic MGs

In this work, controllable components that interconnected in
the C/P-networks are managed as independent agents. Inverter-
interfaced DGs with grid-forming capability is selected as the
primary resources that energize the distribution system. SSWs
are implemented as the circuit breakers that actualize the P-
network variation as per the system operator’s requests. The
system structure under study is presented in Fig. 1.

The system’s P-network is implemented in the context of
dynamic MGs [5]. As shown in Fig. 1, the whole P-network
is sectionalized by SSWs into several min-MGs. Min-MGs
is the basic building block that constructs dynamic MGs
and is defined as the smallest set of DGs and SSWs that
is able to support local critical loads by forming a MG.
The electric boundaries of min-MGs are determined by the
locations of the SSWs they contain. Each min-MG shall
have at least one POI to the rest of the grid via SSW, and
two adjacent min-MGs share only one SSW. Neighboring
min-MGs that share the same SSW could be interconnected
by closed SSWs and operate as a whole, while those who
are physically isolated operate independently. The system P-
network topology is determined by the connectivity among
neighboring min-MGs, which are decided by the on-off status
of the corresponding SSWs. P-network variation starts with
the reconfiguration request sent by the system operator to the
target SSWs that need to change status. Once the seamless
transit criterion is met, the target SSW shall change status
and the P-network reconfiguration is fulfilled. It is noteworthy
that dynamic MGs have shifting electric boundaries, which
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is in contrast to conventional multi-MG structure where each
individual MG has static topology and interacts with others
through static PCCs. Additionally, DGs are managed under
static groups in conventional multi-MG structure, which is
insufficient for dynamic MGs operation as the DGs should be
dynamically re-grouped in response to the system real-time
operating topology. Advantages of adopting dynamic MGs
over the conventional multi-MG structure has been extensively
discussed in existing literature [4], [5], [16].

The C-network describes the system communication topol-
ogy. As shown in Fig. 1, each agent could exchange selected
information with its neighboring agents using bidirectional
communication. The connectivity among neighboring agents
(either DG agent or SSW agent) in the P-network is limited
by the geometric structure of the electric system and the status
of SSWs, e.g., DGs can only be physically connected through
transmission lines and closed SSWs. However, such limitation
does not exist in the C-network, agents that are physically
isolated could still be cyber connected and exchange informa-
tion as requested. At last, the C-network topology under study
is non-static. The communication links among agents could
be actively reconstructed by the system operator or disabled
due to unplanned C-network failure. The availability of each
agent is also varying, i.e., agents could cease communication
as requested or due to element failure [19].

B. Graph Theory and Disjoint-set Data Structure

A network is modeled by a graph G = (V,€), with V = {v;}
being the set of nodes (agents) and £ = (v;,v;) being the
set of edges (links). A subgraph S of graph G is a graph
whose node sets V(S) and edge sets £(S) are all subsets of
G. In this work, the reconfigurable C- and P-networks could be
divided into several connected subgraphs (57, So, . .., .Sy,) that
are respectively isolated. The agents are defined as connected
if they are subset of the same V(.5;).

Adjacent matrix has been frequently used to describe the
topology of a network, where each off-diagonal index indicates
the connectivity between two nodes. In this work, the network
topology in CPS is described using Network Matrix, N = A+S
where A = {a;;} is the adjacency matrix and S = diag(s;) is
the operation status matrix. Each DG agent and SSW agent
represents a node in the network matrix. The network matrices
for both C-network and P-network are modeled respectively:

o To describe a C-network as N¢, a;; = 1 if agent 4 and j
have peer-to-peer communication links, otherwise a;; = 0.
For both SSW agent and DG agent, s; = 1 if agent ¢
is cyber available, otherwise s; = 0. In this work, it is
defined that s; = 0 for an open SSW.
o To describe a P-network as Np, a;; = 1 if agent ¢ and j
belong to the same min-MG, otherwise a;; = 0. If agent
1 1s a SSW agent, then s; = 1 if it is closed and s; = 0 if
open. For DG, s; =1 if it is on-line and s; = 0 if off-line.
As reviewed, the C-network under study are bidirectional,
while the P-network are also bidirectional by nature. Thus, the
adjacent matrix A of C/P-networks have mutual interactions
between nodes, as N(i,7) = N(j,1).
The developed network matrix contains sufficient informa-
tion regarding the network topology in terms of connected

subgraphs. However, it takes o(n?) storage and searching com-
plexity for a network with n nodes (agents). In this work, such
information is tracked using a disjoint-set data structure which
reduces the required storage space and searching complexity
to o(n) [21]. For a given network with n agents, each agent
is assigned with an ID for presentation purpose and stored
in an ID array, id()1xn, Where id(4) represents the assigned
ID number for agent 7. Without specification, it is assumed
that id(z) = i by default. A parent array, par()ix, and its
corresponding root array, root()1x, are constructed:

o The parent array is developed from the network matrix
to capture the connectivity of each node (agent) with
reduced complexity. The ith index of parent array, par (%)
represents the ID of agent ¢’s parent agent. Agent ¢ and
its parent agent, j = par(i) has direct connectivity in the
network, as n;; = nj; = 1 which can be directly observed
from the network matrix.

o The root array is developed from the parent array to
identify the isolated subgraphs each agent belongs to. The
ith index of root array, root (%) represents the ID of agent
i’s root agent, and agents belong to the same connected
subgraph if and only if they have the same root agent.
Agent ¢ and its root agent, k = root(4) is not necessarily
directly connected in the network, as n;; = ng; # 1 and
cannot be directly observed from the network matrix.

Thus, whether two agents are connected in a certain network
can be identified by comparing their root agent. The developed
root array describes connectivity between two agents with
reduced data storage and search complexity. The root array
is constructed from the parent array as it can not be directly
observed from the network matrix. Agent ¢ and j are connected
in N if root(i) = root(j). Specific rules that construct the
parent array and root array from network matrix are discussed
in the following sections.

III. EVALUATION FRAMEWORK OF A CPS WITH
RECONFIGURABLE C/P-NETWORKS

In this section, the operation feasibility criterion of CPS
under distributed control is developed. Restoration schemes
that search for all the possible C/P-networks reconfiguration
options that meet the developed criterion are proposed. It
is assumed that the system operator has the knowledge of
the operating C/P-networks topology and the ability to re-
quest/implement network reconfiguration. The stability crite-
rion of inverter-interfaced DGs operation under the requested
physical network should be assessed by the system oper-
ator before finalizing the network variation using existing
techniques [22]. DG power availability and other system
reconfiguration constraints (e.g., renewable/load forecasting,
system unbalance mitigation, etc.) are parts of the optimization
problem for the system operator to finalize the system optimal
operation topology and out-of-the-scope of this work.

A. Feasibility criterion of CPS with static C/P-Networks

When no reconfiguration is requested, the CPS operates with
static C/P-networks and the system is considered as feasible
if it operates properly. Following theorem regarding system
operation feasibility is drawn:
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Theorem 1 Proper operation of CPS with reconfigurable
C/P-networks requires all the DG agents that are physically
connected to also be cyber connected, and vice versa.

Detailed proof regarding Theorem 1 can be found in
Appendix A. Referring to the developed disjoint-set data
structure, it is concluded from Theorem 1 that CPS operation
feasibility requires the root agent of each DG agent to be
identical in both C- and P-networks.

In this work, each DG agent and SSW agent is assigned
with an ID. Detailed rules that construct the root array that
is DG agents exclusive are developed and can be found in
Appendix A as Algorithm 1. A sample 7-agent network with
5 DG agents and 2 SSW agents is shown in Fig. 2. For the
given network topology, three subgraphs (s;, sz and s3) are
formed. Agent 1, 2, 3, 4 and 7 are DG agents while agent 5
and 6 are SSW agents, thus the DG agent exclusive ID array
is ¢d=[1 2 3 4 7]. The constructed parent array is par=[2 7 3
4 7] and its corresponding root array is root=[7 7 3 4 7]. It
is observed from the constructed root array that:

1) Three different root agents (7, 3 and 4) are presented,
indicating there being three connected subgraphs that are
respectively isolated in the network;

2) root(1) = root(2) = root(5) = 7, indicating agent 7 is
the root agent of agent 1, 2 and 7 (zd(1) =1, id(2) = 2
and ¢d(5) = 7) and thus they are connected in the same
subgraphs and isolated from the rest agents.

Thus, the network topology in terms of connected subgraphs
for DG agents is reduced from a 7-by-7 matrix to a 5-
index array. The connectivity among DG agents can be easily
checked by comparing their root agent. Once the DG root
arrays for C-network, rootC() and P-network, rootP() are
constructed, Theorem 1 can be applied to check the feasibility
of a CPS with certain C/P-networks: CPS operation feasibility
requires the root arrays for both C- and P-network to be

For the target P- network
matrix and operating C-
network matrix (N¢, N’p),
construct root arrays
(rootC, rootP’)

rootC=rootP *?

Disconnect all the
paths that connect
agent id(i) and agent
id(j) inN'c

00tP’(i)#rootP’(j) &
rootC(i)=rootC(j)?

00tP’(i)=rootP’(j) &
rootC(i)#rootC(j)?

v
For target SSW s with L
(oG - 1t Come e
L Ne-(i,k)=1 g c
— — _t — — — — — — — — —

Constructing desired target
C-network for P2C variation
complete

Fig. 4: CPS operation scheme implementing P2C variation

identical, i.e., rootC = rootP. A flow chart of the developed
feasibility criterion is presented in Fig.3.

B. CPS Restoration Scheme Using P2C Variation

The P-network of a CPS could be actively reconfigured as
per the system operator’s request. The system P-network topol-
ogy is determined by the on-off status of SSWs and requires
dedicated control efforts to achieve seamless transit. When
the system operates under static C/P-networks (operating C/P-
networks) and a target P-network topology is requested that
requires network reconfiguration, following operation condi-
tions should be met before the target SSW changes status:

1) The system operation feasibility criterion should be met
once the CPS operates under the target P-network after re-
configuration, i.e., the operating C-network should guar-
antee feasible CPS operation with the target P-network.

2) To guarantee seamless P-network variation, the operation
states at the target SSW should be accessible to DGs
for regulation during reconfiguration, i.e., the target SSW
should not be isolated from DGs in C-network (which is
not required in the feasibility criterion).

In case the conditions are not fully met, the CPS can not
be properly operated under the target P-network with the
operating C-network. To fulfill the requested P-network recon-
figuration without violating system operation constraints, the
operating C-network could be reconfigured accordingly and
such C-network variation is called P2C variation.

The P2C variation is developed to implement a C-network
reconfiguration before realizing the requested P-network re-
configuration. The desired C-network should meet 1) fea-
sibility criterion with the operating P-network, 2) sufficient
connectivity between the target SSW and DGs and 3) feasi-
bility criterion with the target P-network. An operation scheme
to implement P2C variation is proposed and presented in
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Fig. 5: CPS operation scheme implementing C2P variation

Fig. 4. Detailed rules that construct the desired C-network
can be found in Appendix B as Algorithm 2. In practice,
a successful P-network reconfiguration is determined by the
system operator with considerations of many factors. If the
operating C-network can not support the requested P-network
reconfiguration, the P2C variation could be used to enable
more system operation options. By implementing appropriate
C-network, CPS operation feasibility criterion is met and the
requested P-network variation could be seamlessly executed.

C. CPS Restoration Using C2P Variation

Similar to P-network, the C-network of a CPS under study
is also reconfigurable. When the C-network varies as per the
system operator’s request, it is assumed that the target C-
network has already been well designed to meet the feasi-
bility criterion with the operating P-network. As reviewed,
C-network reconfiguration is more flexible compared to the
P-network one, and does not require additional control efforts
for seamless network transit.

However, if the C-network variation is unplanned, e.g.,
communication links permanently lost due to element failure
during extreme weather, DGs that are physically connected
could be isolated in the C-network and the feasibility crite-
rion is not met. To avoid system cascading failure, besides
implementing C-network repair, the P-network could also be
actively reconfigured to restore the system back to proper
operation. Such P-network variation is called C2P variation.

The C2P variation is developed to implement a P-network
reconfiguration after an unplanned C-network variation that
leads to improper CPS operation. To implement a successful
C2P variation, the following operation conditions should be
met in terms of target SSWs being selected to change status:

1) SSWs that are selected as target SSW must be both

cyber and physically connected to the same group of DG
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Fig. 6: Proposed control diagram of inverter-interfaced DGs in CPS with
reconfigurable C/P-networks

agents. SSWs that are cyber isolated from DGs and are
not considered as controllable.

2) The system operation feasibility criterion should be met
once the CPS operates under the target P-network after
reconfiguration. Compared to P2C variation, the operating
C-network is not reconfigurable in this case.

An operation scheme to implement C2P variation is pro-
posed and presented in Fig. 5. Detailed rules that construct
the desired P-network reconfiguration in terms of target SSWs
selection can be found in Appendix B as Algorithm 3. In prac-
tice, the availability of communication devices can be tracked
using heartbeat packets [23] and the system operator should be
constantly monitoring the system operation feasibility. Once
an unplanned C-network variation is detected that leads to
improper CPS operation, the C2P variation could be used for
system restoration. By implementing appropriate P-network
reconfiguration seamlessly, CPS operation feasibility can be
restored with the damaged C-network.

At last, it is noteworthy that compared to individual DG
plug-and-play control, the proposed operation schemes utilize
reconfigurable C/P-networks in resilient distribution system
operation, which require coordinated control among DGs and
SSWs and improve CPS operation flexibility.

IV. DISTRIBUTED CONTROLLER DESIGN FOR DYNAMIC
MGS WITH RECONFIGURABLE C/P-NETWORKS

Besides constructing C/P-networks that meet the CPS oper-
ation feasibility criterion, proper controller designs for the con-
trollable components in the CPS are also critical to maintaining
system proper operation with reconfigurable C/P-networks.
The control diagram of inverter-interfaced DG under study
is shown in Fig. 6. The proposed CPS feasibility criterion and
restoration schemes are implemented by the system operator,
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while detailed distributed controllers for SSW agents and DG
agents are proposed to fulfill the requested network reconfig-
uration. Specifically, for inverter-interfaced DGs, hierarchical
control structure for voltage-source-inverter in the inductive
system is adopted, where system frequency/active power reg-
ulation is decoupled from voltage/reactive power regulation
[24]. Grid-forming DGs with sufficient power capacity are
under study, while grid following renewable resources with
intermittent power outputs (e.g., photovoltaic) are treated as
part of uncontrollable load variation.

A. Frequency/Active Power Regulation

The system frequency/active power regulation controllers
for DG agent ¢ are proposed:

Ws =w” —miPi+AQDG,i (la)

Afpa,i =~k Aw; - kpAP]; - Assw,i (1b)
where w; and w* are DG operating and rated frequency; m;
is P-f droop gain; P; is DG active power output; Af2pg ;
is the secondary control variable; k_ represent control gains;
Aw; = w; —w* represents DG operating frequency regula-
tion; AP;; = Y a;;(P/ — Pj) represents proportional active
power sharing among DG agent ¢’s cyber connected DG
agents, where P/ is the per-unit active power of DG agent 7;
Af2ssw,i = ¥ a;j Af2ssw,; represents accumulated regulation
efforts from DG agent ¢’s cyber connected SSW agents, where
Af2gsw 5 is control variable from SSW agent j.

When the system converges, terms on the right side of (1b)
equal to zero, respectively. The first term ensures the system
operates under rated frequency, as w; = w; = w”. The second
term achieves proportional active power sharing among DGs
that are cyber connected, as AP;; = ¥ a;;(P/ - P]) = 0. For
any DG 1, it is guaranteed by the proposed feasibility criterion
that there exists at least one DG j that satisfies a;; = 1 and thus
P/ = Pj. The last term is determined by the SSW controller
with respect to the system operator’s request.

When the CPS operates under static C/P-networks and the
SSW agent receives no network reconfiguration request, the
developed control variable from SSW agent j to agent ¢ is:
P (S0Pl S apAQsswa) - e @)
Nssw,;
where Nggyw; is the total number of agents that are cyber con-
nected to SSW agent j; ITp is defined as IIp = kp P/ if agent ¢
is DG agent and I7p = 0 if agent ¢ is SSW agent. Equation (2)
represents proportional active power sharing among DGs that
are both physical and cyber connected through closed SSWs.

When SSW agent j is requested to re-open/re-close, it
ceases data exchange with neighboring SSW agents and inputs
local measurements accordingly to connected DG agents:

Assw,; =

AQsswj = kapAPsgy,; to DG, if re-open
Af2ssw,; = kasAbssw,;  to DG, if re-close 3)
AQSSW,j =0 to SSW

where AP{ sw;,; 18 the per-unit through active power at SSW
agent j when it is closed and fssw,; is the voltage phase
mismatch at SSW agent j; when it is open. Equation (3)
achieves system seamless P-network reconfiguration: As the
controller converges, on the target SSW, the through active

power is minimized before it re-opens; and the voltage phases
on both sides are synchronized before it re-closes.
B. Voltage/Reactive Power Regulation

The system voltage/reactive power regulation controllers for
DG agent ¢ are proposed:

E;=E" -n;Q; + AEpg (4a)

AEpg,i = —vikp AE; - kqAQj; - AEssw,;  (4b)
Vi =Ei—kvfaij(w—vj)dt (40)

Yi = —k,y f aij('yi - ’yj)dt (4d)

where F; and E* are DG operating and rated voltage; n;
is Q-V droop gain; @; is DG reactive power output; -y; is
the designed control variable that enables/disables DG voltage
regulation and 7;(0) = 1; AEp¢g,; is the secondary control
variable; AFE; = V; — E* represents average DG voltage
regulation, where V; is the observed average DG voltage;
AQj; = Y aij(Q; - Q) represents DG proportional reactive
power sharing regulation, where ) is the per-unit reactive
power of DG agent i; AEggyw,; is from SSW agent j.
When the system converges, terms on the right side of
(4b) equal to zero, respectively. The first term ensures the
average DG voltage is regulated as rated when v; = 1 and
Vi =V; = E*, while DG agent ¢ ceases its voltage regulation
when ~; = 0. The second term achieves proportional reactive
power sharing among DGs that are directly cyber connected
as AQj; = Y aij(Q; - Q}) = 0 and thus Q] = Q) similar
to the active power case. The last term represents regulation
as requested by the system operator. Equation (4c) is formed
using a standard dynamic consensus algorithm and represents
a distributed average DG voltage observer. It is proved in [12]

that as the system converges, V; = V; = — >° E;. Equation (4d)
is formed using a standard average consensus algorithm and

acts as a distributed signal indicator. It is proved in [11] that
as the system converges, v; = ;.

When no network reconfiguration is requested, the devel-
oped control variable from SSW agent j to agent 7 is:

k ’
AEssw,; = < (> a;iQi+> ajrAEsswy) -1 (5a)

Nssw,;
1
Vi=——> a;iVi (5b)
Nssw,;
v = —ky f azi(7; —vi)dt (50)

where @ is the per-unit reactive power outputs from DG agent
i and AEggw,; is the control variable from SSW agent k;
IIg = kqQ) if agent i is DG agent and IIp = 0 if agent
1 is SSW agent. For DGs that are both physical and cyber
connected through closed SSWs, proportional DG reactive
power sharing regulation is enabled in (5a) and average DG
voltage regulation in (5b). Equation (5¢) represents DG voltage
regulation enable/disable control and it is observed that SSW
agents with no reconfiguration request do not determine the
voltage regulation status of their cyber connected DGs.
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When SSW agent j is requested to re-open/re-close, it
ceases data exchange with neighboring SSW agents and inputs
local measurements to connected DG agents:

AEssw,j = kagAQsgw,; to DG, if re-open

AESSW,j = kAVAVSSW,j to DG, if re-close (6)

AESSW,j =0 to SSW
where AQ%SWJ is the per-unit through reactive power at
SSW agent j when it is closed; AVssw,; = Vssw,; — E7
where Vsgwy,; is the voltage magnitude at SSW agent j when
it is open. As (6) converges on the target SSW, the through
reactive power is minimized before it re-opens and the voltage
magnitudes on both sides are regulated as rated before re-close.

At last, the enable/disable status of average DG voltage
regulation is determined by system control objectives. It has
been pointed out in [24] that simultaneous regulations on
multiple DG operation voltage and DG proportional reactive
power sharing can not always be achieved, and thus when
voltage regulation with higher priority is requested (e.g., SSW
voltage synchronization in P2C variation) or identical voltage
regulation can not be guaranteed (e.g., SSW operation in C2P
variation), average DG voltage regulation on corresponding
DG agent ¢ should be disabled. Such distributed indicator is
realized using pinning-based consensus [25]:

v; =1 to DG, if re-open in P2C
v; =0 to DG, if in C2P or re-close in P2C 7
v;=0 to SSW

It is observed from (7) that the target SSW agent j acts as
a pinning input and by setting v; = 0, average DG voltage
regulations are disabled on connected DG agents, as y; =7y, =
0 when controller converges. Once the network variation is
done and no upcoming reconfiguration is requested, average
DG voltage regulation could be brought back by re-setting
v; = 1 on each DG agent 1.

C. Convergence and Stability Analysis

Following lemmas are used for subsequent stability analysis:

Lemma 1 [26]: If M is positive-definite and N is a positive-
definite scalar, then MIN = NM is positive-definite and
M + N is positive-definite.

Lemma 2 [27]: Characteristics polynominal in the following
forms: det(s?T+sA1+Az) = 0 has all its roots satisfy Re(s) <
0 if both A; and A, are positive-definite.

Lemma 3 [6]: M = diag(M,) is positive-definite scalar and
L is a Laplacian Matrix of a connected graph. L +7[1],M is
positive-definite when 7 is a positive constant.

It is assumed that the inverters are stable under primary
control and the CPS operation feasibility criterion is met. The
dynamics of inverter inner current/voltage loop are assumed
to be fast enough and can be ignored. For inverters that are
physically connected, system operating status are modeled [6]:

. E'E*
51' = —miiéi + AQDG (8&)
X;
1 E” ,
w, E;=-FE; - n’? cosd' E; + AEpc (8b)

where the delay in adjusting D(Z} output frequency is ignored,
while the delay in adjusting DG output voltage magnitude

7

is modeled as a first-order low-pass filter [27]. X; is the
equivalentlreactance between the ith inverter and PCC. Denote

M; =

denote M = diag(M;), N = 1dz'ag(NZ-), m = diag(m;) and
n = diag(n;). Denote [1]p,n as a M-by-N all ones matrix.
System small signal stability with the proposed fre-
quency/active power regulations is first derived. The linearized
system modeling are presented in matrix form as:
Xs=WsX; )
where X5 = (0, AQpg) is system states and Wy is the
corresponding system matrix.
When no reconfiguration is requested, the system matrix
-mM I
kypmM - E,HM —ksI
H' =L'+Lj. Matrix L’ is the Laplacian matrix that describes
direct communication links among DGs from (1b). Two DGs
are not necessarily cyber connected and L’ could contain all
zero rows/columns i.e., L' (k, k) = 0 where the kth DG has no
direct communication with the other DGs. Matrix L describes
indirect communication between DGs through SSWs from (2).
Each DG is guaranteed to be cyber connected to at least one
DG or SSW to maintain a connected cyber network, i.e., it
is guaranteed that Lj(k,k) > 1. Matrix H' is a positive-
definite matrix. The characteristic polynominal of Wy is
simplified using Schur complement: det(sI-Wy) = det(sI +
ksI)det[s’T + s(mM) + k,H'M] = 0. It is observed that
det(sI+kI) = 0 satisfied Re(s) < 0 for all its roots. Referring
to Lemma 1, when M; ~ M, matrix H'M is positive-definite.
Then referring to Lemma 2, it is concluded that all the roots of
det[s*T+s(mM)+k, H'M] = 0 satisfy Re(s) < 0. Thus under
this scenario, the system is exponentially stable if M; ~ M.

When the target SSW is requested to open, the sys-
-mM I )

and N; = ——cosd’ as constants. At last,

is derived as: W4 = , where

tem matrix becomes: Wy = kymM - k,HoM  —k/I
- hptlo —hf

kap
where Ho = H' + ——D¢. Assume there are ny and ng

DGs on each side of the target SSW. Referring to C2P
variation, it is guaranteed H' = diag(Hy,, , ,Hy, ng)-
Matrix D¢, describes the target SSW through power from
(3). Referring to the autonomous system power balance
between generation and consumption, it is derived that
|APssw =2 Xien, Pi = PLI=I2 Y jeny, Pj — Po| where Py is
the system total power consumption. It is derived that Dg =
2diag([1]ng Ny > [1]Ng,Ng )- Referring to Lemma 3, Ho is
positive-definite. Similar to the previous case, the system is
exponentially stable if M; ~ M.

When the target SSW is requested to close, the system

-mM I

kme - kacM —kfI
k
Hc=H+ %D&M’l. Matrix D¢, describes target SSW
phase mismatclfl from (3). Referring to Millman’s theorem
[28], voltage phasor measured by SSW could be expressed
in a complex form: |Vesw|(1 + jlssw) = Y ¢ Ei(1+36;)
fp and (X,)™' = 2(X;)™'. It is derived that
i &

.

Vx|

matrix becomes: Wg = where

where ¢; =

D¢ = [1]nnD with D = diag( ). When M, ~ Mj,
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Fig. 8: Physical structure of a 12-bus CPS with 7 agents

M1 is a diagonal positive-definite scalar. Referring to Lemma
3, Hc is positive-definite. Similar to the previous case, the
system is exponentially stable if M; ~ M.

System small signal stability with the proposed volt-
age/reactive power regulations is then derived. The linearized
system modeling are presented in matrix form as:

Xp=WpXp (10)
where X5 = (E, AEpg) is system states, Wg is the corre-
sponding system matrix.

When no reconfiguration is requested, the system matrix

-I-nN I
-kgT-kgK'N 0
1 ![1]nn describes the average DG voltage regulation from
(4) and K' = H' +1. Set kg = 0 and the characteristic
polynominal of W g is expressed as: det(sI-Wg) = det(sI+
I+nN)det[s*T + s(I+nN) + kgKN] = 0. Term det(sI +
I+nN) =0 satisfied Re(s) <0 for all its roots. Referring to
Lemma 1, matrix I+ nNN is positive-definite. When N; » N,
matrix K'IN is positive-definite. Then referring to Lemma 2,
it is concluded that when £z = 0 and N; ~ INV;, all the roots
of the characteristic polynominal satisfy Re(s) < 0. Since
eigenvalues are continuous function of matrix parameters, the
previous conclusion still holds if kg > 0 is sufficiently small
and the system is exponentially stable.

When the target SSW is requested to open, the system ma-

-I-nN I
-kgT-kgKoN 0

is derived as: Wg = , where T =

trix becomes: Wg = where Ko =

H + %J o- Similar to the frequency/active power regulation

case, matrix Jg describes target SSW through power from
(6) and is derived that J = 2diag([1]ng Np, [1]Ng,Ng)-
Referring to Lemma 3, J'O is positive-definite. Matrix Ko
and thus KoN is positive-definite referring to to Lemma 3.
Similar to the previous case, the system is exponentially stable
if kg > 0 is sufficiently small and IV; ~ IV;.

TABLE I: DG inverter control parameters

Parameters Values
P-f droop gain (m) 6.28x107°
-V droop gain (n) 10x107°
D 1 Q P g
roop contro Rated RMS voltage (E¥) 180 V
Rated frequency (w™) 377 rad/s
Voltage loop PI gains (kp v, kr.v) 0.14, 120
Inner loop Current loop PI gains (kp 1, k1,1) 2.5, 400
Inverter side inductor (L1) 750 uH
LCL filter Capacitor (C) 100 uF
Grid side inductor (L2) 500 uH
Virtual impedance Virtual inductor (Ry, Ly) 1 mH
Switching frequency (fsw ) 5000 Hz
Power circuit DC link voltage (Vpc) 1200 V
Rated power output (S7™) 300 kVA
TABLE II: Selected control gains
kr=0.1 | kp=0.015 | kap=0.002 | kap=0.025 | ky=0.5
kg=0.5 kg=0.05 kag=0.4 kay=0.5 k=50

When the target SSW is requested to close, the system

. . [ -I-nN I e
matrix becomes: Wg = “koKoN 0 ) where Kc = H' +
k
~av N1, Matrix Jg is a matrix that describes the voltage

kg

regulation mismatch at target SSW from (3). It is noteworthy
that in this case term kg'T is not effective as average DG
voltage regulation is disabled. As discussed, the voltage at
target SSW can be expressed using Millman’s theorem and
it is derived that J5 = [1]n,nC with C = diag(c;). When
N; ~ Nj, N7 is a diagonal positive-definite scalar. Referring
to Lemma 3, J¢ is positive-definite. Similar to the previous
case, the system is exponentially stable if NV; ~ ;. The value
of kg does not affect the system stability in this scenario.

V. CASE STUDY
A. HIL real-time CPS testbed setup

The proposed control strategy is implemented using a HIL
real-time CPS testbed, as shown in Fig 7. The testbed consists
of two major parts:

1) Each inverter-interfaced DG is modeled using inverter
switching model and simulated in an FPGA-based simu-
lator with 500 ns simulation time step. SSWs and other
non-switching components are simulated in a CPU-based
simulator, with 70 us simulation time step.

2) The inverter-interfaced DG primary control is imple-
mented on Texas Instruments (TI) F28377S microcon-
troller (MCU) unit and generates gate signals for the
simulated inverter switching model. Each MCU is asso-
ciated with one BeagleBone Black (BBB) board that acts
as the distributed secondary controller. The BBB boards
communicate through a practical cyber network.

The developed controller designs for inverter-interfaced DG
agents are implemented on the inverter hardware controllers,
while the ones designed for SSW agents are simulated in the
simulator. A Linux machine operates as the system operator
that initiates the C/P-network reconfiguration request among
the corresponding distributed controllers. The C-network im-
plementation and topology variation are achieved using an
open-source platform called RIAPS platform [29]. More in-
formation on the C/P-networks implementation and execution
in the adopted HIL testbed can be found in [30].
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The effectiveness of the proposed evaluation framework
along with the developed distributed controllers are validated
using a 12-bus CPS with 7 agents, as shown in Fig. 8. The
test system is divided into three min-MGs by 2 SSWs (agent
3 and 5) and contains 5 inverter-interfaced DGs (agent 1, 2, 4,
6 and 7) with identical power rating. Critical loads are defined
at bus 3, 5, 8, 10 and 12 (SL3 = QSLS = SLg = SLlO = 2SL12 =
80+ 540 kVA). In this work, P-f and Q-V droop is adopted in
the droop control. Virtual impedance loop is implemented on
each DG to ensure droop-based VCM-VSI operation stability
[31]. Detailed DG inverter control parameters are presented in
Table 1. At the initial stage, the system operates in the context
of dynamic MGs operation under islanded mode. The selected
control gains can be found in Table II.
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Fig. 12: Real-time phase A voltage across SSW agent 5 during P2C variation
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Fig. 13: Recorded DG power outputs during P2C variation

B. Network reconfiguration using P2C variation

In this case, the system P-network is requested to reconfig-
ure from Topology #1 to #2 at £ =¢; and then to #3 at ¢ = ¢3,
as shown in Fig. 9. To ensure system operational feasibility
during the P-network reconfiguration, the C-network would be
varied accordingly using the proposed C2P variation scheme.

Before the SSW agent 3 receives the reconfiguration re-
quest as the target SSW, it is calculated that the DG agent
root arrays for C-network under Topology C} is rootCy =
[4 4 4 7 7] while the one for P-network under Topology
Py is rootPy =[2 2 4 7 7] It is determined using the
proposed P2C variation scheme that the target P-network under
P> can not be properly operated with the operating C-network
under C', and the C-network should first be updated to Cs.
Once the C-network variation is done, the reconfiguration
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Fig. 15: Recorded DG operation frequency and voltage during C2P variation

request is sent to SSW agent 3 at ¢; and fulfilled at 5 as
the closed SSW re-opens. Similarly, applying the proposed
P2C variation scheme before the P-network varies from Ps
to P3, it is found that rootCe = [2 2 4 7 7] while
rootPy=[2 2 7 7 7]. Thus the C-network varies to C3
before the reconfiguration on SSW agent 5 is requested at ¢3
and fulfilled at t4.

The system operating frequency and voltage measured at
DG agent 2, 4 and 6 are presented in Fig. 10 representing
system operating states within each min-MG. It is observed
that the system operating frequency and voltage within each
min-MGs have been maintained closely around rated. The
frequency and voltage variations observed at ¢35 are expected,
as they are introduced due to the designed phase and voltage
magnitude regulation for SSW agent 5 seamless re-close. Real-
time three-phase current waveform across SSW agent 1 at ¢;
and to are presented in Fig. 11. It is observed that the non-
zero current/power flow at SSW agent 1 has been minimized
before it changes status and seamless SSW agent 1 re-open is
achieved. Real-time phase A voltage waveform across SSW
agent 2 at t3 and ¢4 are presented in Fig. 12. It is observed
that at SSW agent 2, the asynchronous voltage phasors are
re-synchronized before the SSW changes status and seamless
SSW agent 2 re-close is achieved.
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Fig. 16: Real-time three-phase current at SSW agent 5 during C2P variation

At last, the recorded DG power outputs during the P2C
variation are shown in Fig. 13. It is observed that proportional
active/reactive power sharing among physically connected
DGs are constantly guaranteed with respect to P-network
variation. Initially the system operates under Topology #1, DG
agent 1, 2 and 4 are connected while DG agent 6 and 7 are
connected. After SSW agent 3 opens at t; and the system
operates under Topology #2, DG agent 1 and 2 are connected,
DG agent 6 and 7 are connected, and DG agent 4 operates
stand-alone. After SSW agent 5 closes at ¢4 and the system
operates under Topology #3, DG agent 1 and 2 are connected,
while DG agent 4 is reconnected to DG agent 6 and 7.

C. Network reconfiguration using C2P variation

In this case, the system C-network varies due to element
failure, as shown in Fig. 14 and feasibility criterion can not
be met. The system P-network shall actively reconfigure using
the proposed C2P restoration scheme. Initially the system
operates with rootCy = [7 7 7 7 7] = rootPy. At
t1, the communication link between DG agent 1 and 6 is
disabled. The C-network varies from Cj to C5 and root
array becomes rootCs = [4 4 4 7 7]. It is determined
using the proposed C2P variation scheme that the operating
C-network under Cs can not be properly operated with the
operating P-network under P, and the P-network should be
actively reconfigured to P5. The reconfiguration request is sent
to SSW agent 5 at ¢, and fulfilled at t3 as the target SSW
opens. At t4, the communication link between DG agent 2
and 4 is disabled and the C-network varies from C5 to Cg.
It is determined that to restore the system back to feasible
operation, the P-network needs to reconfigure from P;5 to Fs.
The reconfiguration request is sent at ¢5 and fulfilled at tg.
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(a) Asynchronous voltage phasors at t5 (b) Synchronized voltage phasors at tg
Fig. 17: Real-time three-phase current at SSW agent 3 during C2P variation
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Fig. 18: Recorded DG power outputs during C2P variation

The system operating frequency and voltage measured at
DG agent 2, 4 and 6 are presented in Fig. 15. It is observed
that the system operating frequency and voltage within each
min-MGs have been maintained closely around rated, even
after the unplanned communication lost at ¢; and t4. Real-
time three-phase current waveform across SSW agent 5 at ¢,
and t3 and SSW agent 3 at t5 and tg are presented in Fig.
16 and Fig. 17, respectively. It is observed that the non-zero
current/power flow at the SSW agents have been minimized
before they change status and seamless SSW agents re-open
are achieved, respectively.

At last, the recorded DG power outputs during the C2P
variation are shown in Fig. 18. It is observed that proportional
active/reactive power sharing among physically connected
DGs are constantly guaranteed with respect to P-network
variation. Initially the system operates under Topology #4,
all the DG are connected and share power equally. After the
unplanned communication lost between DG agent 1 and 6
at t1, DG agent 1, 2 and 4 are cyber connected while DG
agent 6 and 7 are cyber connected, which leads to undesired
power sharing among DGs. After SSW agent 5 opens at t3 and
the system operates under Topology #5, proportional power
sharing among physically connected DGs are achieved where
two subgroups are formed: DG agent 1, 2 and 4 and DG agent
6 and 7. Similarly, undesired power sharing among DG agent
1, 2 and 4 is observed after the unplanned communication lost
between DG agent 2 and 4 at 4. After SSW agent 3 opens at
te and the system operates under Topology #6, proportional
power sharing among physically connected DGs are achieved
where three subgroups are formed: DG agent 1 and 2, DG
agent 4 (stand-alone) and DG agent 6 and 7.
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VI. CONCLUSION

In this paper, the CPS operation with reconfigurable C/P-
networks is discussed. The system is assumed to be con-
trolled under distributed consensus-based algorithms and its
P-network reconfiguration is implemented in the context of
dynamic MGs operation. A network matrix is defined to
describe the C/P-network topologies and a disjoint-set data
structure is defined to track the connectivity among agents. An
evaluation framework is proposed. An operational feasibility
criterion is derived for the system with static C/P-networks.
Two types of variation schemes (C2P and P2C) that ensure
system operational feasibility during both C- and P-network
reconfigurations are developed. Detailed distributed controller
designs are developed for SSW agents and DG agents, respec-
tively. The developed control algorithms are able to realize the
network seamless reconfiguration as per the system operator’s
requests and provide secondary regulation with respect to
system real-time topology. At last, the proposed evaluation
framework along with the developed distributed controller is
validated using a 12-bus CPS on a HIL real-time testbed.

APPENDIX A
PROOF OF THEOREM 1

As reviewed, following lemma regarding CPS operation
under consensus-based control is concluded:

Lemma 1 Proper operation of CPS with all the DG agents
being connected in P-network requires their C-network to also
remain connected, and vice versa.

As previously mentioned, Lemma 1 is only derived for
CPS with constant P-network where all the DG agents remain
physically connected. For CPS operation with reconfigurable
C/P-networks, once the reconfigurations are done and the CPS
operates with certain C/P-network topologies, the P-network
could be divided into isolated subgraphs. Each subgraph con-
tains connected DG agents. Apply Lemma 1 to each subgraph
in the P-network and the proof is completed. SSW agents are
not directly affecting CPS operational feasibility when no P-
network reconfiguration is requested, however, the status of
each SSW agent is still critical as they determine the physical
connectivity among DG agents.

APPENDIX B
PSEUDO CODE OF DEVELOPED ALGORITHMS

Construction rules to generate the DG agent exclusive root
array from a network matrix are presented as follows using
pseudo code:

Algorithm 1 Generate parent array for DG agents

par(l:n)=1:n,id(l:n)=1:n // Initialization
for each agent i in par() and i <j < n
while N(i,i) =1 N(i,j) =1 n N(j,j) = 1
if par(i) <j
k=1
while par(par(k)) + par(k)
k = par(k)
end while
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par(par(k)) = j
else
par(j) = par(i)
end while
end for
switch each agent ¢ in par() /Il Remove SSW agents
case agent 7 is DG agent N par(i) is SSW agent
set par(i) as the DG agent connected to agent i
with the largest ID number
case par(i) is SSW agent
remove par(i), remove id (%)
end switch
root=par
for each agent ¢ in root()
while root(root(i)) # root(i)
root(i) = root(root(i))
end while
end for
return root

The root array is constructed so that:

« It contains only DG agents while SSW agents are elimi-
nated without violating the DG agents connectivity;

o Agent with the largest ID number in a connected sub-
graph is assigned as the root agent.

Construction rules to generate the desired C-network for
P2C variation are presented as follows using pseudo code:

Algorithm 2 P2C variation for C-network reconfiguration

N} = N¢ // Initialization
while rootC' # rootP /I Check operational feasibility
find the largest i s.t. 7ootC (i) # rootP (1)
if id(i) # rootC (i)
find paths pathC[] s.r. agent id(i) and agent
rootC/(i) are connected in N(,
disconnect all the edges in pathC[], update N/,
end if
if id(i) # rootP (i)
direct connect agent id(7) and agent rootP in N/,
end if
generate rootC'() for N
end while
for agentt=1:n /[Enable SSW connectivity
if Np(i,s) =1 n agent i is not SSW agent
Ni(i,8) = NG(s,1) =1
end if
end for
return N/,

Different algorithms can be applied to find pathC[] (e.g.,
depth-first search, breadth-first search, etc.). By Algorithm
2, all the DGs agents that belong to the same min-MGs with
the target SSW will be cyber connected in N, such approach
will not, in turn, break the reliable operation criterion as the
operation status of SSW agent is defined to be consistent on
both C-network and P-network.

Construction rules to generate the desired P-network recon-
figuration in terms of target SSWs selection for C2P variation
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are presented as follows using pseudo code:

Algorithm 3 Selection of target SSWs for C2P variation

Np=Np, SSW =[]
for agent i =1:n as SSW agent
for agent j =1:n as DG agent
if N((4,7) =1 n root(i) = root(j) in Np
store 4 into SSW ()
end if
end for
end for
if SSW() is null
break /I No feasible restoration
else Generate all possible combinations of indices, 7 in
SSW () and stored in data[]
end if
for each 7 and its corresponding N
if rootP’ = rootC’
keep n in data[]
else
remove 7 in data[]
end if
end for
return datal]

// Initialization

The generated data[] contains all the possible combinations
of controllable SSWs that result in a proper P-network re-
configuration. After the target SSWs have been selected, the
system operator shall implement the one that requires the least
number of SSW operation for restoration.
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