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Project Overview

We will develop an onboard response engine to increase the
cyber resilience of space systems against cyber attacks.
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• The space community recognizes that prevention of all cyber-attacks is an impossibility.

• Cyber security measures need to be complemented with resilience technologies that overcome a
spectrum of cyber-physical threats and ensure the survival of mission critical assets.

• Improved cyber resilience requires detection of attacks, recognition of attack types, and rapid
identification of effective responses.

• Most of the current cyber resilience research focuses on detection, but only limited efforts aim to use
the detection information for improved response.
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Technical Approach
The Adaptive Intrusion Response for Space Systems (AIRSS)  platform will integrate sensor data to
classify cyber threats and recommend proactive countermeasures that defeat them to optimize mission
operation through an attack
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End-to-end Demonstration

• 8 space/cyber SMEs participated in two
brainstorming sessions to identify threats of
concern and mitigations
• 21 attacks

• 13 mitigations

• 6 measures of system performance

• Developed initial demonstration scenario in
NOS3
• 5 different attack variations on a command table

injection attack

• Augmented NOS3 to facilitate better
experimentation
• Added better data collection techniques

• Added functions/commands to start implementing
additional attacks and mitigations
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Threat Signature Generation Algorithms
Developed and tested three algorithm classes: GANs, VAEs, TICC

Created and implemented evaluation technique to quantifying quality of generated data

Created custom data visualization to aid in evaluation of generated data

Tested on NOS3 data and mapped out strengths & weaknesses of each algorithm (see backup slides)

Significant advances: extending existing algorithms to address temporal complexities in data and
adding generative components, and quantifying quality of generated data
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Optimal Threat Response Pairing

• Integrated Sandia's REsilience VeRification UNit (RevRun) with NOS3

• Extended RevRun to work with data from NOS3 by implementing additional preprocessing
and metric functions

• Tested on a single attack example from NOS3

Resilience scores under camera shutter attack

1(1( 0.487 ) ( 0.846) 40.601 -j
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No Mitigation Command Reboot
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Try Again Next Orbit
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