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ABSTRACT

We present our research findings on the novel NDN protocol. In this work, we defined key
attack scenarios for possible exploitation and detail software security testing procedures to
evaluate the security of the NDN software. This work was done in the context of distributed
energy resources (DER). The software security testing included an execution of unit tests and
static code analyses to better understand the software rigor and the security that has been
implemented. The results from the penetration testing are presented. Recommendations are
discussed to provide additional defense for secure end-to-end NDN communications.
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1. PROPAEDEUTIC

Named Data Networking (NDN) will be briefly described to orient the reader to the motivation, the
design of the protocol and the security of the concept, contrasting it with the existing Internet
communication structure. NDN’s relevance and uniqueness in certain communication domains are
examined to review the problems it attempts to solve, its inherent strengths, and the weaknesses yet
to be addressed.

NDN, designed specifically from the start as a secured data-centric network architecture, is part of
NSF’s Future Internet Architecture Program.

1.1. Motivation

Internet communication, as advanced as it may seem, is modeled on the original idea of telephony:
communicating from one known entity to another known entity. In response to the dramatic shift
from point-to-point communication to multicast and requests for particular data, techniques for
Information-Centric Networking (ICN), have in the past evolved for more efficient named content
distribution. For example, in 2001, the content-addressable web was discussed in [13]. More recently,
magnet links [14] are used for downloading files identified by a hash of their contents rather than by
their location.

In [15], CISCO describes its motivation for embracing Information-Centric Networking. CISCO
states, “All future networks will be inherently mobile ... and anchorless.”

Named Data Networking Next Phase (NDN-NP) Project May 2016 - April 2017 Annual Report [16]
argues, “an NDN packet can name anything — an endpoint, a data chunk in a movie or a book, a
service, or a command to turn on some lights.” Importantly, the report views NDN-based
applications enabling IoT and multimedia working without reliance on the cloud.

As described in [1], an essential problem with a point-to-point model is that the desired address must
be known, and the entity puts all its trust in this address. In contrast, the proposed NDN
communication system consists of requests for and deliveries of named data, resulting purportedly in
the efficient use of infrastructure, greater security and simpler applications. NDN is proposed as the
next evolution of networking, as opposed to a replacement.

1.2. Architecture

NDN attempts to evolve from the notion of a communication network, as the Internet was designed,
to a concept of a distribution network [10], and establishes an hourglass architecture differing from
that of the existing Internet (Figure 1-1).
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The components of the NDN architecture for routing data between data producers and data

consumers include packets and nodes described below.

1.2.1. Nodes

An NDN node through which data is routed consists of a Content Store (CS) which caches data, a
Pending Interest Table (PIT) for caching data requests, and a Forwarding Information Base (FIB) as

a type of routing table.

The functionality of nodes of the NDN architecture is detailed in Figure 1-2, from Error! Reference

source not found..
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Figure 1-2. Node Detail
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1.2.2. Packets

The NDN communication architecture consists of two main types of packets: interest packets
published by a requestor and data packets returned from a producer with a signature to verify the
authenticity and integrity of the message. The size of the NDN interest packets in some use cases are
generally larger than the TCP/IP or UDP/IP packets. Larger packets have less overhead in the header;
thus, they are preferable. In general, larger packets will result in higher throughput and less
computational overhead for the header information. As shown in Figure 1-3, also from Error!
Reference source not found., the Interest and Data Packets carry no host or interface IP addresses.

Interest = INTEREST-TYPE TLV-LENGTH
Name
[CanBePrefix]
[MustBeFresh]
[ForwardingHint]
[Nonce] Data = DATA-TYPE TLV-LENGTH
[InterestLifetime] Name
[HopLimit] [MetaInfo]
[ApplicationParameters [Content]

[InterestSignature]] DataSignature

Figure 1-3. Packet Types
1.3. Protocol

Data-centricity is the most fundamental divergence of NDN from the Internet protocol. The NDN
design principles also feature scalability and security.

1.3.1.  Design Principles

The following list from [12] illustrates the design principles of NDN:

1. Universality: NDN should be a common network protocol for all applications and network
environments.

2. Data-Centricity and Data Immutability: NDN should fetch uniquely named, immutable
“data packets” requested using “interest packets”.

3. Securing Data Directly: Security should be the property of data packets, staying the same
whether the packets are in motion or at rest.

4. Hierarchical Naming: Packets should carry hierarchical names to enable demultiplexing and
provide structured context.

5. In-Network Name Discovery: Interests should be able to use incomplete names to retrieve
data packets.

6. Hop-by-Hop Flow Balance: Over each link, one interest packet should bring back no more
than one data packet.

13



1.3.2.  Description

The NDN concept, like other ICNSs, is a protocol in which data is requested and delivered by name.
In NDN the network seeks data specified by Interest Packets, rather than seeking hosts specified by
addresses.

Forwarding of the Interest Packet in NDN is controlled by an NDN Forwarding Daemon (NFD)
located in every node. Each node participating in NDN interest forwarding determines:

e Is this data stored ‘here’?
e Is this a duplicate request?
e Which next hop forward?

The NFD forwarding strategy determines a request’s next hop, as well as when to drop a request by
reason of timeout or congestion. Data returned from a producer traverses the exact reverse node path
of the request forwarded from the consumer.

1.4. Strengths and Weaknesses

The strength of the NDN design, according to [1] is its efficiency in supporting host to host patterns
and user-specific data and service, serving not just bulk transmission. Importantly for digital
commerce, it is capable of counting advertising clicks and impressions. Where it was still lagging at
the time of the cited tutorial, was in efficiently routing names, scaling the data plane, and providing
provable security.

A focus on the efficiency benefit centers on the usage of requests for named data, without concern
for the location of the data store [1]. The tangential question arises with the aspect of uses such as
browsing, when no specific named data is being sought. In the cases where a uset’s interest is in a
data feed, the source is indeed more important than a known, named data. Unclear is whether copies
of the data feed distributed in network stores and frequently updated, are a more efficient use of the
balance of storage and bandwidth. Also, when researching a new topic, a user will clearly seek new,
unknown data. A search engine crawling the web won’t likely index what is on distributed routers.
Efficiency gains would appear to be uneven for common uses of communication networks. Indeed,
active research into NDN is found in specialized realms such as tactical and military networking (see
for example, the YouTube ‘Named Data Networking’ channel [8§]).

NSF-funded research in NDN applications continues to address the areas of synchronization, security
and live video streaming.

1.5. Testbed

There currently exists a globally shared resource [3] consisting of NDN gateways, routers and nodes,
significant in its value for providing some scale for research and testing. Policies dictate that the
participating organization allow the NDN testbed management institution administrative control of a
machine dedicated as the participating organization’s gateway, behind which may be any number of
locally controlled NDN nodes. Sandia National Laboratories’ (SNL) participation in the NDN testbed
may be beneficial for gaining insights into the general usage and structure of the NDN protocol. SNL
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may be able to leverage an existing university collaboration to find a partner already participating in
the NDN testbed. See [3] for a list of participating organizations.

1.6. Security

Ongoing research in network security and privacy describes and proposes those mitigations that

apply to the risks inherent in NDN [4]. In particular, the following security risks and mitigations are
described:

e Denial of Service
o Software Defined Networking for Per-flow Rate Limiting
o Bloom filter for self-routing interests
o Suspicious name prefixes aggregation/suppression in PIT
o Proof of work puzzle solving
e Content Poisoning
o Attack origin identification and cache prevention
o Content digest comparison between interest and data packet
e Cache Pollution
o Collaborative caching
e Secure Naming
O Metadata
e Secure Routing and forwarding
o Self-routing, validation, name resolvers, sighatures
o Namespace mapping, buffering and reassembly, augmenting NDN forwarding plane
with NACK
e Application Security
o Filtering, Anomaly Detection, attention to Cyber Physical architecture, application layer,
trust and integrity

Similarly, the following privacy risks and mitigations are described below [4]:

e Timing attack on cache hit/miss time
o Collaborative caching plus network coding
e Monitoring attack (traffic analysis and profiling censorship)
o Efficient Secure Tunneling, Name Randomization
e Anonymity
o Steganography, Encryption, Coding
e Protocol attack (discover cached content): NDN may have vulnerabilities
o Object discovery attack using NDN prefix matching and exclusion feature
o Prefix-based matching and scoping attacks
e Name and Signature
o Name Obfuscation
o Overlay Network

15



The NDN project overview [9] describes its design choice of securing content rather than container,
as decoupling trust in the data from trust in the hosts. The overview lists trust models, network
security, and content protection and privacy as technical challenges.

In [2] a security overview of NDN concludes that by naming and securing data directly, named data
carrying its own certificates can be fetched from anywhere securely. Through careful naming
conventions, the trust policies and access control can be systematically defined; security is not left to
application developers. Noting the importance of privacy, [2] also reports the positive impact that the
data requestor’s information is not disclosed by the interest packet, and that a remaining privacy
challenge is that the data producer’s identity may be disclosed by the packet name and signature.
Finally, [2] notes that NDN may increase the attack surface of routers, which store content and interest
packet details while conducting NDN communications. However, the NDN Tech Report
NDN-0065" describes the Content Store and Pending Interest Tables as effective measures in
mitigating common sources of flooding attacks.

! https://named-data.net/publications/techreports/ndn-0065-1-pap/
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2. OPERANT NETWORKS INNOVATION

NDN researchers, since 2010, have collaborated on an open-source code base for experimentation
and development. Operant has innovated the existing technology toward industry requirements and
commercialization, developing a specialized code base toward these ends.

21. Application to DER

Regarding a smart grid operating distributed energy resources, Operant seeks to demonstrate an
information-centric smart grid architecture using named data networking to create scalability, security,
and trust in the power grid.

According to [4], the smart grid is “a 21°¢ century critical infrastructure with 20™ century security.”
Operant is studying the implementation of NDN for the smart grid as an exemplar of the solutions
that are possible for a system presenting complexity, a broad scope of evolving communicating
entities, diverse requirements for communication reliability, bandwidth, and latency, plus requirements
for scalable networking and security.

2.2, Using NDN Simulator

Satyajayant Misra’s work [7] includes a co-simulation experiment of NDN and the power system
depicted in Figure 2-1, examining a wide area monitoring protection and control use case with two-
way dataflow between the physical and cyber systems. The cyber system is represented with the
network simulator NS-3 [5], and implements communications with both IP and NDN modules. The
NDN structure is achieved using ndnSIM [6], an NS-3 based NDN simulator.

The experiment showed zero percent packet loss with NDN, as well as better latency values for NDN

as congestion increased, as compared to UDP and TCP.

|r_ Physical System | Cyber System i
Simulation ns-3 Simulation

E Power System
Simulation

NETWORKING

, UDPI/IP TCP/IP, NDN Cyber Network Simulation
using NS-3 and ndnSIM

M
c
.8
® NDN Modules Grid Modules
o
£ -
£ Content Store PIT Wide-Area
Power System £ Module Module Controller Module
Network Models [ - ” “ d
e =
K B0 Forward FIB -
Pre-Specified 2 Strategy Module Module Super PDC Module
Event Model e - o L
© >
e R IP Modules
) E o ~ s
PMU Data Stream o RIB FIB
Interface Module Module [ Module J SR —
S ) u \ ! \ / \ J/
Monitoring Data Flow Control Signal Data Flow

Figure 2-1. Co-Simulation Architecture
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3. PRELIMINARY CYBERSECURITY OBSERVATIONS

From the initial context of the propaedeutic, the cybersecurity review begins with several observations
regarding the Named Data Network concept.

The NDN project® overview lists trust models, network security, content protection and privacy as
technical challenges. However, we did not find any status update that explicitly addresses these
challenges. Itis also noted that security at the packet level® is contingent on packets carrying signatures
and names of the key locators. However, upon investigation of how this is implemented or who
implements it, we had the following response from Satyajayant Misra:

"In the NDNfit example provided in [17], a data generator/consumer controls the entire system of
policies, certificates and trust anchors that she relies on for confidentiality, authenticity and integrity.
This is of course, not the only scenario required for networked data, as in many cases a data consumer
will not be the same entity as the data generator."

This response does appear to be ambiguous regarding handling of scenarios where the consumer is
not the only data generator.

The observation that NDN imposes the requirement of securing on a per-data basis as opposed to
per-address appears to theoretically suggest larger demand on certificate management. When we asked
about this possibility, Satyajayant Misra disagreed with that viewpoint. In particular, his response was
that:

"In fact, the authors of [17] argue the opposite. That is, securing communication channels between
every two communicating parties in a TCP/IP network “will dramatically increase the communication
overheads."

In the security notes, it is implied that NDN may increase the attack surface of routers because they
store content and interest packet details. If routers are storing pending interest requests, then they may
indeed be prone to NDN interest request flood attacks. Satyajayant Misra suggested in [4] that flood
attacks on routers are indeed of concern and the course to mitigation is currently in active
development. Such mitigation plans may include filtering, rate-limitation, and proof of work. It is
not clear to us how router's forwarding tables will be secured as well. On this concern, Satyajayant
Misra did agree with the following note:

"Available research described in [4] reports that secure routing and forwarding are of concern and
mitigations ate in active development, such as self-routing and namespace mapping."

There is also concerns about privacy in the NDN communication. According to the security notes,
data producer's identity may be disclosed by packet name and signature. We recommend a review of
the construction for packet names and signatures. Satyajayant Misra, in response, noted that available
research described in his work reports that the privacy of a data producet's identity is also of concern.
Mitigation plans are in active development and may include features such as name obfuscation and
overlay networks.

2 https://named-data.net/project
3 https://named-data.net/wp-content/uploads/2019/02/SecurityOverview.pdf
* https://named-data.net/wp-content/uploads/2019/02/SecutrityOverview.pdf

18


https://named-data.net/project/
https://named-data.net/wp-content/uploads/2019/02/SecurityOverview.pdf
https://named-data.net/wp-content/uploads/2019/02/SecurityOverview.pdf

4, SECURITY EVALUATION

The purpose of this section is to provide guidance in conducting a secure code review and penetration
testing for the NDN application. Secure code reviews are just one of a handful of activities that should
be integrated into any software development life cycle in order to improve the security of the product.
An authorized adversary-based assessment using the attack scenarios defined will be conducted to
strengthen defenses through awareness of the system’s potential vulnerabilities.

4.1. Test Objectives

The testing objectives are to determine how robust the software implementation of the NDN
protocol is and to make suggestions for potential improvements based on the evaluation.

4.2, Scope of Testing

The security evaluation will focus on the NDN protocol and its software implementation, which
includes NDN and NFD layers.

4.3. Testing Strategy

The security evaluation plan is to

e Describe the approach used to perform the high-level analysis of the NDN protocol and
software. This will involve defining key attack scenarios to identify the security threats for
possible exploitation. The scenarios are informed by experience from other network protocols
and our research findings around NDN.

e Perform software testing to evaluate the source codes and check for security loopholes and
vulnerabilities. This will involve static analysis or white box method to search for
inconsistencies and errors in the source code. We will also apply black box method to evaluate
potential issues with running the software.

e Provide guidance for a checklist of issues to review when identifying possible security defects.

4.4. Toolsets

The list of potential toolsets that will be used are enumerated in section 7.1.
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5. ATTACK SCENARIOS

Cybersecurity for DERs is an essential component to assuring the safety, reliability and resilience of
the smart grid. As development investments and technologies are made to advance security capabilities
for the future energy sector, it is important that their security capabilities are assessed. NDN is viewed
as a next generation technology. Thus, understanding the effectiveness of the security going from
design principles to implementation is paramount. This section explores the possible loopholes in the
protocol specifications and the assumptions that were made for possible exploitation. We use the
observations gleaned from the cybersecurity review to design test scenarios to explore the
effectiveness of the NDN security. Also, NDN should address the following security requirements to
protect, preserve, and promote trust in identity and data transactions.
»  Availability to ensure that access to data is provided when needed.

»  Confidentiality to protect information from unauthorized or unintended disclosure.

= Integrity to provide mechanisms to detect unauthorized (intentional or unintentional) data
modifications, dropped or repeated messages.

»  Authentication to provide assurance that the protected data came from an authenticated entity.

= _Authorization to establish the access requirements, namely which users, systems or
applications may read, write, create, delete, etc. specific types of information.

*  Non-repudiation to provide the assurance of the origins of data in authenticated transactions.

The use of simulated and real-world assets with induced attack methods will be test platforms for
developing and securing NDN. The attack scenarios that will be described will be modeled after the
threat methodology described in Error! Reference source not found. below.

Adversary identifies
target system

Reconnaissance Crafting Delivery Trigger Execute
Gather Tools installed
- : Download
information on by others who
. attack tool .
targeted site opt-in
Adversary Adversary Accomplice Adversary

Install tool on
single or
multiple system

v

Adversary

5-1: Generic Adversary Workflow

> Image from Wikimedia Commons
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5.1. Distributed Denial of Service Attack

Distributed Denial of Service (DDoS) attacks are common attacks used to disrupt services: devices,
applications, websites, etc. to make them unavailable to authorized users. Protecting against DoS or
DDoS attacks in Operational Technology (OT) environments is critical to maintain high availability
and low latency communications. DoS and DDoS attacks exist in all communication networks,
including NDN. Within NDN, the adversary could launch an interest flooding attack by generating a
large volume of interest packets intentionally requesting data that does not exist. The growing number
of interest packets will cause the Pending Interest Tables of the routers to fill and consequently,
congest the network. However, the NDN Tech Report NDN-0065° states that NDN employs
effective mitigation to interest packet flooding. To wvalidate this mitigation, the attack can be
coordinated by several systems on the network to launch a DDoS attack at the same time and explore
the availability of the NDN routers and network under a DDoS attack. A successful attack depends
on the number of adversaries participating in the DDoS and the volume of traffic overcoming the
threshold of interest packets that the routers can handle.

Step Description

1 Generate a large volume of interest packets with
different data names across multiple systems.

2 Coordinate between all systems to transmit the
interest packets at the same time to fill the Pending
Interest Tables in the routers.

Table 5-1: Interest Packet Flooding

5.2. Content Poisoning Attack

The adversary could respond to interest packets and provide false interest messages to the requester
or consumer. Alternatively, the adversary could compromise a router and respond to interest packets
with false data. The forged content is modified with valid content names to avoid detection. This is a
data poisoning attack within NDN. Poisoning attacks are of two types, either with or without valid
signing information [19]. Those without valid signatures are more common but will be detected by
signature verification and therefore should fail as corrupted. This attack scenario explores the integrity
of data from either a malicious provider or a collaboration of bad producers and consumers or a
compromised router. If a router is compromised and the adversary attempts to modify the data, then
checking the signature will expose the attacker. However, if a malicious provider is in place, then the
attack is more challenging to detect since the producer will have legitimate credentials to correctly sign
the false data. This attack is equivalent to a false-data injection attack within traditional computer
networks but modified to include components of NDN. The goal of the adversary may be to disperse
fake information thus forcing consumers to keep requesting for valid data. This may also result in a
DoS scenario.

Step Description

¢ https:/ /named-data.net/publications/techreports/ndn-0065-1-pap/
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1 Adversary introduces their own producer system
into the network.

2 Adversary responds to interest packets with false
data to poison the data.

Table 5-2: Data Poisoning Attack using a malicious provider

Step Description

1 Adversary compromises a router in the network.

2 Adversary intercepts and responds to interest
packets with false data that is not signed to poison
the data.

Table 5-3: Data Poisoning Attack using a compromised router

5.3. Cache Pollution

The goal of a cache pollution attack is to increase network traffic by forcing unpopular content to be
cached more prevalently than popular content, requiring more request forwarding than necessary [19].
This attack is drawn from proxy cache pollution attacks in traditional networks but tailored to the
NDN infrastructure. This attack scenario will test whether any security mitigations are in place and if
network performance is degraded.

Step Description

1 Generate a large volume of unpopular interest
packets with different data names across multiple
systems to ensure frequent caching.

Table 5-4: Cache Pollution

5.4. Name Hijacking

Authentication of data in NDN does not rely on the data hosts. Instead, this functionality is attached
directly to the naming scheme of the data [21], and applications are responsible for naming their data
[20]. In order to uniquely name data, cryptographic hashes can be applied [4]. This attack scenario
will verify whether name hijacking is prevented. The name hijacking attack specific to NDN is
equivalent to DNS hijacking attacks in traditional networks. In addition to checking authentication,
data integrity is also explored.
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Step Description

1 Adversary captures content names.
2 Explore the feasibility of manipulating naming
schemas.

Table 5-5: Naming Hijacking

5.5. Route Hijacking

A route hijacking attack is proposed to test NDN’s secure routing. The Named Data Networking
FAQ [20] claims that because all NDN packets are signed, updates to NDN routing which are
exchanged by NDN packets are automatically secure. This attack scenario will verify whether the
trust policies and anchors are in place for signing and verifying the routing updates. This attack is like
false route advertisements in traditional networks.

Step Description
1 Adversary compromises a router in the network.
2 Adversary advertises bogus routes.

Table 5-6: Route Hijacking

5.6. Application Hijacking

Not only do applications name their own data, but they may also optionally encrypt their data and
distribute the applicable keys [22]. This attack will verify whether an application with encrypted data
securely distributes the applicable keys. This attack will analyze the key exchange algorithms and
protocols which is critical in any key management system.

Step Description
1 Adversary captures encrypted data.
2 Explore the designed key distribution schema for
possible loopholes.
Table 5-7: Application Hijacking
5.7. Man-in-the-middle Attack

The adversary could perform a Man-in-the-Middle (MITM) attack by directly connecting, inline, to a
communication channel. MITM is a network attack in which data transmissions are maliciously
dropped, delayed or altered while in transit from producer to consumer or vice versa. The adversary
can exfiltrate unencrypted data and eavesdrop on the communication channel. The adversary can also
modify data in the communication stream. However, if the adversary modifies data, they can be
detected since the signature will not be valid when checked against the modified data. This attack can
be applied to any network but will focus on validating the signature validation of data that is built into
NDN. To accomplish this attack, the adversary would require physical access to a communication link
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so that they can intercept and forward packets between a victim and the network. This scenario
explores the confidentiality and integrity of data transfers.

Step Description

1 Adversary can directly connect, inline, to a
communication link.

2 Adversary will intercept data and forward/drop or
modify packets as desired.

Table 5-8: MITM Data Exfiltration of Unencrypted Data

5.8. Replay Attack

Packet replay is a network attack in which data is captured and then maliciously replayed or repeated
later. To begin the attack, network communication will be compromised, and data will be captured.
The communications can be compromised by an inline adversary, a compromised router, or a
compromised consumer. This attack is applicable to traditional networks and NDN specific
components will be analyzed. The messages intercepted by the adversary are saved so that they can
be replayed later. The adversary can effectively inject previous requests as desired. The goal of the
adversary is to cause the victim to believe the replayed packets are new and legitimate packets. Replay
attacks can be used to trick the victim into performing actions based on a sequence of packets.

Step Description

1 Adversary compromises a communication link and
captures communications.

2 Adversary organizes the packets so that a set of
actions will be performed to replay traffic as
inclined.

Table 5-9: Replay Attack

5.9. Anonymity and Censorship Attack

The adversary can eavesdrop and intercept messages to reveal information about the consumers and
contents requested (interest packets). This attack depends on the MITM attack previously described
but can be orchestrated by the administrator of the network. This attack can be applied to traditional
networks but will focus on NDN components. The adversary can match the interest packets to the
data packets which will then be dropped or redirected to censor requests. The goal of the adversary
in this scenario may be to maintain stealth so that the victim is unaware of the ongoing attack.

Step Description
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1 Adversary compromises a communication link and
captures requested packet data.

2 Adversary uses the information to drop or censor
requested data packets.

Table 5-10: Anonymity and Censorship Attack

5.10. Privacy Attack of Interest Packets

The adversary could monitor interest packets or interest tables to learn about sensitive information
being queried or cached. The adversary can also determine if content has been cached by timing the
amount of time it takes for data to be returned to the adversary. Additionally, since the routers cache
interests in NDN, the adversary can learn what others are querying. Depending on the timing of the
packets returned, the adversary can determine if data has been cached. The adversary can learn about
timings by sending the same interest packets multiple times and comparing the first interest packet to
the next interest packet. If the second interest packet is returned faster, then that can inform the
adversary that the router is caching. If the router is caching requests, then the adversary can send
additional interest packets on different topics to learn if other consumers have requested that same
data. Additionally, an adversary can discover the structure of the data by sending interest packets
starting from root (‘/’) and then probing again for new data based on what is received from the root
request. The process can be repeated until the entire structure of the data is received. This attack is
like web crawling, directory traversal, or SNMP walking in traditional networks.

Step Description

1 Adversary compromises a communication link and
captures communications.

2 Adversary observes interest packets and monitors
for sensitive queries.

Table 5-11: Privacy Attack of Interest Packets

Step Description

1 Adversary inserts their own malicious router or
compromises a router.

2 Adversary observes cached interest table and
monitors for sensitive queries.

Table 5-12: Privacy Attack of Interest Tables

| Step | Description
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1 Adversary measures baseline of round-trip time for
cached interests and interests that are not cached.

2 Adversary measures future interest requests to
determine if the timing is consistent with cached
data or data that has not been cached to infer what
other users are querying.

Table 5-13: Cache Timing Attack

Step Description

1 Adversary first sends an interest packet with a
request of “/” to obtain the root of the data.

2 The adversary will receive data back that has been

cached under the root namespace.

3 The adversary repeats step 2 using the namespace
data that was received most recently. This process is
repeated until the entire namespace is received.

Table 5-14: Object Discovery Attack

5.11. Reflection Attack

The adversary could coerce other secondary victims or reflectors to attack a victim host by generating
a large volume of interest packets with the victim’s IP address. The fake packets with the victim’s IP
address are sent to the secondary victims to force the victim host to respond to the forged packets.
This attack scenario will verify the resiliency of NDN since data can only flow back through the path
established by the preceding interest path.

Step Description

1 Adversary compromises a communication link of an
NDN router and generates a large amount of
interest packets

2 Adversary sends forged packets to the reflectors to
attempt to overwhelm the victim host with
responses

Table 5-21: Reflection Attack

5.12. Caveats

Implementation of the attack scenarios described herein will depend upon the architecture and
implementation of the NDN DER test network provided. In emulating the DER protocols or
devices, there may necessarily be many levels of abstraction pertaining to the device and protocol
models themselves, the communication backbone, or any given hardware in the loop for example.

The given attack scenarios will be further developed as necessary under discussion with the test
network providers.
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6. WHITE BOX SECURITY TESTING AND UNIT TESTING

Static application security testing scans on Operant’s ndn-ind and nfd-ind code repositories
were performed, and the highest severity vulnerabilities enumerated and examined. Additionally,
verification of the unit tests in both repositories was performed against the code in the master branch
as of June 3, 2020.

6.1. SAST Test Cases

The SAST tests described in the table below, reviews the source codes in the ndn-ind and nfd-
ind repositories to detect and report high risk security vulnerabilities.

Category Checklist Tools
CxSAST,
NDN-ind Static Code Analysis | Insecure code CppCheck
CxSAST,
NFD-ind Static Code Analysis | Insecure code CppCheck

Table 6-1: SAST Test Cases

6.1.1.  Static Application Security Testing (SAST) Phase |

To uncover security vulnerabilities in the NDN codebase, the security team performed white box
analysis, by running static application security testing (SAST) tools to find language specific
vulnerabilities. For both the ndn—-1ind project (primarily using the C programming language) and the
nfd-ind project (primarily using the C++ programming language) we compiled the code, and
performed SAST scans of the master branches of the two repositories (as of June 4, 2020) using
Checkmarx CxSAST v. 8.8.0 and Cppcheck v. 1.88. We used Code Dx v. 5.0.3 Enterprise to correlate
and de-duplicate findings. The team then reviewed each vulnerability by examining the code in a white
box manner to determine exploitability. Due to time constraints, we limited our analysis to findings
classified as "high" severity by each of these tools, which resulted in 20 findings.

The table below shows profiles for the ndn—-ind and nfd-ind projects and the number of SAST
scan findings.

ndn-ind | nfd-ind
Lines of Code 400,198 47,568
Source Files 583 332
Cyclomatic Complexity 2.21 2.39
Finding Density 1.79/KLOC | 2.08/KLOC
High-Severity Findings 19 1
Medium-Severity Findings | 382 54
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Low-Severity Findings

327

42

Table 6-2: SAST Profiling |

Given the method in which these tests are performed, it is difficult to determine whether these findings
identified by the SAST tools lead to actual exploitable attacks given the budget. Without proper
dynamic testing and a proof-of-concept attack, the security team was unable make definitive claims
about the exploitability of these vulnerabilities. As a result, we performed our analysis of these findings
based solely on reviewing the source code and severity levels assigned by the SAST tools.

Most of these findings are related to third party libraries. Gtest and sglite comprised many of
the vulnerabilities discovered by SAST tools; we recommend updating these libraries to the most
recent version to minimize available attack surface. While gtest is ostensibly only used for unit
testing, sqlite presents a specific set of vulnerabilities that may be present in these libraries’

production environment.

6.1.2. SAST Findings

Repo Finding Location Tool Tool Confirmed? Evaluated Notes
Type Rating Rating
ndn-ind CWE-119 ndn- CxSAST High Yes Low, testing Finding occurs in third-party code
ind/contrib/gtest- library
1.7.0/fused- ) Use of an unsafe function strncpy
;rc/gtest/gtesth:ZS() This function is dangerous because it can cause buffer overflows
https://devblogs.microsoft.com/oldnewthing/20050107-00/2p=36773
Recommend updating, latest version on google doesn't use this function
ndn-ind CWE-119 ndn- CxSAST High N/A N/A but Finding occurs in third-party code
ind/conttib/openssl recommend
/internal/md32_co upgrading Unclear what version is used here, but would recommend updating this
mmon.h:339 - library as it is regularly updated to patch CVE findings.
ndn-ind CWE-119 ndn- Cppcheck High N/A N/A but Finding occurs in third-party code
ind/contrib/sqlite3/ recommend
sqlite3.c:44867 upgrading CVEs exist https://www.cvedetails.com/vulnerability-list/vendor id-
9237/Sqlite.html
ndn-ind CWE-119 ndn- Cppcheck High No FP While this line of code doesn't make functional sense to me, in C++ it
ind/src/interest- is allowable to check s[0] of an empty string s
filter.cpp:118
https://stackoverflow.com/questions /26310772 /why-an-empty-string-
can-output-index-0-element-in-c
ndn-ind CWE-562 ndn- Cppcheck High N/A N/A but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/conttib/sqlite3/ recommend
sqlite3.c:18726 upgrading CVEs exist https://www.cvedetails.com/vulnerability-list/vendor_id-
9237 /Sqlite.html
ndn-ind CWE-562 ndn- Cppcheck High N/A N/A but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/contrib/sqlite3/ recommend
sqlite3.c:18768 upgrading CVE:s exist https://www.cvedetails.com/vulnerability-list/vendor _id-
i 9237/Sdlite.html
ndn-ind CWE-562 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/contrib/sqlite3/ recommend
sqlite3.c:122619 upgrading CVEs exist https://www.cvedetails.com/vulnerability-list/vendor_id-
: 9237/Sqllite. html
ndn-ind CWE-562 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/contrib/sqlite3/ recommend
sqlite3.c:125531 upgrading CVE:s exist https://www.cvedetails.com/vulnerability-list/vendor _id-
i 9237/Sdlite.html
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Repo Finding Location Tool Tool Confirmed? Evaluated Notes
Type Rating Rating
ndn-ind CWE-399 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/contrib/sqlite3/ recommend
sqlite3.c:104996 upgrading CVE:s exist https://www.cvedetails.com/vulnerability-list/vendor _id-
9237/Sdlite.html
ndn-ind CWE-399 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/conttib/sqlite3/ recommend
sqlite3.c:127347 upgrading CVE:s exist https://www.cvedetails.com/vulnerability-list/vendor_id-
9237/Sglite.html
ndn-ind CWE-399 ndn- Cppcheck High False Positive N/A, but Finding occurs in third-party code that is used for unit testing only
ind/contrib/gtest- recommend
1.7.0/fused- upgrading Thc issue is a FP because it occurs in a context for which it is a non-
src/gtest/ gtest- Issue
all.cc:7485
ndn-ind CWE-758 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/contrib/sqlite3/ recommend ) . o .
sqlite3.c:107274 upgrading CVEs exist https://www.cvedetails.com/vulnerability-list/vendor _id-
9237/Sqlite.html
ndn-ind CWE-758 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/contrib/sqlite3/ recommend
sqlite3.c:107275 upgrading CVEs exist https://www.cvedetails.com/vulnerability-list/vendor id-
9237/Sqlite.html
ndn-ind CWE-401 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/contrib/sqlite3/ recommend ) . o .
sqlite3.c:20798 upgrading CVE:s exist https://www.cvedetails.com/vulnerability-list/vendor_id-
9237/Sdlite.html
ndn-ind CWE-401 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/conttib/sqlite3/ recommend
sqlite3.c:20863 upgrading CVEs exist https://www.cvedetails.com/vulnerability-list/vendor id-
9237/Sqlite.html
ndn-ind CWE-77 ndn- CxSAST High Possible True High Possible user input sent to system call. While the line in question
ind/src/security/tp Positive attempts to provide safety check by hard coding double quotes, it
m/tpm-back-end- should be investigated whether the keyStorePath_ variable can be set by
file.cpp:75 the user to include terminating quotes and malicious command
injection payloads.
ndn-ind CWE-562 ndn- Cppcheck High False Positive | N/A Finding identifies possible problem returning an invalid list, but code
ind/src/util/boost- clearly checks size of list before returning.
info-parser.hpp:104
ndn-ind Null ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
Pointer ind/contrib/sqlite3/ recommend
sqlite3.c:89174 upgrading CVE:s exist https://www.cvedetails.com/vulnerability-list/vendor _id-
9237/Sdlite.html
ndn-ind CWE-189 ndn- Cppcheck High N/A N/A, but Finding occurs in third-party code: sqlite3 version 3.19.3
ind/conttib/sqlite3/ recommend
sqlite3.c:24499 upgrading CVEs exist https://www.cvedetails.com /vulnerability-list/vendor_id-
9237/Sglite.html
nfd-ind CWE-189 nfd-ind/tools/ndn- CxSAST High No Need more A memory address is indexed using a sizeof(var), which appears to be
autoconfig/dns- information of a dynamic nature. Mote information about how the memory is
srv.cpp:97 organized at this part of the code is needed to make any sort of
definitive statement. Will require dynamic testing review to determine
applicability of the vulnerability.

6.1.3.

SAST Finding Discussion

Table 6-3: SAST Finding Detail

Upon re-scanning the code after security patching, only three possible findings remained that
required manual verification:

29



https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html
https://www.cvedetails.com/vulnerability-list/vendor_id-9237/Sqlite.html

Repo Finding Location Tool Tool Confirmed? Evaluated Notes
Type Rating Rating
ndn-ind CWE-119 ndn- CxSAST High Yes Low, testing Finding occurs in third-party code
ind/contrib/gtest- library
1.7.0/fused- Use of an unsafe function strncpy
s s st.h:2 . Lo .
;rc/gtest/gtcst h:286 This function is dangerous because it can cause buffer overflows
https://devblogs.microsoft.com/oldnewthing/20050107-00/2p=36773
Recommend updating, latest version on google doesn't have use
function
ndn-ind CWE-77 ndn- CxSAST High Possible True Low Possible user input sent to system call. While the line in question
ind/src/security/tp Positive attempts to provide safety check by hard coding double quotes, it
m/tpm-back-end- should be investigated whether the keyStorePath_ variable can be set by
file.cpp:75 the user to include terminating quotes and malicious command
injection payloads.
nfd-ind CWE-189 nfd-ind/tools/ndn- CxSAST High No N/A A memory address is indexed using a sizeof(var), which appears to be
autoconfig/dns- of a dynamic nature. More information about how the memory is
stv.cpp:97 organized at this part of the code is needed to make any sort of
definitive statement. Will require dynamic testing review to determine
applicability of the vulnerability.

The first finding in the ndn-ind library is specific to googletest v1.7.0, a third-party unit test library.
As it is unlikely that a unit test would pose a risk to NDN functionality, we do not recommend any
action on Operant’s part to address this, although an update to the latest stable release (1.10) may
prevent future SAST findings related to strcopy.

The second finding in the ndn-ind library involves a possible command injection vulnerability related
to a keyStorePath variable used in a system() call in tpm-back-end-file.cpp. On further analysis, the
only input that is modifiable here to create the system() callis getenv(“HOME”). This is a standard
library call that pulls the current HOME directory for the given user. To exploit this, it must be
possible for a user to modify the HOME directory; if a user has access to the HOME directory and
can rewrite it, they already have access to the host, which means that this particular exploit would be
irrelevant to an attacker.

The lone finding in the nfd-ind library involves a possible memory address issue in the dns-srv.cpp
file. Deeper analysis shows that the sizeof() call that triggers the finding is related to a struct with fixed
size (rechdr). As such, an overflow issue is not possible because the size of the object evaluated by the
sizeof() method can never exceed the size of the struct. We recommend no changes to the nfd-ind
library at this time.

6.1.4. Static Application Security Testing (SAST) using Code Dx

Static application security testing scans on Operant’s ndn-ind and nfd-ind code repositories
were performed using Code Dx, and the highest severity vulnerabilities enumerated and examined.
Additionally, verification of the unit tests in the ndn-ind repository was performed against the
code in the master branch as of January 2021.

The table below shows the overall project profiles for the ndn—-ind and nfd-ind projects and the
number of SAST scan findings.

ndn-ind

nfd-ind

Lines of Code

177,669

131,224
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Source Files 608 737
Cyclomatic Complexity 1.91 1.98
Finding Density 0.48/KLOC | 1.37/KLOC
High-Severity Findings 1 88
Medium-Severity Findings | 15 26
Low-Severity Findings 09 33
Info-Severity Findings 0 33

Table 6-4: SAST Profiling using Code Dx

For the ndn-ind repo, files in the following sub-directories were ignored and does not include any
severity issues from these excluded directories.

e ndn-ind-master/contrib/gtest-1.7.0
e ndn-ind-master/tests

e ndn-ind-master/examples

For the nfd-ind repo, files in the following sub-directories were ignored and does not include any
severity issues from these excluded directories.

e nfd-ind-patched/tests
e nfd-ind-patched/.waf-tools
e nfd-ind-patched/docs

Below are counts from Code Dx scans on the latest code in the repos/branches below that excludes
the directories listed above.

Repo a ndn-ind | nfd-ind
High 0 6
) Medium 9 26
Severity S 51 29
Info 0 2

Table 6-5: Counts from Code Dx

6.1.5. SAST Findings using Code Dx

Code Dx Enterprise v. 5.2.10 was used, and the high-severity findings below come from these
specific tools bundled with Code Dx:
e Cppcheck v. 1.88
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e ESLintv. 7.4.0
e Dylintv. 2.4.4

Following are the high-severity findings, not including any issues from the excluded directories. All
the findings are false positives and appear in test code in a third-party dependency.

Repo Finding Location Tool Tool Confirmed? Evaluated Notes
Type Rating Rating

nfd- Unknown websocketpp/test/utility/shal.cpp:37 Cppcheck High No N/A False positive
ind macro finding. Issue
is in test case
codeina
third-party
dependency.

nfd- Use of websocketpp/examples/telemetry_server/index.html:57 ESLint High No N/A False positive
ind unsafe finding. Issue
function is in example
codeina
third-party
dependency.

nfd- CWE-79 websocketpp/examples/telemetry_server/index.html:24 ESLint High No N/A False positive
ind finding. Issue
is in example
codeina
third-party
dependency.

nfd- CWE-79 websocketpp/examples/telemetry_server/index.html:41 ESLint High No N/A False positive
ind finding. Issue
is in example
codeina
third-party
dependency.

nfd- CWE-79 websocketpp/examples/telemetry_server/index.html:36 ESLint High No N/A False positive
ind finding. Issue
is in example
codeina
third-party
dependency.

nfd- Unknown websocketpp/test/utility/utilities.cpp:36 Cppcheck High No N/A False positive
ind macro finding. Issue
is in test case
codeina
third-party
dependency.

6.2. Unit Tests

The unit tests in the ndn—1nd repository were executed to verify the workings of the codes and to
understand the level of rigor taken into consideration during code writing.

6.2.1. ndn-ind

The ndn-1ind library unit tests were performed on the master branch using both Ubuntu v18.04
and macOS Mojave v10.14.6, and revealed the following:

# TOTAL: 30
# PASS: 28
# SKIP: ©
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# XFAIL: ©
# FAIL: 2
# XPASS: ©
# ERROR: ©

The failed tests were test-face-methods and test-registration-callbacks.
These failures resulted from socket connection failures and “No default identity” exceptions thrown
from the TestFaceRegisterMethod’ s test fixture, and a “No default identity” exception
thrown from the TestRegistrationCallback test fixture.

These tests were rerun on January 19,2021 and the same 28 unit tests passed out of a total of 30.
The two failing tests are the same ones that failed as described above:

bin/unit-tests/test-face-methods
bin/unit-tests/test-registration-callbacks

In addition to the README-dev.md file and the information in the updated repository, these were
the additional steps taken to get the codes to compile.

1. Install additional library
apt install libsystemd-dev

2. Provide additional parameters when building nfd-ind with unit test support (to get further
before getting the compile errors above):
./waf configure --with-tests --boost-includes=/usr/local/include --
boost-libs=/usr/local/lib
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7. PENETRATION TESTING

The black box penetration testing will focus on security and implementation problems specific to
NDN that will bypass or break security such as described in the attack scenarios.

7.1 Test Cases

Category

Checklist

Potential Tools

Involves both active and passive information gathering about the target

Nmap, OpenVAS, Wireshark,

Reconnaissance system Nessus, Metasploit

. Involves obstruction to communication and rendering the system unavailable
Interruptlon to legitimate users Hping, Metasploit
Interception Involves altering communication between two or more users or entities Ettercap, Metasploit
Packet Replay Involves maliciously replaying or repeating data transmissions Tepdump, Tepreplay

Using Components with
Known Vulnerabilities

Involves exploiting vulnerable code & components to undermine defenses

OWASP Top 10 Risks (https://owasp.org/www-project-top-ten/)

CxSAST, CppCheck

Content Poisoning

Involves remote providers disseminating bad data

Ettercap, Routersploit,

Injection

Involves sending malicious data to disclose or corrupt data

OWASP Top 10 Risks (https://owasp.org/www-project-top-ten/)

Scanning & Fuzzing tools

Sensitive Data Exposure

The act of compromising and exfiltrating unencrypted sensitive data

OWASP Top 10 Risks (https://owasp.org/www-project-top-ten/)

Wireshark, Ettercap, Metasploit.

Broken Access Control

Involves exploiting access not propetly enforced

OWASP Top 10 Risks (https://owasp.org/www-project-top-ten/)

Metasploit

Security Misconfiguration

Involves exploiting security controls that are not securely implemented

OWASP Top 10 Risks (https://owasp.org/www-project-top-ten/)

Nmap, Metasploit, OpenSCAP

Table 7-1: Penetration Test Cases
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7.2 Test Results

Vulnerability assessment and penetration testing are focused on finding and exploiting flaws to
determine the security of systems. The tests for the assessment are designed to:

1) Find vulnerabilities in the software and hardware

2) Perform network service tests to exploit information from the operating system and network
services

3) Manipulate available metadata from documents in the repositories
4) Find common types of attacks against the NDN network and nodes on the network

5) Determine if data is modified without adequate validation such that the modified data causes
the nodes to malfunction or allow access to unauthorized users

7.2.1 Reconnaissance

The penetration testing was conducted using a VPN connection into Operant’s NDN environment.
The testbed was created with four NDN nodes. A computer with Kali Linux software was added to
the network to evaluate the security of the systems and is shown in Figure 7-1 below.

Adversary: Kali Linux

AF-IDS-Sensor 1

Switch

AF-IDS-Sensor 2 AF-IDS-Sensor 3

Figure 7-1: NDN testbed for penetration testing
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A.1.1.1. Meta-Data Analysis

Exiftool 7 and the Linux strings commands are well-known tools for analyzing document metadata.
They were used as the meta-data extractor, revealing the information about the documentation in the
repositories. This information is shown below.

1 [ExifTool Version Number : 10.10

2 File Hame : test-driver

3 Directory : /home/ubuntu/ndn-ind

4 File Size : 4.5 kB

5 File Modification Date/Time : 2020:04:22 22:24:35-07:00
File Access Date/Time : 2020:11:15 13:58:05-08:00

7 File Inode Change Date/Time : 2020:04:22 22:24:35-07:00
File Permissions : IWEIWXI-X
File Type : sh script

10 File Type Extension : sh

11 MIME Type : text/x-sh

NFD Authors

NFD is an open source project started in late 2013, includes contributions
from many people around the world, and open for new contributions from new

T LA o LD Bk

volunteers.
& ## Project technical leads:
7  * Alexander Afanasyev <http://lasr.cs.ucla.edu/afanasvev/index. html>
8 * Junxiao Shi <http://www.cs. arizona.edu/people/shijunxiac/>
% ## Technical advisors:
10 * Beichuan Zhang <http://www.cs.arizona.edu/~bzhanag/>
1 * Lixia Ehang <http://wwwW.cs. ucla.edu/~lixia/>

## Main project authors and their affiliations:
* UnlveLSLty of California, Los Angeles

Alexander Afanasyev <http://lasr.cs.ucla.edu/afanasvev/index . html>

I
[ i L % B S

1 * Ilya Moiseenko <http:/filyamoiseenko. com/>

* Yingdi ¥u <http://irl.cs.ucla.edu/~vingdi/web/index. html>
17 * Wentao Shang <http:/firl.cs,ucla.edu/~wentao/>

1 * Lixia Zhang <http://www.cs.ucla.edu/~1lixia/>

Figure 7-2: Extracted metadata from the ndn-ind and nfd-ind repositories

Typically, software used to create documents embeds a significant amount of information in the
document files. The Exiftool could not determine the file type and did not yield much useful
information. The Strings metadata did not yield additional information that was not already contained
in the file. However, information in the AUTHORS.md file revealed names, email addresses and
URLs. This information can be used for social engineering by targeting valid users in those
organizations and attempting to trick them into revealing sensitive information.

A.1.1.2. Scanning Phase

Nmap was used again to scan ports, fingerprint the OS, and enumerate services on each endpoint to
help the pen-test team understand the target attack surface. These tests included running TCP
Connect, TCP SYN, TCP ACK, UDP, and NSE scripting scans. The results of the network
reconnaissance did not provide much useful information to the pen-test team and it was evident that
the Intrusion Detection (IDS)was performing its job since most scans indicated that all ports were
either filtered or open | filtered. To better understand the firewall rules and its state, the pen-test team
performed TCP ACK scans. Despite using evasion techniques like packet fragmenting to bypass the

" https:/ /exiftool.org/
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firewall and IDS measures, the scans returned the same results and were often inconclusive due to
long scan times and potential rate limiting.

For the sensors, The TCP SYN scans provided the most information out of all the scan types. The
results of these particular scans indicate that the endpoint sensors are running GNU Linux on an
x86_064 architecture with a fairly high likelihood of being an Open DD-WRT device, although that
firmware description ended up inaccurate. Nmap was able to identify port 22 was open and running
OpenSSH Server v7.4 on all endpoints. The results also depicted NDN and some unknown services
as closed on higher number ports. No major concerns were revealed by the NSE scripts apart from
some public SSH keys displayed. These were helpful for identifying potentially weak encryption
algorithms used for SSH.

After performing the active network scans, the pen-test team attempted to find known vulnerabilities
and existing exploits for newly acquired OS and setvice information. Searchsploit® and ExploitDB’
revealed possible username enumeration for the OpenSSH server. The auxiliary Metasploit module,
ssh_enumusers, was used to confirm that the current configuration was not susceptible to a username
enumeration attack using timed and malformed packets. Part of this verification used OSINT to gather
employee information from the Operant webpage to create a wordlist using the common
<firstname><lastname> format. The tests using control cases demonstrated that a pen-test team
could not identify valid usernames, thus making it much more difficult and time consuming to brute
force SSH credentials.

The data provided by Nmap on the four NDN nodes is summarized below.

operant-ndn-ids-router
e P Address: 192.168.168.1
e Operating System Fingerprint: Cisco IOS Router (R6503)

HOP RTT

Figure 7-3: TCP Stealth scan of all ports with service enumeration, OS fingerprinting, and NSE
scripts

8 https://www.exploit-db.com/searchsploit
? https:/ /www.exploit-db.com/
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operant-ndn-ids-server
e [P Address: 192.168.168.110

e Operating System Fingerprint: GNU Linux (Likely Ationtec MI424WR-GEN3I WAP, DD-
WRT v24-sp2, Linux 3.2, or 4.4)

e Architecture: Intel x86_064

o DPorts: All ports filtered. This indicates the likelihood of the presence of a firewall/IDS

WAP, DD-WRT n nux ' t Window
Windows r ] r 2 L yer 3l NAT d B

ny incorrect results at htt

Figure 7-5: TCP Stealth scan of all ports with service enumeration, OS fingerprinting, and NSE
scripts

Read data files from: /u

Figure 7-6: TCP ACK scans show all ports as unfiltered, hinting that the firewall/IDS is likely
stateless

operant-ndn-ids-sensorl
e IP Address: 192.168.168.17

e Operating System Fingerprint: GNU Linux (Likely OpenWrt White Russian 0.9, OpenWrt
Kamikaze)

e Architecture: Intel x86_064

e Open Potts: 22/TCP (OpenSSH Server v7.4)
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Figure 7-7: TCP Stealth scan of all ports with service enumeration, OS fingerprinting, and NSE
scripts

Figure 7-8: TCP ACK scans show all ports as unfiltered, hinting that the firewall/IDS is likely
stateless

operant-ndn-ids-sensor2
e IP Address: 192.168.168.133
e Operating System: GNU Linux (Likely OpenWrt White Russian 0.9, OpenWrt Kamikaze)

e Architecture: Intel x86_64
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e Open Ports: 22/TCP (OpenSSH Server v7.4)

M1@9NNS

Figure 7-9: Full TCP Stealth scan of all ports with service enumeration, OS fingerprinting, and NSE
scripts

operant-ndn-ids-sensor3

e IP Address: 192.168.168.121

e Operating System: GNU Linux (Likely OpenWrt White Russian 0.9, OpenWrt Kamikaze)
e Architecture: Intel x86_064

e Open Ports: 22/TCP (OpenSSH Server v7.4)
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Figure 7-10: Full TCP Stealth scan of all ports with service enumeration, OS fingerprinting, and
NSE scripts

The pen-test team also utilized OpenVAS to scan the targets for potential vulnerabilities. The results
of these scans revealed a few medium risk vulnerabilities. Recommended mitigations are also

provided.
Table 7-2: OpenVAS Vulnerabilities
Vulnerability | Severity Hosts Location Impact Mitigation
Telnet Unencrypted Medium An attacker can uncover login names and Replace Telnet with SSH for encrypted
Telnet Login (4.8) 192.168.168.1 23/tep passwords by sniffing plaintext telnet traffic. communications.
Cleartext Transmission An attacker can eavesdrop on plaintext
of Sensitive Information Medium communications to gain access to sensitive Enforce transmission of sensitive data via
via HT'TP 4.8) 192.168.168.110 9200/ tcp information via a MITM attack. encrypted SSL/TLS connection.
Remote Cisco router has default credentials
set - allowing an attacker to gather a lot of
Default Cisco Medium information about the network and possibly Change the default cisco:cisco
Credentials 4.4 192.168.168.1 23/tep shut it down. credentials.
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Vulnerability | Severity Hosts Location Impact Mitigation
192.168.168.110,
192.168.168.17, An attacker may recover sensitive plaintext
SSH Weak Encryption Medium 192.168.168.121, information due to weak encryption Disable weak encryption ciphers
Algorithm Supported 4.4 192.168.168.133 22/tep algorithms. including RC4 and CBC cipher variants.

A.1.1.3. NDN Architecture and Sniffing

Operant has implemented an industrialized version of NDN protocol for securing communication of
smart grid devices. To do this, they have introduced an overlay network using an IDS and a copy of
the architecture was received. The concern for us here is that some of the attack scenarios may not
hold with the architecture that has been implemented. To better understand the traffic in the NDN
network, Wireshark’? — a network sniffer — was used to capture data on the NDN nodes. The initial
packets captured October 2020 showed interest and data packets. Subsequent packets captured in
November 2020 no longer show these packets.

Analysis of the pcaps captured on October show

s interest and data packets as IPv6 UDP to port 56363 (default NFD port is 6363)
(Recommendation: It is a good practice to not use default ports as it scales down

opportunistic attacks)
: Packet name generic name values all include localnet <ids-prefix>

: Gateway is 192.168.168.168
: Noisy multicast listener reports, and more

: TLSv1.2 encrypted http-over-tls application data

: 192-network data and Sonicwall ARPs protocol are observed

NDN Architecture diagrams received in November show
Network taps for IDS sensor nodes attached to analysis nodes, all using Zeek!! which is
recommended
IDS sensor and analysis nodes are an overlay to the physical nodes which poses a
new/different attack surface
Server node traffic includes multicast listener reports, HT'TP GETs, Sonicwall ARPs,
TLS1.2 encrypted http-over-TLS-application data were seen
Ids-sensorl includes membership reports, Sonicwall ARPs, other noisy traffic was

observed

Ids-sensorla includes multicast listener, membership reports, Sonicwall ARPs, other
noisy traffic were observed

Sensor2 traffic includes complete TLS1.2 Handshake (Recommendation: Were TLS1.3
protocol used, TLS1.3 would pass most of this information encrypted)

Multicast Listener Report Messages are from the (previously-)UDP listeners?

TLS appears to be using chained, Red Hat certificates. It was not immediately clear if
there was an internal or external certificate authority which needs further verification

10 https:/ /www.witeshark.org/
" https://zeek.otg/
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7.2.2 Interruption

Traditional interruption attacks were performed by the pen-test team in the form of ICMP and SYN
flood DoS/DDoS attacks. The pen-test team used hping3 and the auxiliary synflood module from
Metasploit to perform the attacks. Both attacks generated fake data from randomized sources and
attempted to flood the targets with traffic to render the system unusable by legitimate users and
services. The endpoints were monitored using tcpdump and ping probes to determine status and
latency of the target. These tests revealed that none of the nodes were susceptible to these forms of
attack on a small scale (1-2 attack machines running 64-bit processors). There wasn’t a noticeable or
significant introduction of latency to the environment and the endpoints never completely crashed,
however; the pen-test team was unable to generate a larger scale attack because the VPN connection
kept terminating.

A DDoS attack was also performed within the environment by generating a large number of interest
packets for non-existent data. This attack was performed to attempt to flood the pending interest table
of the router with forwarding requests that would cause NDN communications to be overwhelmed
and deny legitimate requests. The pen-test team created a python script that would generate a large
number of interest packets requesting data for random UUID’s that do not exist. The program was
executed on sensors 1 and 3 while another node requested legitimate content for <ids-prefix> in use.
The outcome of this attack demonstrated that the legitimate content was served to the endpoint with
no impact from the bogus requests. It is believed that there are a couple of factors that led to this
result. There is the possibility that there was not a high enough volume of interest requests and not
enough nodes participating in the attack. Similarly, a short interest lifetime and request timeouts could
impact the outcome of the attack.

Destination Protocol  Length Info
1368 6.113709 2002:c0a8:aBaB:1::97 182::1234 UDP (M. 124 Interest /localnet/dF396482-2f6f-11eb-bbo6-4cd9sfcabeds
1369 6.115148 2802:00a8:a8a8:1::53 ffe2::1234 UDP (N 124 Interest /localnet/df3adedc-2f6f-11eb-bbo6-4cdesfcaseds I
1370 6.115268 2002:c0a8:a8a8:1::97 ff02::1234 UDP (M. 124 Interest /localnet/df3adedc-2f6f-11eb-bbo6-4cdesfcadeds
1371 6.116689 2062:c0as:aBaB:1::53 Ff02::1234 UDP (N 124 Interest /localnet/df3abf22-2f6f-11eb-bbo6-4cddsfeadeds
1372 6.116747 2002:c0a8:a8a8:1::97 ff02:: UDP (N.. 124 Interest /localnet/df3abf22-2f6f-11eb-bbo6-4cdeBfcadeds
1373 6.118252 2802:c0as:aBaB:1::53 ff UDP (M. 124 Interest /localnet/df3bGe7c-2f6f-11eb-bbo6-4cd9sfoadeds
1374 6.118378 2092:c0ag:agas:1::97 ff UDP (N.. 124 Interest /localnet/df3bGe7c-2f6f-11eb-bbe6-4cdesfcaneds
1375 6.119143 2002:c0as:aBaB:1::53 ff UDP (M. 124 Interest /localnet/df3c1a2@-2f6f-1leb-bbo6é-4cd9sfoadeds
1376 6.119285 2802:00a8:a8a8:1::97 UDP (N 124 Interest /localnet/df3c1a2e-2f6f-11eb-bbo6-4cdesfeaneds
1377 6.120002 2002:0a8:aBad:1::53 UDP (N. 124 Interest /localnet/df3d7866-2f6f-11eb-bbo6-4cd96fcadeds
1378 6.120056 2802:00a8:a8a8:1::97 Ff02::1234 UDP (N 124 Interest /localnet/df3d7866-2f6f-11eb-bbo6-4cd9sfeadeds
1379 6.120845 2002:c0a8:a8a8:1::53 £f02::1234 UDP (M. 124 Interest /localnet/df3cciSe-2f6f-11eb-bbo6-4cdesfcadeds
1380 6.120867 2002:00a8:aBaB:1::97 Ff02::1234 UDP (N 124 Interest /localnet/df3cciSe-2f6f-11eb-bba6-4cddsfeadeds
1381 6.121667 2992:c0a8:a8a8:1::53 fe2::1234 UDP (N.. 124 Interest /localnet/df3ee926-2f6f-11eb-bbo6-4cdesfcaneds
1382 6.121718 2002:c0as:aBaB:1::97 102::1234 UDP (M. 124 Interest /localnet/df3eed26-2f6f-1leb-bbo6-4cd9sfcadeds
1383 6.122515 Fl c0a8:agaB:1::53 ffe2::1234 UDP (N.. 124 Interest /localnet/df3fe7ea-2f6f-11eb-bbo6-scdeafcaneds
1384 6.122547 2 ;08 : i1::97 ff@2::1234 UDP (M. 124 Interest /localnet/df3797ea-276f-11eb-bbo6-4cd9sfcadeds
1385 6.123340 2 208 1 3 53 ffe2::1234 UDP (N 124 Interest /localnet/df3e252c-2f6f-11eb-bbo6-scdosfoaneds
1386 6.123399 5 3t ::1234
39 — 56363 Len-914
terest /localnet/zeekallsx

Figure 7-11: Unsuccessful attempt at DDoS attack by flooding PIT with random content requests

Another DDoS attack was performed by the pen-test team in the form of a reflection attack. This
attack was similar to the previous attack except that source IP addresses for all the nodes were spoofed
to cause packets to be redirected to a victim. The intention of this attack it to flood the victim with
bogus requests to interrupt communications and deny legitimate requests. To perform the reflection
attack, the pen-test team used arpspoof on participating machines to redirect the source IP of the
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traffic to the victim’s IP. It was unclear if this attack was successful since the victim was still able to
receive legitimate traffic for <ids-prefix> in use and there wasn’t a good way to validate results.

7.2.3 Packet Replay

A replay attack seeks to fraudulently replay previously eavesdropped data to, for instance, trick the
recipient(s) into believing that the packets are legitimate or cause some interference or congestion in
network traffic. To better understand the success of this attack (were an pen-test team able to
compromise a node (brian3) and capture traffic on the network interface) a node was setup and access
was given with the intention of playing back the captured data on the sensors. This attack was
performed in two stages. First the interest packet using the “test-echo-consumer’ code was generated
on the node. The ‘/localnet/<ids-prefix>’ topic is the only topic that returns a data packet (to the
team’s best knowledge from testing out other topics like ‘/test/hello123’). Tepdump was used to
capture this traffic which was replayed on operant-ndn-ids-sensor3 using Tcpreplay. However, on
operant-ndn-ids-sensor3, data packets for the ‘/localnet/<ids-prefix>’ topic is continuously being
generated with no unique identifying information to determine the validity of the responses from the
replayed interest packet.

When asked what success will look like, Operant had responded that a hex encoded ID that appears
in both the interest and data packets was the unique identifier. However, the team continued to see
the same hex encoded identifier in interest and data packets even before carrying out the replay attack.

To further determine the impact of this attack, the team decided to continuously replay the packets in
a loop while measuring the network connectivity using pings between the node and sensor3 before,
during, and after the replay. This is also known as the loop repeated replay attack.

The pings are running normally before the replay attack loop is started on operant-ndn-ids-sensor3.
As soon as the replay attack starts on sensor3, icmp ping packets are dropped between brian2 and
operant-ndn-ids-sensor3. As soon as the tcpreplay loop is stopped, the pings resume. Below is a
screenshot of the tests. The left terminal shows the sensor3 system running the loop repeated replay
attack where several previously captured pcap’s are replayed. The right terminal shows the icmp pings
that are interrupted by the tcp replay attack between icmp_seq=8 and icmp_seq=30. So, it appears
that the tcpreplay has a negative impact on network performance.
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Figure 7-12: Loop repeated replay attack

7.2.4 Using Components with Known Vulnerabilities

See Section 6.1.3

7.2.5 Content Poisoning

Content Poisoning was launched but a conclusive result could not be determined given the system
downtime experienced while running the MiTM attack.

7.2.6 Injection

Modification of information by both untrusted and trusted parties are threats that organizations
should be cognizant of. The team attempted to use Kali Linux as an untrusted outsider to inject data
into the network failed because Ettercap was not able to intercept the packets from any of the nodes.
An insider threat is difficult to effectively combat, and to test this threat, the team decided to install
Ettercap on one of the sensor nodes. Given the novel NDN architecture, an NDN node (operant-
ndn-ids-sensor3) was assumed to be compromised, acting as a malicious insider pen-test team, to
circumvent information from another NDN node (operant-ndn-ids-sensorl) in the network. The
interest packets were generated as shown below.
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[ ION ] M interestPacket3.pcap

4m @ RE Re=sEZF s aaarfr

[I ‘App\y a display filter ... <3§/> :’ v‘ +
Packet list Narrow & Wide Case sensitive String hello Find Cancel
No. Time Source Destination Protocol | Lengtt Info
0

5.948287

Interest /localnet/hellol23456

197 5.948478 f02::1234 ubp 99 Interest /localnet/hellol23456

198 6.007910 ffe2::1234 uopP (.. 301 Interest /localnet/zeekall/x%9Cc%6@%40%00F%20%16%2C%D0%3D%BI—*
199 €.007978 ff02::1234 uppP (.. 301 Interest /localnet/zeekall/x%9Cc%60%40%00F%20%16%2C%D0%3D%B9—
200 6.058585 2002:c0a8:a8a8: ff02::1234 Upp 140 Interest /localnet/zeekall/x%9Cc%60%A0%1F560%04%E2%0F%CF%1B%9/

202 6.891318 2002:c0aB:aBa8: ffe 1234 ubp 121 Interest /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8C%8200%D2%
203 6.091341 2002:c0aB:aBa8: f02::1234 ubp 121 Interest /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8(%8200%D2°¢
204 6.091345 2002:c0aB:aBaB: 82::1234 upp

(
(
(
{m
201 6.058670 2002:cQaB:aBaB:1::97 ff02::1234 upP (.. 140 Interest /localnet/zeekall/x%9Cc%60%A0%1F%60%04%E2%0 F%CF%1B%9/
(
(
(
'

121 Interest /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8C%8200%D2¢

Frame 196: 99 bytes on wire (792 bits), 99 bytes captured (792 bits)
Ethernet II, Src: Dell_ca:@f:16 (4c:d9:8f:ca:0f:16), Dst: IPvbmcast_12:34 (33:33:00:00:12:34)
Internet Protocol Version 6, Src: 2002:c@aB:aBaB:1::97, Dst: f02::1234
User Datagram Protocol, Src Port: 43277, Dst Port: 56363
Named Data Networking (NDN), Interest, Name: /localnet/hellol23456, Nonce: 869912879, InterestLifetime: 4000
v Interest, Type: 5, Length: 35, Name: /localnet/hello123456, Nonce: 869912879, InterestLifetime: 4000
v /localnet/hellol23456
localnet
hello123456
0000 33 33 00 00 12 34 4c d9 B8f ca Of 16 86 dd 60 @0 33 4L
0010 0 80 @0 2d 11 @1 20 02 cO a8 a8 a8 @0 @1 00 00 -
0020 00 00 22 00 @0 97 ff 02 00 00 00 00 00 00 @@ B8O o e
0030 00 00 @0 00 12 34 a9 O6d dc 2b 00 2d 9b 60 @5 23 . EEE St 4
0040 @7 17 @8 @8 6¢c 6f 63 61 6C 6e 65 74 @8 @b 68 65 ++--loca lnet:-he
0050 6c 6¢ 6f 31 32 33 34 35 36 0a 04 33 d9 dl 2f Oc 11012345 6-:3--/-
ooeo @2 of ae

AAY Tadmmaaa fmmmken 1T (0AF A0EAG A ACA AT FABA 400,80 AKE AAC

4drvvyvy

@ 7 wireshark Lua text {_ws.lua.text), 25 bytes © Packets: 425 - Displayed: 425 (100.0%) © Profile: Default

Figure 7-13: Generated data using /localnet/hello123456

e0e ~ MinterestPacketdpcap

A = . RE Qe=2EF & = @ @ & Tf

[I Apply a display filter ... <#/> 0]+
Packet list Narrow & Wide [ Cesesensitve String [ 123458 Find Cancel

No. Time Source Destination Protocol | Lengtt Info

1734 13.519409
1735 13.519537
13.524200
1737 13.524244
1738 13.525609
1739 13.525638 2002:c@aB:a8a8:1

2002:c@aB:aBaB:1::

ff02::1234 uop 1133 49639 - 56363 Len=1071
UuppP 1133 52070 - 56363 L«
u Interest /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8(%8200%D24
234 UDP (.. 121 Interest /localnet/zeekall/x%9Cc%60%18%0@5%A3%60%14%B8C%8200%D29
234 UDP (.. 121 Interest /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8C%82Q00%D2%
ff02::1234 UoP (.. 121 Interest /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8C%8200%D2%

)

1741 13.527389 2002:c@aB:a8a8:1::88 ffe2::1234 uop 132 49639 - 56363 Len=1510

@ 7 interestPacketd.peap © Packets: 2108 - Displayed: 2108 (100.0%) - Selected: 2 (0.1%) © _Profile: Default

Figure 7-14: Generated interest packet Operant’s NDN pub/sub

The data packet received is shown below.
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@ ® Wireshark - Packet 1737 - [no capture file]

» Internet Protocol Version 6, Src: 2002:c0a8:aB8a8:1::97, Dst: ff@2::1234
» User Datagram Protocol, Src Port: 43277, Dst Port: 56363
v Named Data Networking (NDN), Interest, Name: /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8C%82Q00%D2%01%00%06%0C%00%01, Sele
v Interest, Type: 5, Length: 57, Name: /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%8(C%82Q0%D2%01%00%06%0(%00%01, Selectors
v /localnet/zeekall/x%9Cc%60%18%05%A3%60%14%BC%82Q0%D2%01%00%06%0C%00%01
localnet
zeekall
x%9Cc%60%18%05%A3%60%14%8(%8200%D2%01%00%06%0C%00%01
K] sclectors, Type: 9, Length: 2, MustBeFresh: Yes
Yes
3886036380
(null)
33 33 00 00 12 34 4c d9 8f ca @f 16 86 dd 60 @@ 33 4L
00 00 00 43 11 @1 20 92 0 a8 a8 a8 00 ©1 00 00 C
00 00 00 00 00 97 ff 02 00 00 00 00 00 00 00 00
00 00 00 @0 12 34 a9 @d dc 2b 0@ 43 9b 76 05 39 4 +:C'v:9
@7 29 08 @8 6¢c 6f 63 61 6Cc 6e 65 74 @8 @7 7a 65 +)--loca lnet--ze
65 6b 61 6c 6c @8 14 78 9c 63 60 18 B5 a3 60 14 ekall::x -c*:::"-

0060 8c 82 51 38 d2 @1 00 06 0c 00 01 @9 02 12 00 @a 00---- ---EEEN"
04 e7 a@ 35 9¢c @c 02 of a0 B T
[ closed] - No.: 1737 - Time: 13.624244 - Source: 5 B :1::97 « Destination...nfo: interest flocalnet/zeekall/x%9Cc%60%18%05%A3%60%14%8C%82Q0%D2%01%00%06%0C%00%01
Help [ Close ]

Figure 7-15: Data packet returned for the generated interest packet for NDN pub/sub

Ettercap’s filter script was used to modify “hello12” to “in use <ids-prefix>". After modifying the
interest packet that was intercepted using a MiTM attack, it was undetermined if the attack failed or
succeeded. The “hello123456” interest packet normally should not return anything and the “in use
<ids-prefix>"" interest packet should return a data packet. When running the attack to modify the
interest packet the first time, the attack appeared to fail. However, repeating this attack after the first
unsuccessful attempt, there was no network connectivity between the operant-ndn-ids-sensorl and
operant-ndn-ids-sensor3 nodes and this connectivity had to be restored by the Operant team. It is
unclear if this attack was successful, and we were not able to validate the results at the time of testing.

7.2.7 Sensitive Data Exposure

A privacy attack of interest packets attempts to learn of sensitive information being requested by data
consumers. The interest packets captured all show names encoded in some manner, and further
investigation would be necessary to determine the nature and sensitivity of any information included
in the interest packet names.

47



Interest, Type: 5, Length: 162, Name: /localnet/zeekall/x%9Ccd%60%6@h%DO%AD%3IF:FDBSEAY
v Name [truncated]: /localnet/zeekall/x%9Ccd%6@%60h%D0%A9%3F%FDBSEASBR%3E%03%89%80%11
NameComponent:

NameComponent: zeekall
NameComponent [truncated]: x%9Ccd%60%6@h%D0%A9%3FsFDBSEASBO%3E%03%89%80%11%88Y%7

v Selectors,

Tvpe:

localnet

9, Lenath: 2,

MustBeFresh:

Yes

0ez20
0a3e
0e40
0a5e
0e60
eeve
vese
0890
0@a0
2ebe
Baco

51)
51}
a7
65
3f
51
fe
bl
2a
39
1c

08
0e
92
6b
fd
bf
6@
b7
ff
9d
33

0o
08
(1]
61
42
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08
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58
53
91

e
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6cC
ea
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28
32
a@
92
c3

[5l5]
12
6C
6C
b@
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7
97
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36
1c
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34
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9
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16

f
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78
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47
ez
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b4
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15
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14
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aa
2b
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63
11
6a
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24
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(4]
(1]
65
64
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77
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28
b4

ee
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74
68
59
7a
79
47
Ge
5
ce

515}
d4
i)
6@
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17
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85
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17
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a5
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68
96
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19
al
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8
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ee
82
ee

..... PR
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2B ¥

The success or failure of the Name Hijacking attack is still unknown as of the time of testing.

7.2.8 Broken Access Control

Requests for contents are made by the requestor and a producer transmits the requested content using
a data packet. Application hijacking entails capturing data encryption keys during key distribution in
order to produce bogus application data. The NDN packets were reviewed for encryption and
authentication information. The produced data sent in response to interest requests appears to be

Figure 7-16: Interest packets with names encoded

random, that is, it is assumed to be encrypted application data as shown below.

¥ Unrecognized from the reserved range 101-799, Type: 138, Length: 2665

Unrecognized from the reserved range 101-799, Type: 132, Length: 2584

Unrecognized from the reserved range 181-799, Type: 133, Length: 12
» Name: /localnet/af-ids=server/cert/NAC/zeek/GCK/%FD%@8%00%01u%ECSsAB%ABSBD
Unrecognized from the reserved range 181-799, Type: 131, Length: 1

Figure 7-17: Random encrypted data received in response to interest packets

The observed captures do not appear to contain key distribution exchanges - likely that the producer
and consumer nodes have been provisioned with keys beforehand. It is possible that an additional
application process is encrypting the NDN data independent of the producer application. The packets
are apparently protected using name-based access control (NAC). The packet content includes a
certificate name, with a 12-byte field possibly used to identify decryption key certificate information

0050
0060
ea7e
(l:E:1:]
#e9e
00a0
@ebe
0ace
aede
@0ed
eefe
elee
e11e
8120
@l3e
0140
0150
0160
8170

15
9b
ad
d2
76
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o
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ec
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b6
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ef
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69
ec
4c

fd
42
74
6f
91
15
75
da
63
1f
il
92
b1
ed
cb
4
c9
e2
66

Frame (1407 bytes)

for previously stored keys.
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Name: /localnet/af-ids-server/cert/NAC/zeek/GCK/%FD%00%00@%01u%ECHAD%ABSED
NameComponent: localnet
MameComponent: af-ids-server
NameComponent: cert
NameComponent: NAC

97 dB 8c 49 cc c2 da ca 44 a3 e@ @c 41 fe 55 b@ cerIeees DAY
8e @d b9 28 63 91 95 e@ 63 bf al 7c 19 Tl 6a 92 DO W Y o |

57 93 al 8e a7 9c cb6 c@ a8 @b d@ 5@ 2d 75 61 3c WEEEEEEEIE P-ua<
8b 82 6a cc af 4f 38 c4 <cB8 07 b6 82 a6 ca b9 3a BN IO |- RO

6T 62 18 ce 43 B85 @c 54 44 66 fb ¢5 ad @4 a@ 8a ob::C::T Df::::::
33 1e fc @7 3a @8 @8 6c 6f 63 61 6c 6e 65 74 08 3.-.1::1 ocalnet:
@d 61 66 2d 69 64 73 2d 73 65 72 76 65 72 @8 @4 -af-ids- server:

63 65 72 74 08 @3 4e 41 43 08 84 7a 65 65 6b @8 cert: :NA C::zeek:
B3 47 43 4b @8 89 fd @@ ©@ @1 75 ec a@ ab bd 83 ] o Ueeees
81 84 16 83 1b V1 @0 17 20 ed 21 73 3f e9 ce @7 i (R ]
3d 8d 29 29 49 7a be 6T 14 68 da 86 a6 ed4 18 2c =})Iz:0 ‘he v '

Frame (1407 bytes) Reassembled IPv6 (2793 bytes)

Figure 7-18: Packets protected using name-based access control (NAC)

Packets are signed, but signatures do not include a KeyLocator TLV. The nodes perhaps have
previously stored certificates for all applicable ‘producer’ nodes. This was not confirmed at this time.

v SignatureInfo, Type: 22, Length: 3, SignatureType: @
SignatureType: @
SignatureValue: 172097e9a5d40a7685ac5ccda®ld10b5ae9a9995b69cbc34.., Type: 23, Length: 32

16 16 45 94 81 2a al @6 85 @c b8 62 bl el 8f 2f a8 E--%--+ b -/
750 7a 9b 7d 54 d3 @7 3a @8 08 6c 6f 63 61 6Cc be 65 z: 3T localne
60 74 @8 @d 61 66 2d 69 64 73 2d 73 65 72 76 65 72 t--af-id s-server
776 088 @4 63 65 72 74 08 83 4e 41 43 08 04 7a 65 65 -cert NAC: - zee
780 6b 08 03 47 43 4b @8 @9 fd @@ @@ @1 75 ec a® ab k- -GCK-: ----u-
799 bd 83 01 @4 16 03 1b 91 00 17 20 97 e9 a5 d4 @a AR CCCoC
7ad 76 85 ac 5c cd a@ 1d 1@ b5 ae 9a 99 95 b6 9c bc  wvrNrrer oceeeeen
'b® 34 f2 57 bf de 60 a6 bf 72 fc fc 4-W r

Figure 7-19: tlv-key-locator not found in packets

7.2.9 Security Misconfiguration
This involves exploiting security controls that are not severely implemented using OpenSCAP tool.
Each node was scanned using 2 profiles:
1. “Standard System Security Profile for Red Hat Enterprise Linux 77
1. Less strict with 51 rules
2. Profile ID = xccdf_org.ssgproject.content_profile_standard

2. “Unclassified Information in Non-federal Information Systems and Organizations (NIST
800-171)”

1. More strict with 104 rules
2. Profile ID = xccdf_org.ssgproject.content_profile_cui

Shown below, is a summary of the number and severity of failed rules.
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Profile --

operant-
ndn-ids-
server

31 2

xcedf_org.ssgproject.content_profile_standard [xccdf_org.ssgproject.content_profile_cui

18

operant-
ndn-ids-
sensorl

31 2

18

operant-
ndn-ids-
sensor?2

31 2

18

operant-
ndn-ids-

sensor3

30 2

18

OpenSCAP High-Severity Findings

[Assessed
Title [Rationale |Description Affected Node(s) [Scan Profile(s) Security
Level
o operan
t-ndn-
[f an account ids-
has an empty sensor
password, 1
anyone could
log in and ° operan
Prevent ?:)Ir]nman ds If an account is configured for passworfi ;‘:hl'
Login to  fwith the puthentication but does not have an assigned sensor ®  xccdf_org.ssgproject.content_profile_sta [Medium
Accounts  [privileges of password, it may be poss.lble. to log into the 5 © nf:lc 0 g-ssgproject.c —P —sta um.
\With that account, [FeCOUAt without authentlca.nor?. Remove any a Should be
Empty A ccounts instances of the nullok option in ) o R ) easy to fix.
Password  |with cmpty / et /pam.d/system-auth to prevent logins operan xcedf_org.ssgproject.content_profile_cui,
basswords with empty passwords. it(’i‘;dn’
should never sensor
be used in 3
operational
environments| ° operan
t-ndn-
ids-
server
A locally o 1 ow.
logged-in By default, SystemD will reboot the system if] operan
[Disable user who the Ctrl-Alt-Del key sequence is pressed F—ndn— [Medium if
Ctrl-Alt-Del|presses Ctrl- |Ctrl-Alt-Delete more than 7 times in 2 ids- testbed
Burst Alt-Del, seconds. sensor o xcedf_org.ssgproject.content_profile_cuifavailability is
| Action fwhen at the 1 critical or if
console, can |To configure the system to ignore the operational
reboot the  |CtrlAltDelBurstAction setting, add or b operan environment
system. If t-ndn- s will be set
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accidentally |modify the following to ids- up using the
pressed, as  |/etc/systemd/system.conf: sensor same steps as|
could happen 2 the testbed.
i the caf«f of |CtrlAltDelBurstAction=none
mixed OS ° operan
environment, t-ndn-
this can ids-
create the sensor
risk of short- 3
term loss of
availability of ° operan
systems due t-ndn-
o ids-
unintentional server
reboot.
A locally
logged-in L4 operan
user who By default, SystemD will reboot the system if] t-ndn-
presses Ctrl- |the Ctrl-Alt-Del key sequence is pressed. ids-
[Alt-Del, sensor
when at the  [To configure the system to ignore the Ctrl- 1
console, can [Alt-Del key sequence from the command Low.
reboot the  [line instead of rebooting the system, do o operan . .
system. If  [either of the following: t-ndn- Medium if
accidentally ids- testbed
Disable pressed, as  [In -sf /dev/null /ete/systemd/system/ctrl- sensor availability is
Ctrl-Alt-Delfcould happen alt-del.target 2 } [eritical or if
Reboot in the case of o xcedf_org.ssgproject.content_profile_cui loperational
[Activation |mixed OS " ° operan envlironmcnt
cnvironment, systemct] mask ctrl-alt-del.target t-ndn- s will bc set
this can ids- up using the
e
risk of short- 3 e testbed.
term loss of [Do not simply delete the
availability of /ust/lib/systemd/system/ ctrl-alt-del.service .
. . operan
systems due [file, as this file may be restored during future endn.
to system updates. ds-
unintentional -
server
reboot.
[To ensure FIPS mode is enabled, install
[package dracut-fips, and rebuild initramfs by
running the following commands:
Use of weak $ sudo yum install dracut-fips
or untested
encryption  |dracut -f ®  operan
algorithms P d
lundermines  |After the dracut command has been run, add t-ndn-
the purposes [the atgument fips=1 to the default GRUB 2 ids-
of utilizing command line for the Linux operating sensor
encryption to [system in /etc/default/grub, in the manner 1
protect data. below: N Low.
operan o
'(l:het tin GRUB_CMDLINE_LINUX="crashkernel t-ndn- [Medium if
X I;i;n rr%ust =auto rd.lvm.lv=VolGroup/LogVol06 ids- test.bed. o
Y rd.lvm.lv=VolGroup/Iv_swap rhgb quiet sensor availability is
[Enable implement _ Tan - .
. frd.shell=0 fips=1 2 ) [eritical or if
_FIPS h{ode cryptographic ®  xcedf_orgssgproject.content_profile_cuiloperational
in GRUB2 [modules [Finally, rebuild the grub.cfg file by using the . environment
adhering to operan .

. s will be set
the higher  [grub2-mkconfig -o t-ndn- 16 using the
standards d as foll ids- s:fme stfps as,
a};:p; ox{rc dalby command as follows: ;ensor P
the feder:
lgovernment ° On BIOS-based machines, issue
since this the following command as root: ° operan

ul t-ndn-
provides ~]# grub2-mkconfig -o ndn
assurance < ids-
they have /boot/grub2/grub.cfg server
been tested . X
ind validated. ° On UEFI-based machines, issue

the following command as root:

~]# grub2-mkconfig -o
/boot/efi/EFI/redhat/grub.cfg
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[Ensure
lopgcheck
[Enabled for
Local
Packages

(Changes to
any software
components
can have
significant
effects to the
overall
security of
the operating
system. This
requirement
ensures the
software has
not been
tampered and
has been
provided by a|
trusted
lvendor.

[Accordingly,
[patches,
service packs,
device
drivers, or
operating
system
components
must be
signed with a
certificate
recognized
and approved
by the
organization.

yum should be configured to verify the
signature(s) of local packages prior to
installation. To configure yum to verify
signatures of local packages, set the
localpkg_gpgcheck to 1 in /etc/yum.conf.

o operan
t-ndn-
ids-
sensor
1

o operan
t-ndn-
ids-
sensor
2

L4 operan
t-ndn-
ids-
sensor

3

L4 operan
t-ndn-
ids-

server

xcedf_org.ssgproject.content_profile_cui

Low.

Medium if
testbed
availability is
critical ot if
operational
environment
s will be set
up using the
same steps as|
the testbed.

[Ensure
lopgcheck
Enabled for
All yum
[Package
[Repositorie
s

Verifying the
authenticity
of the
software
prior to
linstallation
validates the
integrity of
the patch or
upgrade
received
from a
vendor. This
ensures the
software has
not been
tampered
with and that
it has been
provided by a|
trusted
lvendor. Self-
signed
certificates
are
disallowed by
this
requirement.
Certificates
used to verify|
the software
must be from|
an approved
Certificate
Authority
(CA)."

[To ensure signature checking is not disabled
for any repos, remove any lines from files in
etc/yum.repos.d of the form:

gpgcheck=0

o operan
t-ndn-
ids-
server

xcedf_org.ssgproject.content_profile_cui,

Low.

(Medium if
testbed
availability is
critical or if
operational
environment
s will be set
up using the
same steps as
the testbed.

Verify and
Correct File

[Permissions
on system
binaries and

[The RPM package management system can
check file access permissions of installed
software packages, including many that are

o operan
t-ndn-

chdf_org.ssgprojcct.contcnt_proﬁlc_sta
ndard

Low.
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the system.

[The package can be reinstalled from a yum
repository using the command:

$ sudo yum reinstall PACKAGENAME

Alternatively, the package can be reinstalled
from trusted media using the command:

$ sudo rpm -Uvh PACKAGENAME

[Permissions |configuration [important to system security. Verify that the ids- [Medium if
fwith RPM  [files that are |file permissions of system files and server testbed
too generous [commands match vendor values. Check the availability is
could allow  |file permissions with the following critical or if
an command: operational
unauthorized environment
user to gain $ sudo rpm -Va | awk '{ %f s will be set
privileges (substr(30,2,1)=="M") print §NF' }' up using the
that they Output indicates files that do not match same steps as
should not [vendor defaults. After locating a file with the testbed.
have. The A . :
o incorrect permissions, run the following
[PErmISSIOns d to determine which package owns
comman package ow
set by the "
lvendor
should be $ rpm -qf FILENAME
maintained.
[Any
deviations [Next, run the following command to reset its
from this [permissions to the correct values:
E}?;il]lgebc $ sudo rpm --setperms PACKAGENAME
investigated.
Without cryptographic integrity protections,
system executables and files can be altered
by unauthorized users without detection.
[The RPM package management system can
check the hashes of installed software
packages, including many that are important
to system security. To verify that the
Hhe hashes cryptographic hash of system files and
of important commgnds match Vcndgt Valu_cs, run the
files like following command to hst_ which files on Fhe
svstem system have hashes that differ from what is
e;; ccutables expected by the RPM database: T.ow.
SEOUId matchl(g tpm -Va | grep '*..5' Medium if
the
information A "c" in the second column indicates that a ;i:itl):lfilitv is
Verify File [given by the |[file is a configuration file, which may b operan ] ritical o if
FHashes [RPM appropriately be expected to change. If the t-ndn- d xcedf_org.ssgproject.content_profile_sta rational
lwith RPM  |database. file was not expected to change, investigate ids- ndard ggji:o;mZnt
Executables |the cause of the change using audit logs or server | will be sot
fwith other means. The package can then be up using the
erroneous  |reinstalled to restore the file. Run the same steps as
hashes could [following command to determine which the testbed.
be a sign of [package owns the file:
nefarious o )
activity on $ rpm -qf FILENAME
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8 CONCLUSION

We have conducted a cybersecurity evaluation of the novel NDN protocol with respect to its use for
DER systems. We noted and exercised key attack scenarios and methods that could potentially be
used to exploit them but were shown to be unsuccessful. However, the attack scenarios are not a
complete representation of every way in which an adversary could potentially exploit the system. Our
evaluation included white box testing of the source codes in the ndn-ind and nfd-ind repositories.
These security vulnerabilities have been evaluated and recommendations provided, and Operant has
welcomed these findings and responded with a remediation plan. This report also contains the results
of the penetration testing aimed at increasing Operant’s awareness in prioritizing mitigations for the
development of a robust NDN architecture.
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