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‘Introduction and Overview

Sandia National Laboratories is one of three nuclear weapons laboratories in the US
> Responsible in part for maintaining the reliability of the nation’s nuclear stockpile

° Originally established as “Z Division” within Los Alamos Laboratory, Sandia became an independent
laboratory in 1949

Sandia has long been the “systems engineering’ lab within the nuclear weapons-lab complex
> Sandia uses systems approaches for solving problems

> No one systems approach, but many approaches to systems applications

Nuclear Deterrence Nonproliferation National Security

Satellite Systems

Energy Systems
Transportation Systems Sy 5y

Robotics
Nuclear Weapons Security

International Cooperation Cyber Security

And more ...

www.sandia.gov




Systems Applications at Sandia
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Problem solving through modeling and simulation:
Model Development & Testing

Identify/define Objective(s) or Aspiration(s)
Define/identify the problem
Identify the system

> Determine System boundary De\ﬁry
Develop a system model
Designing
° Refine system & boundary & Testing
* Identify 1 f“”ﬂ- {g% Solutions
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° Vary inputs
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> Potential for optimization

Implement solution(s)
° monitor
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° Repeat process as necessary

Diagram from Glass et al. (2012) SAND2012-0675




Model development: iterative + uncertainty

Decision to refine the model
Can be evaluated on the same
Basis as other actions
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Action B has value

From Glass et al. (2009) accessed on-line at www.sandia.gov/CasosEngineering/



Systems Engineering: Physical Security System Design
Design Evaluation Process Outline (DEPO)
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Diagram from Birch (2020) SAND2020-4217PE




Systems Dynamics Modeling

Basic model

Examine roles (influences) of Motivation and 7.
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Systems Dynamics Modeling

Security

Adding Complexity

1. Examine influences on Motivation and Capablllt/es
(Security & Status) through Domestic Politics

2. Account for time to accumulate nuclear
technology, material and expertise (NTME)
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Systems Dynamics Modeling
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System of Systems:

Core Economy
Goal: to evaluate a Global Energy System

Finance

From Glass et al. (2009) accessed on-line at www.sandia.gov/CasosEngineering/




System of Systems:
Trading Blocks composed of Core Ecopomies
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From Glass et al. (2009) accessed on-line at www.sandia.gov/CasosEngineering/

|



System of Systems:

Global Energy System of Trading Blocks of Core Economies

Explanation
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Modified after Glass et al. (2009) accessed on-line at www.sandia.gov/CasosEngineering/




Study Combines
» Resilience theory
» Systems theory

A Multiplex Complex Systems Model

for Engineering Security Systems

Adam D. Williams & Gabriel C. Birch ° Network theory
Facility Domains == Multiplex layers U
“oNn : e Digital Systems (IT16C)
AbsuraCe , A
7 - TSN People and Orgnizations
[ 2

Physical Protection Systems

» Digital Systems (IT, 1&C)

People and Organizations

Facility Infrastructure : o

* IT = Information Technologies; 1&C = Instrumentation & Control Williams & Birch (2020) SAND2020-6508C



