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...dn my opinion you have here an
opportunity to render an exceptional
service in the national interest.

National Technology & Engineering Solutions of
Sandia, LLC, a wholly owned subsidiary of
Honeywell International Inc.

Government owned, contractor operated

maintaining core competencies in missions of
national significance
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SANDIA HAS FIVE MAJOR
PROGRAM PORTFOLIOS
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SANDIA CIVILIAN CYBER



, | THE CIVILIAN CYBER CHALLENGE: PROTECTING .GOV AND .cOM LB
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CIVILIAN GOVERNMENT PROTECTS 300 DEPARTMENTS & AGENCIES:

Sandia faces 1.5 billion security
events per day

12,000+

@55 customers
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: ‘ CYBER RISK-INFORMED SUPPORT

isk-Informed
Engagement

R

Threat x Vulnerability x Consequence

Risk =



o | CIVILIAN CYBER SUPPORT: CAPABILITIES OVERVIEW

Technical and engineering expertise to address unique challenges and

support policy decisions in 3 key areas:

Cybersecurity
Engineering

Cybersecurity
Risk & Threat

Cybersecurity
Modernization

Technical expertise and
development efforts seek to
prevent disruption and enhance
recovery capabilities by
understanding changes to the
technical landscape.

M

Application of methodologies,
tools, and capabilities reduces
risks that affect increasingly

complex and dynamic systems.

A robust understanding of the
threat environment, and current
engineering challenges, leads to
the development of policy to drive
modernization of cybersecurity
services.
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10 ‘ CIVILIAN CYBER SUPPORT:

OPPORTUNITIES FOR PARTNERSHIP
Cybersecurity
Engineering
Technical expertise and development
efforts seek to prevent disruption and
enhance recovery capabilities by
understanding changes to the technical Malware Analysis Advanced Analytics
landscape. Enhance the capabilities of the Evolve capabilities through the
intrusion detection services by addition of Threat Discovery,
improving the ability to discover Behavioral Analytics, and
and reverse engineer malware. Automated Defense.
N i v




11 ‘ CIVILIAN CYBER SUPPORT: CYBERSECURITY RISK &

Cybersecurity
Risk & Threat
Application of methodologies, tools, and
capabilities reduces risks that affect
increasingly complex and dynamic
systems.
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OPPORTUNITIES FOR PARTNERSHIP
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Risk Metrics
Develop algorithms to identify
clusters of threat activity and
threat actor capability tiers in
order to communicate the value
of intrusion prevention services.
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Cyber Risk Methodologies

Develop a risk methodology focused
on consequences to ClI/KR and
federal networks that can be
leveraged for risk decision making.




12 ‘ CIVILIAN CYBER SUPPORT: CYBERSECURITY MODERNIZATION [
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OPPORTUNITIES FOR PARTNERSHIP

Cybersecurity

Modernization

A robust understanding of the threat &
environment, and current engineering

challenges, leads to the development of
policy to drive modernization of

_ : Threat & Architecture Analysis Analysis of Emerging Trends
cybersecurity services. Enable smart investment Understand the breadth of the
decisions across the .gov emerging challenges, and
environment through robust develop mitigation strategies to
architecture and threat analysis. maintain and evolve

cybersecurity capabilities.
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