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Problem qtatement:

Ghidra is a powerful NSA-developed software
reverse engineering tool. Its capabilities are
broad, such as the ability to reverse engineer
firmware of all types, but are limited to those
processor architectures which have been
specified in Ghidra's database. Using Ghidra,
we will answer project questions about
specific firmware and processors. To do this,
our tasks are reversing a firmware upgrade
obfuscation algorithm, implementing a
Ghidra processor specification by developing
automation tools, and verifying this
specification through Ghidra analysis scripts.

Objectives Approa'
Task 1:

Task 2:

Task 3:

Use Ghidra to Reverse Engineer a
firmware upgrade obfuscation
algorithm from a firmware binary.

Improve Ghidra analysis by writing
scripts that analyze and verify
processor module implementations.

Developing tools that automate
SLEIGH processor module
development for Ghidra.

ek sired Results:

Answer questions about desired firmware
by creating an external tool that
deobfuscates the firmware.

Verify processor module implementations
through improved Ghidra script analysis.

Expanded Ghidra processor support
through automated processor module
development.

Impact and Beneflts:

Ghidra has extensive built-in
functionalities but there exists a gap in
Ghidra's ability to decompile all files. This
work will broaden Ghidra's capabilities.
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0040055d 48 83 c4 18 ADD ASP,Ox18

00400561 5b POP RBX

00400562 5d POP REP

00400563 c3 RET

FUNCTION

lint _stdcall main(voich
int EAX:4 <RETURN>

int Stack[ -Oxn] :4 i

00400564 55

main

PUSH

XREF[5]:

RBP

00400565 48 89 e5 MOV RBP,R5P

00400588 48 83 ec 10 SUS RSP,0x10

0040056c c7 45 fc 01 MOV dword ptr (RBI' + i1,

00 00 00

00400573 eb 24 JMP LA5_00400599

00400575 8b 45 fc

LA5_00400575

MOV

XREE[1]: 0,

EAx,dword ptr (RSP •

00400578 89 c7 MOV EDI,EAX

0040057a e8

ff

a7 ff ff CALL fib

0040057f 89 c2 MOV EDX,BAX

00400581 8b 45 fc MOV EAXodword ptr (RBP •

00400584 89 c6 MOV ESI,EAX

00400586 bf 34 06 40 MOV EDI->s_Fibonnaci_of

00

0040058b b8 00 00 00 MOV EAX,0E0
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knt main(void)

5 uint uVarl;

6 int i;

7

89 i = 1;

while (i [ 10) {

10 uVarl = fib (i)

11 printf(wFibonnaci of %d: id\n",(dlong)(dint)i,(ulompuvarl);

12 i = i + 1;

13

}return14 0;

15

16

Ghidra Disassembly of Example Program

mulACORDASM ati rne raf rs 1s ;(AMODE) 1, CORD a c2527=0
4 c2124=0 t SinT 224 4 rn 4 c1215=0 s rs 0407=9 rm

build CORD;
build rm:

build rs;
rn = rm'rs:

gesultflags frn) ;
build SBIT.IN:

Example SLEIGH Definition of an
Instruction
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