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Problem Statement: Results:

= Malware poses a threat to Train on 6 families test on hold out

national securit . :
4 Transfer learning beat baseline

= Machine learning models claim model
success in malware detection,
but their practical impact is
unclear

Majority Class classifier achieves
best performance [4]

Future work exploring performance

1 R Ieentlly navel manvans, and defining better experiment

models must understand general

behaviors and characteristics of
malware
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Fig. 3 Classifying Behaviors for Unseen
Families

* Hand-labeled behaviors for 7 Using behavioral labels allow ML
malware families with 9,640 total models to generalize
samples using open threat ot _
reports [1] This is a proactive rather than

i reactive learning approach
* Transformed malware files into

black and white images Gives ML models a better chance at
(Fig.2) zero/few-shot learning

» Trained two models to classify When a new variant of malware
behaviors of a malware image arises, our model will be equipped

with a learned understanding of
how malware spreads, operates

= Baseline convolutional architecture [2]
= Transfer learning from malware

classifier [3] and what it hopes to achieve.
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Fig. 1 Example of behavioral labels Fig. 2 Example of malware
1] represented as grey scale image
2]

[3] https://arxiv.org/abs/1710.09435
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