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Problem Statement:

Ghidra is a powerful NSA-developed software
reverse engineering tool. It's capabilities are
broad, such as the ability to reverse engineer
firmware of all types, but are limited to those
processor architectures which have been
specified in Ghidra's database. Using Ghidra,
we will answer project questions about
specific firmware and processors. To do this,
our tasks are reversing a firmware upgrade
obfuscation algorithm, implementing a
Ghidra processor specification by developing
automation tools, and verifying this
specification through Ghidra analysis scripts.
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Objectives and Approach:

Task 1: Use Ghidra to Reverse Engineer a
firmware upgrade obfuscation
algorithm from a firmware binary.

Task 2: Improve Ghidra analysis by writing
scripts that analyze and verify
processor module implementations.

Task 3: Developing tools that automate
SLEIGH processor module
development for Ghidra.

Desired Results: Ghidra Disassembly of Example Program

= Answer questions about desired firmware
by creating an external tool that
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= Verify processor module implementations *
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ImpaCt and Benefits: Example SLEIGH Definition of an

= Ghidra has extensive built-in Instruction

functionalities but there exists a gap in
Ghidra’s ability to decompile all files. This
work will broaden Ghidra’s capabilities.
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