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Problem Statement

Sandia, like many companies, has
business phones
(iPhones/Android) that are used
by employees. These phones are
managed and monitored with
AirWatch/OneWorkspace.
mowever, our inci•en response
team works mainly in Splunk, a
logging aggregation platform that
does not have any good
integration with AirWatch. We
want to give the incident
response team better visibility
into AirWatch in Splunk.

Technical Challenges

• There is no widely available
suitable medium between the
Splunk and AirWatch System.

• Configurations have to be
created in Splunk to recognize
JSON format returned from
calls to AirWatch API
endpoints

Objectives & Approach

• Setup Splunk forwarder for
sending data in to Sandia Splunk
Enterprise instance

• Determine useable AirWatch API
endpoints and begin sending the
data Splunk.
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nd Goal

Splunk will allow the IR team to
do more efficient threat hunting
and set up alerts in real-time
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