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DETERRENCE: The creation of conditions that dissuade an adversary from |

the costs exceed the benefits. Includes all elements of state

Cybersecurity Is Currently Objectlves & Approach

]nadequate Identify usability issues with the deterrence framework previously
o defend national critical developed by the CCSI| team.

infrastructure like the electrical grid, 2. Increase theoretical understanding of deterrence metric primitives

(primarily rational and executable).
3. Verify results of prior deterrence scenarios and participate in additional
new scenarios to create representative case studies.

healthcare networks, financial
institutions, water distribution, etc.
“Perfect defense” isn’t a viable

colution — otherwise we wouldn'e about possnble consequem:m - 4. Disc.ove!' larger patterns a.nd trends in deterrence measures throqgh a
- ; ) : longitudinal study of the history of cyberattacks on the U.S. financial

experience or fear cyberattacks. ol

What Makes an Effective Deterrent Threat? Challenges Unique to the Cyber Domain

Cyberspace is inherently a domain of constant contact

Principled @ Rational

COMMUNICATED° CREDIBLE

Attribution of attacks and intrusions is difficult

‘ \ Attack detection is often delayed
CALCULATED 7
C Cross-domain deterrence may be escalatory

The U.S.is asymmetrically vulnerable in cyberspace

CAPAF
COMMUN|CATED CREDIBLE X Th‘ AL “*_' i SALCU!—ATED . We lack of domestic norms and laws for responding to cyber incidents
p e hat
threat. e pre i the pi istis able to execute the costs exceed the benefits of = : . S
must receive,and understandthe lhre!:]lgnswld\ its prlndplesand counter-threat,and that it willinflict performing the action. We lack of international norms and law for conflict and behavior in cyberspace
threat. thatit s rational to carry it out. sufficient pain on the antagonist if

executed. The effects of cyber weapons are uncertain

Offensive and defensive cyber operations are difficult to dm

Example Scenario: Cyberattack to Interfere in Elections
Country Red plans to exploit the supply chain for Blue's electronic voting machines to sway the vote for a candidate supportive of Red’s economic interests.

Deterrence Deterrent Communicated Rational Executable
Action Effective?

Vote verification:
distributed ledger
technology (each
person can verify
with a hash or key
their vote).

Denial of Victory
Threaten legal action
against adversaries
suspected of working
towards seeding the
supply chain.

Punishment/
Norms

Threaten kinetic
attack on Red.

Punishment

Conclusions Why U.S. Financial Sector for Focus of
* Deterrence trends more towards punishment as the point of deterrence progresses down the cyber Fyuture VWork?
kill chain. * Costs of cyberattacks on financial institutions can
* Pre-judgement of deterrence options is a problem in the current framework. vary widely.
* Requiring the analyst to consider the “category” of deterrence prior to brainstorming deterrence . \Wide variety of antagonists behind financial attacks.
options often encourages additional pre-judgement. ¢

. & e el e s . . Financial institutions are generally more cyber-
* “Executable” often coincides with “Principled” and “Rational” when considering political responses.

aware and competent than similarly critical sectors.
* Some options become more rational in combination. + Long history of attacks & public disclosure laws.
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