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Problem Statement Results

Very broad searches over large = Millisecond searches on a
datasets can be prohibitively varying range of large and
slow on common full text unique datasets.

indexing systems. Broad
searches such as, “where have
we seen activity from this IP?”
or “where did we first see this
DOMAIN?" are common and
necessary for effective incident
response and building threat
intel in the (IC) intelligence
community. Searches can take
an inferior amount of time on
typical Splunk/ELK deployments
at PetaByte scale.

Objectives and Approach:

Use a fast and embeddable Impact and Benefits:
persistent key value store for

a low resolution index that * The benefit of our research

IS that it offers faster

allows range scans using querying times for Splunk’s
bloom filters, which uses a results.

Log Structured Merge Tree

data structure design. » The impact of this research

IS that blue teams and
intrusion detection users
will be able to find
malicious activities on lots
of intrusion detection data
at faster speeds.

Log-Structured Merge DB

to minimize “random writes”

Read Request Write Request

” = This makes it harder for
Campactcm . Read Write data maIICIOUS haCkerS to

Peradc
consistently infiltrate
systems, because scanning
W g for malicious activity is now
L ameliorated.
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