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Problem Statement:

As a covered entity, Sandia
must comply with the security
and privacy standards of the
Health Insurance Portability
and Accountability Act (HIPAA).
Sandia follows the NIST Special
Publication 800-53, a catalog of
security controls for all U.S.
federal information systems. To
assess Sandia’s HIPAA
compliance, this security
control maps the HIPAA
standards against the NIST SP
800-53 (rev 5) security control.

Objectives and Approach:

The objective of this project is
to assess the compliance of the
NIST security controls against
the Security and Privacy
standards of HIPAA. The
mapping is presented in an
excel document, matching the
corresponding security controls
from NIST 800-53 and HIPAA.
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Results:
= The mapping found that

NIST SP 800-53 addressed
most of HIPAA’s privacy
and security standards.
Supplementary controls
may be added to the
following areas:

= Increase focus on maintaining
availability/access to
information; NIST 800-53
focuses on the confidentiality
and integrity of information

= Require written contracts with
external service providers to
ensure that they are meeting
security and privacy
regquirements.

Impact and Benefits:
= The security control
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mapping assesses the
degree to which NIST SP
800-53 is compliant with
the security and privacy
standards set out by
HIPAA. Compliance is
mandatory, and this
mapping identifies key
areas security control gaps.
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