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Probler" Statement:
Attacks within a network may be
affected by factors outside of the
control of the victim or adversary.
The paper Practical Attacks Against
The I2P Network (Egger et al.,
2013) describes an attack capable of
identifying the end node of a
targeted victim's tunnels 52% of the
time, which could then be monitored
to reveal what sites they are visiting
within the I2P network.

Logs depicting a HIT, where f/oodfill-12p-rtr-Mos120001 first records a FloodfillStoreRouterInfo event (#1) and then

floodfill-i2p-rtr-12.as.120001 records a Routerinfo (RI) type of FloodfillLookup event (#4) within 20-40 seconds of #1.

i2p Router (client requests)

i2p-rtr-1.a.122001.pet-ground-truth.log:
C8ventTyp44': "StareJobOroundTruth",
ilandrgan-: -J-JODKRGOtzG5V9uojjege6M2Jeuw8gw10411111111.,
"Ai,Key": "RsEDc2027N6Km1SUXjq-IfysieK6Wc6jmUEn4gxHMqGOQ.,",

110WRAtC! "5/17/19 1:15:16 PM-,
•Kygntficit.': "i2p-rtr-1.a6122001.net“)

12p-rtr-l.ae122001.net-ground-truth.log:

4" Lyantzips." = frilImmIgligamaikftWia"
"1 "Rmapcsc27H6Km15UX .7t sener76 mUEn4.x

OWP8924--2xtb1A5Taxi7exqkRehY88-8T01Gw3A-
UYW6nSTJ4Fc1Dz.J3wvTw2QOpv-J64-EpPOLuktiotic3Y

A

• kuprromAte

. - e
"ftearedra.mm": "V-0
"amtpat.44-: -5/17/19 1:15341 PM",

"gX44.40.1ont": -12p-rtr-1.a4122001.ftet-)

Events i2p Floodfill (server responses)

floodfil1-12p-rt1-1041.1200011.tnet-evIt!.logs

laiiiiiiiii":75ojeDRR41:/:=4:MinuwBgw10111111111'
"UAW' 'R6Roc2o21N61Sm150xjvfyuckbrrc63mcien4gxnmqGOCer,
iftsgspur: '5/17/19 1:15115 PH",
"rftakapat": 'floodfill-i2p-rtr-10.as120001.net",
"atulaimes 1555142115.0)

  PLOODIHG  
floodfill-i2p-rtr-11.as120001.net-events.log:

i mAMentIKPR": "E1720(4111112I0000X748101.7,
"atarjaskjImei "8XFhvIrCq312XP4GT088813:91Y1h8tticmGOPOIRWul/-",

Iiiiiiiii7tis=7:93T1Inggir48X1DMO8jmUEn4g8RM49011•1",

\k\....* 

"putagAt% 'floodfill-i2p-rtr-11.44.120001.net",
1112,01,,,Ilages 1558142115.0)

floodf111-12p-rtr-12.448120001.net-events.log2
Clyfintlyn": "rl73odli118toreRoutor28497,
ltpraTcAter"3 "1,40TOP139'em--2xtb1ASTax17exqkR8hY88-8T010w3W,
:112;;;1:44!:=19111=7f

P11
yme1413Wc6jmUEn4gxRMqGOQ...]',

"'Mutant% "floodfill-i2p-rtr-1.14m120001.net",
"atsaxg,TIgges 1558142115.0)

4 floodfil1-12p-rtr-12.45120001.net-events.log:
("ZventType: "FloodfillErookup",

": "ReE0c=7N6Km15UXjq7fyBeKIDWc6jmUEn4valmgC0(3-",
OO .

iaGttewA .141
• OTQPIDDIX--lxtblArrazi7exgkilithTeB-8701M,
u1"14608T140c1D253wW1v2QU.v-.264-b012L8k.oti.2

"1430.1417,TYPR': "RI',
"gmlintpAte": "5/17/19 1315:41 PH",
"EventJWW: "floodfi11-12p-rtr-12.414120001.3tet")

The original I2P network had around
30k nodes at the time of the study.
We want to measure the accuracy
across simulated 12P networks of
different sizes to examine whether
this 52% accuracy could vary with
the size of the network.

Objectives and A )proach:
• Examine logs of attacks against

simulated I2P network

• Correlate client requests based on
logs, authenticate against ground
truth logs

• Note times of client's Store
requests and corresponding
Lookup requests.

Results
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Using a small simulated network,
the Lookup requests occurred from
18-28 seconds after their
corresponding Store requests. We
have created a script that is able to
access the floodfill logs and find
possible hits in which a client had
their router info stored, and then
possibly attempt to verify their
storage.
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Fig. 1. Deanonymizing attack
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Egger, C., et al. Practical Attacks against the 12P Network. 2013. Berlin,
Heidelberg: Springer Berlin Heidelberg.

Impact zd Ber'its:

By varying factors within the
network, we can examine how
Uncertainty Quantification can aid us
in refining the results of studies on
large-scale, distributed cyber
systems.
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