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Problem Statement: Results
Attacks within a network may be
affected by factors outside of the

control of the victim or adversary.
The paper Practical Attacks Against
The I2P Network (Egger et al,,

2013) describes an attack capable of
identifying the end node of a
targeted victim’s tunnels 52% of the
time, which could then be monitored 2 N B B B BB NN B

to reveal what sites they are visiting
within the I2P network.
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Using a small simulated network,

the Lookup requests occurred from
B e~ 10— 28 seconds after their

corresponding Store requests. We

have created a script that is able to
access the floodfill logs and find
possible hits in which a client had
their router info stored, and then
possibly attempt to verify their
storage.

he original I2P network had around
30k nodes at the time of the study.
We want to measure the accuracy
across simulated I2P networks of |
different sizes to examine whether exploratory tunnel pair

this 52% accuracy could vary with Fig, 1. Deanonymizing attack
the size of the network.

Egger, C., et al. Practical Attacks against the I12P Network. 2013. Berlin,
Heidelberg: Springer Berlin Heidelberg.

Objectives and Approach:

» Examine logs of attacks against Impact and Benefits:

simulated I2P network By varying factors within the

= Correlate client requests based on network, we can examine how
logs, authenticate against ground  Uncertainty Quantification can aid us
truth logs in refining the results of studies on
large-scale, distributed cyber

= Note times of client’s Store systems.

requests and corresponding
Lookup requests.
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