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Sew you want to design in fabric? One design may
but another may bettersuit.
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Problem Statement:
• AES is an important functionality
implemented in fabric, & multiple
means of implementation exist

• Analyze these various means of
implementation for the S-box
component of AES in particular
and measure their resource use

• Propose situations in which the
tradeoffs may each be beneficial
for a target setting

Objectives d Approach:
• AES encryption and decrypti

are applications which are often
implemented in a variety of
hardware settings

• There is significant interest in
optimizing the implementation of
AES for a number of criteria such
as area(hardware use) power, or
throughput

• The S-Box step provides a wide
array of implementation methods
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• Look-up table (LUT)
• Direct calculation in GF(28)
• Calculation via the use of

subfields
• Calculation via isomorphic groups
and changing representation

Results:
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• Benefits ar ig y .ependen
resources available

• Block RAM presence is the key
discriminator between the
primary types (LUT vs EE)
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pact and &its.
.• Understanding the mathematical

underpinning of algorithms allows
for functionally equivalent, more
efficient implementations

• Understanding the resource
availability of a particular
hardware architecture allows for
the tailoring of optimizations for
the resources available

• Understanding both allows for
optimal performance to be
achieved for the particular pairing
of functionality and hardware
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