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Problem Statement: Andr0|d Appllcatlon Design:

In most Android Bluetooth
communications, the Android device
acts as the central device, and the
device it pairs with acts as the
peripheral device. Our goal is to
provide authentication and
encryption to the reverse of this
interaction (where a Pixel 2 acts as
the server and an embedded
system acts as the client).
Implementing these security
features will allow the embedded
system to authenticate an
advertising device before
connecting to it. It will also encrypt
communication between the two
devices to prevent eavesdropping.

Approach:

= Gain familiarity with Bluetooth
low energy (BLE)
communications and Bluetooth 5
protocols.

= Explore and compare the libraries
used to implement whitelisting,
authentication, and encryption on
the embedded system.

= Experiment with different
implementations of the security
features based on online forum
discussions and embedded
system module examples.

= Use Bluetooth sniffing device to
test and confirm security
features.
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= Enabled whitelisting and
authentication before BLE pairing
and bonding occur.

= Encrypted communication
between the embedded system
and the Pixel 2 phone.

Impact and Benefits:

= Ensure that only trusted devices
are able to connect with the
embedded system, and ensure
that all communication between
the Pixel 2 and embedded
system is protected.
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