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Analyzing APTs
.

Michael Rausch, University of Illinois at Urbana-Champaign
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Problem Statement:

Sophistication and stealth
are hallmarks of Advanced
Persistent Threats (APTs).
Stuxnet, perhaps the most
famous of the many
known APTs, demonstrates
how impactful and
damaging APTs can be.

Care must be taken to
ensure that cyber
infrastructure is designed
to defend against APTs.
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Objectives a A ry

The overall objectiVels,to
help architects to design
systems that are able to
mitigate APTs.

Our approach is to develop
realistic models of enterprise
networks using the GAMES
formalism, and then
simulate APTs given different
network architectures and
defenses.

Simulations and emulations
validate each other in
iterative model-test-model
loop.
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Impact and Benefits•

The use of modeling will help system architects:

• Create secure system designs

• Determine cost-effective defenses to inve

■ Develo• eff tiv licie an trate•ie
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