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Problem Statement: Results:
The goal of this project is to A new method of modeling
extend the modeling attack graphs was proposed

features of the PRESTIGE to support generative
tool set to be able to model attacks.

attacks against critical
cyber physical systems,
such as the power grid.
Simulation of models like
the power grid will help
identify how to optimally
use defensive resources.

In this attack graph the

Objectives & Approach: attacker continuously creates
“workers” to complete a

Attack graphs within the desired task. Once any

PRESTIGE tool set are single “worker” achieves the
traditionally created as set  ghared goal, the attacker can
of steps, similar to a move to the next node.

development process. An
example of a "norma

attack graph can be seen Impact and Benefits:
below:

III

The proposed attack node
would allow modelers to
represent attacks, such as a
botnet spreading through the
network. As more devices
are compromised the
attacker’s probability of
Success Increases.

Attacks such as these are
linear and the attacker
succeeds upon reaching the
final node.
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