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Problem Statement

There is often potential for 
malicious designs to be 
implemented into electronic 
devices. It is difficult to control the 
design process and especially hard 
to detect these threats. One of the 
main threats is insertion of 
hardware Trojans, which we 
attempt to identify by examining 
SystemVerilog coverage for input 
signals.

Objectives and Approach

 Correlate low coverage of input 
signals to nodes suspected of 
containing Trojans

 Create a more efficient way of 
generating cover groups

Implementation:

 Start with an FPGA design, 
generate a Boolean network to 
identify inputs of each Boolean 
node, do so automatically by 
parsing inputs in a Python script

 Define a SystemVerilog cover 
group for each Boolean node and 
its inputs and output

 Run simulation of design including 
cover groups 

Boolean Network with attributes

Results

 Preliminary results:

 Correlation of coverage data 
and critical nodes, but large 
number of false positives

 Work on improving 
sensitivity especially for 
nodes with large number of 
inputs

Impact and Benefits

 Help detect suspicious logic in 
devices that can be used for 
applications ranging from 
financial to military security

 Can determine whether or not 
coverage analysis can be used 
as an effective verification tool 
to identify Trojans 
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