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Abstract:

We gathered metrics from a number of Static Application Security Testing (SAST) and Dynamic
Application Security Testing (DAST) tools to quantify their effectiveness at detecting software security
flaws. The OWASP Benchmark, which contains code with known security vulnerabilities, was used to
provide ground truths for evaluation. Interim results are presented, with the goal of learning about and
identifying security tool candidates for inclusion in software development processes and automated
build pipelines.

Introduction: Procedure:

Software made in the government sector has the Set up a testing environment on an Ubuntu
highest prevalence of highly exploitable 18.08 virtual machine.

vulnerabilities, such as cross-site scripting and

e : ; Set proxies to allow the pulling and building of
SQL injection, according to Veracode’s 2017 State the OWASP Benchmark on the VM.

of Software Security report.

Sandia develops custom, high-consequence
software for a wide range of customers. Using
tools to automate finding security flaws in Configure tools to run against the OWASP
software is important in helping to protect Sandia’s Benchmark

reputation and national security.

Research commercial and open source security
tools for analysis and gathered options.

Record results and organize by logistical
statistics (e.g. memory usage, time taken to

Results: run, etc.)

Benchmark v1.2 Scorecard for Xanitizer Benchmark v1.2 Scorecard for FBwFindSecBugs

W 4: Command Injection {115%)
- W B: Cross-5ite Scripting (37%)
B C: Insecure Cookie (100%)
WD LDAP Injection [16%)
- W E: Fath Traversal (10%9%)
W F: SGL Injection (5%
B G: Trust Boundary Violation (19%)
W H: Weak Encryption Algorithm (54%)
B | Weak Hash Algorithm [69%)
B | Wealk Random MNumiber [100%)
- W K XPath Injection (5%)
W L. Average Score for this Tool (38%)

m A: Command Injection {64%)
m B: Cross-Site Scripting (63%)
m C Insecure Cookie (1005%]
m O LDAP Injection {8 75]
- m E: Path Traversal (83%)
m F: SO Injection (84%)
m 5 Trust Boundary Violation [ 72%)
m H ¥YWeak Encryption Algorithm (76%)
m [ Weak Hash Algorithm (63%)
m J: Weak Random Number (100%)
m K XPath Injection [90%;)
m L Average Score for this Tool (82%)
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Figure 1: Report for Xanitizer Figure 2: Report for FindSecBugs

Six different SAST tools were run against the OWASP Benchmark. Figure 1 shows the best score, and
Figure 2 the runner-up. The vulnerabilities exploited are part of the OWASP Top 10 with an overall score
rating the tool averaged.

Future Steps:

Gather metrics from resource-intensive DAST tools against the OWASP Benchmark on Carnac, integrate
the best tools into CI/CD pipelines, and establish and maintain secure software development practices.
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