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Watching the Watchers

Problem Statement:

Bitcoin processes a mere 7 
transactions per second (tps), 
compared to Visa’s 45,000 tps. 
The Lightning Network (LN) is a 
proposed scaling solution. LN 
consists of payment channels 
(Alice routes a payment to 
Charlie through Bob) that use 
Bitcoin’s blockchain as a trust 
anchor. Numerous fast, cheap, & 
secure transactions only require 
two bitcoin transactions. 
Watchtowers are a mechanism 
to help prevent fraud in the LN. 
The security properties of 
watchtowers are not yet well 
understood.

Objectives & Approach: 

We investigate the security 
properties & effectiveness of LN 
watchtowers by constructing  

 A threat model (including 
attacks), 

 A user model (using real-
world data)

 Multiple watchtower models, 
including incentive schemes 
and different configurations

We test the effectiveness of 
different watchtower 
configurations by running 
actual LN software in realistic 
emulation environments. This 
approach produces results 
better postured for validation.
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Impact and Benefits: Our experimentation and analysis will 
1) inform watchtower construction/incentivization for security, 

2) inform user best practices for minimizing risk of LN fraud, and

3) inform cybersecurity analysts on protection/mitigation strategy 
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