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A Network Security System

The security system may be very
good at discovering loCs, but there
needs to be a way of measuring just
how effective it can be. One of the
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* Our Approach:

One strategy for solving this is to collect
all of the publicly available 10C data on the
Internet, along with the date for when they

; : 2 ; PUBLIC DATA SECURITY SYSTEM DATA
were first discovered, into a single source. loC: Discovered: loC: Discovered:
We can then compare the “first discovery” Badware.com 3/9/2017 Malware.com 4/5/2016 %
: - Trojan.net 8/1/2017 Trojan.net 71212017 |
times of each loC with those of any same Phishing.xxx  5/10/2015 Phishing.ru 5/1/2015 S
loC that the security system we want to C2.hijack.exe  7/3/2014 C2.hijack.exe  7/3/2013 8
: Evil.org 7/7/2017 Evil.org 713/2017
te.St has also fOUﬂ(;I. I the_securlty SyStem Nwylf.com 4/6/2018 Keylogger.co.uk 6/28/2017 @
discovered them first, or it has loCs that NotSafe.html  6/13/2017 NotSafe.html  6/13/2017  ©
are not even yet known to the pub”c, this Not.Surprise.it ~ 3/6/2009 Surprise.dl 12/25/2017 %

TOps3cr3t.pdf 11/1/2016 TOps3cr3t.pdf 11/1/2016

IS a strong indication of the effectiveness
of the security system.

This project is focused on the collection and organization of the publicly available 10C data. Our application
continuously collects 1oC data daily from dozens of public sources, with careful attention to when each indicator was
first discovered and the strength of each source. The strength of a source can be measured by how many new loCs
are collected daily from the source, which of them are false positives (IoCs which aren’t really “bad actors” after all),
and how much information is collected about them. We channel that collected data to a central database where other
teams can then compare what we found to the loC data captured by the security detection system being evaluated.
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