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Material Protection Accounting and Control
" Technologies (MPACT) Program Area

- The MPACT working group, part of DOE NE focuses on
R&D related to domestic safeguards and security for
nuclear fuel cycle facilities.

* The group has been working toward a 2020 Milestone
to demonstrate Safeguards and Security by Design
(SSBD) for next generation nuclear facilities.

- The 2020 milestone is encompassed in a Virtual
Facility Distributed Test Bed that incorporates
measurement technologies, data from field testing,
and mod/sim tools to demonstrate SSBD.

- The milestone uses an electrochemical processing
facility as an example, but the tools can be extended
to other fuel cycle facilities.




Virtual Facility Distributed Test Bed
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MC&A System Design Process:

Define MCE&A Regulatory Requirements
Facility Characterization

Requirements Materials and Forms

l Establish MBAs
Design MC&A EA/ASPS
SyStem ltem Accounting

' Establish MBPs

Error Propagation
Evaluate MC&A piversion Scenario

Evaluate PPS performance Tests

System Analysis (Mod/Sim)
. T~ Redesign __|
MCE&A System
Final MC&A

System Design

System Design Process (Regulatory
Requirements Follow a Graded Approach)

PPS System Design Process:

Regulatory Requirements

Define PPS Facility Characterization
Target Identification

Requ1rements Design Basis Threat

l

. Detection
Design PPS  Delay
I Response
Path Analysis

' \ Mod/Sim

Redesign

Final PPS P>
Design

DEPO, ref: M. L. Garcia, “Design and Evaluation of Physical Protection |
Systems, 2" edition,” Sandia National Laboratories (2008).
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Facility Design Starts with the Flowsheet
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« | Material Balance Area Structure
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7‘ Focusing on Finalizing the MC&A Approach
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.| Facility Model was Created in Blender
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1 Example PPS Layout
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Adversary Attack Scenario (Process Level)




Adversary Attack Scenario (Basement Level)




12‘ Diversion Scenario Results Placeholder

Diversion Measurement Uncertainty
Type
All 1% All 3% All 5% (IAT/ER/OUT) (IAT/ER/OUT)
1%/3%/1% 3%/1%/3%
100 34 15 67 97
90 25 6 23 67
52 14 7 8 30

» This table shows the detection probability for various
types of diversion (of Pu) as a function of measurement
uncertainty on the three key measurement points.

- We plan to maintain this type of parametric analysis but
also add two additional columns for best case options
based on experimental results.

- Note this assumes a material balance period of one
month.




s 1 Screibe3D © Simulation Results — 4 Adversaries
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111 JNMM Special Issue

* Overview Paper, “The MPACT 2020 Milestone: Safeguards and
Security by Design of Future Nuclear Fuel Cycle Facilities”

* Flowsheet and Facility Design Paper

- “Safeguards and Security Modeling for Advanced Nuclear Facility
Design”

» Advanced Integration of Echem Safeguards Measurements

- Echem Safeguards Measurement Technology Development at ANL
* Echem Safeguards Measurement Technology Development at INL

- Echem Safeguards Measurement Technology Development at LANL
* University Research to Support Echem Safeguards




1 Summary

- The Virtual Facility Distributed Test Bed utilizes
modeling and experimental work at test beds
across the laboratory and university complex to
solve safeguards and security challenges for
nuclear fuel cycle facilities.

- The JNMM special issue will focus on SSBD for
electrochemical reprocessing facilities, but the
concepts can be extended to other fuel cycle
facilities.




