Vince Urias

3 tad ;
e TI B S/AND2020- 643 3PE

g e

-
S
—
—
-—
-
-—

SANDIA NATIONAL LABOlgil? i
DOE PACT VIRTUAL SHOW "//
-~

P e
/

¥

Sandia National Laboratories i$'a multimfssion laboratory managed and operated by Natienal Technology and  #

Engineering Solutions of Sandia, LLC., a wholly owned subsidiary of Honeywell International, Inc., for the U.S.
Department of Energy's National Nuclear Security Administration under contract DE-NA-0003525.



Business Problem

When cyber incidents occur
In the cloud, the SOC

?
Analyst has no visibility N2
beyond the hypervisor. S
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Technical Challenge
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ypervisor instrumentation

with minimal overhead
= Hypervisor agnostic

= (OS agnostic
= Common data model
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Solution Architecture

Virtual Machine Introspection (VMI)
= Sandia has developed a custom

VMI implementation to address
the issue of overhead.

= Platform agnostic
= Text and binary data collection

Allows correlation with other
sources
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Development History & Results

Principal Investigator Research Team

Vince Urias William Stout

= 20 Years of Cyber experience at Sandia Labs Caleb Loverro

= Numerous national awards
Technology Readiness Level (TRL):

Developmental History TRL 6 as of June 2020
2016 Initial Development starts
2017 First disclosed (Dec) IP Protection
2019 R&MD 100 Winner (May) = Patent Application # 16/051,005 filed July 31,
2018
= Copyright approved for commercial licensing —
Funding History May 2018
~$1M LDRD
© Saqdl Market Validation
@ Nationa
3 Lahoratories 2 government deployments

splunk:

Partner



Technical Requirements & Benefits

TECHNICAL REQUIREMENTS

Access to the Hypervisor

Designed for laa$ from the start

Off prem and on prem cloud-ready

BENEFITS



Technology Roadmap CHIRP
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Private sector
pilot for market
validation

Management Expanded Improve Rigorous

Dashboard Analytics Deployment Documentatio
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Solution Architecture &R P

DEMONSTRATION

Vignette Demonstrations
=  Module Dumping

= Key Extraction
= Shell
= Carving

' ~ /%RTUA[L
i MACHINES

Binary Data &

y M i = System Call Decoding

ol <)|||m||| = Reverse Engineering Pipeline
= Big Data Extraction
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Key Extraction (BE'IR P
DEMONSTRATION

W Search Terminal Help

Terminal
caleb@ubuntu: ~/kvmi
s sudo insmod kvmi.kol 59,RSA 01dbfcde9f3ssaro 83033c7847de4eB5b8076d6aob61763a2227454c168C6F616409160d77a 0646bb013278297b462095176a27d37
21868788,RSA aab45d0211b57615 63032123 2a762198d3d7169e4d5b045b507189b33e74429aac0d6b785735b7d2a076d1 68d3as52718fd2
1493911780474181648,RSA 16037d29¢ 3 2988155937 547eff955b99dd65¢71a675d371d0931cddB81008CT6144d38b0 df53b3b2723¢17,
1493911780557985744 ,RSA Bf44b9IC25: 45821b652418045903:
1493911780584985857 ,RSA 14558782¢ 03832ec29c8ababc9agabaega21671c53d84cfb1b92b166e2ad6465 fdaccezee764cadocccbeled17f40acoe6cr159b1

caleb@ubuntu: ~/kvmi

1493911786749249163 ,RSA 74ea53002e95ff8d 0303518588568126ddb1f7baesedeleee5d6458br395dd554fe 2512986934061dfa073bd4cacb1aa30a1091b7d36
14939117807844546 84cale6613f39ed5 03033434b290164083235413FC0a624a7f 1b80ba0BBed!11e8215131bdadde2db2bddS16857092380baf 1e5cce242837
1493911780905908753 ,RSA 6f3a0ff884896110 d2c96ebedc21400c380 946547ded479de9ebbcbeds129436d1335156716bd023768cbbS
1493911780997655690,R5A 7d5b17df93916857 0303bedSesfcoassbcedclSdcfbbS1a3118bce22ccd29fa0rbe1326ble6a136c85ca9d73ecoBb658522abb6391ebessC

911781937153777,RSA c4bb4149599cfb32 830376cTT6bOOIFEI152098f026acdd6173cde7fbS7f78d6bOOSCBABIC213C1fC7T78CO5dae2695e99d5a2443067€S
1493911782176642867 ,RSA 465b819530086164 03032c749caecd5d438d165425806e174ade39c532a11b618d46702a64 1 Ca3418346d541d21dec24a1debadf0685d
,RSA B392bd39abab3das 6303dab134f2bbo9sicife3d79623fb2ch7bzeaass03foacode34606074de bccd198c760684420ef
26,RSA 1cafdacécc7cc2fe 0303ee3210b12bade79c119bd69acs77981bacasf fd18fobafebd17c2ff61e25ce231e15e3663e0c9be87T4bc37617a6

86fbB1d5336c2d45 030321b1f258e3dfcf123832dceebbc6ob16d55b3354509ad67879da3fc71767d730cb2bo193bf af foa7f48e214e820
36586e6c2d76efde 030321209bb264dd4984a14209€23440954e0e89C6246Ba50ac7B750aef 1681 5fc25ccf53e7606bc19e9aco5aclb173

1493911783951666381 ,RSA 16712399829f852e 030382b7b6468554de0B532b2221badf f51a74ef36123; bs5838672a572945¢
1493911784097771786,RSA 1b1bec48924d28bd 1d6096a6a2826cae5e620757df - b 3fb14fd749bbb63ad
1493911784372823795,RSA 48778e918819ccdo 4411c85ce1bSfdf f5489ba3 e fb03b93647a702d2507b978b1926

cesses
aced original exit handler code (89485908244c8948) @ FFFfffffco28e541 * cesses
nabling WP cesses
ning up.. vpcus still in exit handler: @ cesses
gistering chrdev 600000 (kvmi_syscalls) cesses
gistering chrdev f660601 (kvmi_files) cesses
gistering chrdev f600002 (kvmi_procswap) cesses
gistering chrdev f600003 (kvmi_pet) cesses
F' f gistering chrdev 600004 (kvmi_newproc) T — cesses
Irerox gistering chrdev 600005 (kvni_modules) SE——— cesses
$3.0(64-bi) " glstering chrdev 600006 (kvmi_vms) cesses
. gistering chrdev f600007 (kvmi_module_locs) ORI cosses
gistering chrdev 600008 (kvmi_bash_sys_write) cesses
glstering chrdev 600009 (kvmi_files_watch) cesses
R 2 gtstering chrdev f60000a (kvmi_syscalls_decoded) cesses
" gistering chrdev f60000b (kvmi_age) cesses
gistering chrdev f60000c (kvmi_gexec) cesses
gistering chrdev f60000d (kvni_apihooks) cesses
gistering chrdev f60000e (kvmi_sockets) cesses
gistering chrdev f60000f (kvni_firefox) cesses
ning up sysfs.. kvni root kebject: ffffsse0asciidco cesses
nup: fFff8808a9c31640
ning up Windows process change structures..
ning up Linux file descriptor structures..
ning up guest execution structures..
ning up guest aging structures..
bye

sandi go
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Keys used for encryption are extracted from processes (e.g., Firefox, Windows LSASS, etc.
Here, Firefox browses to sandia.gov, RSA keys for the session are extracted.

Able to see within the session... eliminating man-in-the-middle attacks.
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A 4881 4 @ kworker/@:2
4888 1008 1888 bash
4186 ] B kworker/u2:2
4111 a 8 kworker/u2:8
4113 ] 8 kworker/u2:1
4117 1808 1888 vi
28660 ] B xfsalloc
28666 a B xfs_mru_cache
28673 a B jfslO
28674 a B jfsCommit
28675 4} B jfsSunc T
kvmilB1$ pscarve vi FR O ey
kvmi(B1% version 7.4.1689
Thank you for using KYMI! by Bram Moolenaar et al.
root@eadevnode:~f 1s Modif ied by pkg-vim-maintainers@lists.alioth.debian.org
btrfs iso kvmi .ko | inuxdumpprocs.py shell.py vms Vim is open source and freely distributable
dumpmodules.py kernel |inuxdumpmodules.py scripts vi_4117 . :
root@eadevnode:~# ls btrfs/ ) Becone a registered Vin ust:'r.' )
btrfs metadata type :help register for information
root@eadevnode: ~# cat btrfs/metadata type :q to exit
module: btrfs type :help for on-line help
init: BxffffffffcB28698b type :help version? for version info
exit: BxffffffffcOlcef2l -
num_syms: B I
guest virtual address: Bx=fffffffcBl1306808
size: Bxfl00@
text size: Bxbd4pae
read-only size: BxcB860
root@eadevnode:~f 1s kernel/
memory metadata
root@eadevnode:~# 1s vi_4117/
BB 1 2 3
Sroot@eadevnode: ~§ [

This example shows how the analyst can carve the VI text editor application (process) from the VM
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Reverse Engineering Pipeline

= Track all memory for a process, including all libraries and OS code (not just the binary itself).

= Copy of all these mappings as binary that can be loaded into IDA, with multiple copies so program state can
be analyzed at different times during execution.

= An idapython script is used to relocate all those mappings to correct locations, providing the reverse
engineer deep insight into a given process.

File Edit Jump Search View Debugger Options Windows Help
SH ey B8 8 3 o DO FfFv2 e X > @O O Remote GDB debugger v %t @*F

Library function [ll Regular function |l Instruction © Data [l Unexplored  External symbol

(7] Functions win... X [ Names win... X DA Vie.. X | R Occurrences of binary: D87EE... X B Occurrences of binary: 94 E1 7... X (5] Program Segmenta... X [(A] Struct.. X . X Eiimp.. X ([@#Exp.. X

Name - sample_exe_wow64 : 00404DAD pop ecx -
sample_exe_wow64 : 00404DAE pop
U‘ SMMsinCRIStArtupEOrGS i) sample_exe_wow64 : 00404DAF mov dword ptr [ebp-4], OFFFFFFFER
£| __security_init_cookie_1 sample_exe_wow64:00404DB6 mov. eax, esi
£| EnumDeviceDriversStub(x,x.x) sample_exe_wow64 :00404DBS Jmp short loc_404DF7
£| K32EnumDeviceDrivers(x,x.x) '-Pie_exe.vo':::gg:g:g: PRt
sample_exe_wow6d : mov ecx, p-
7| GetDeviceDriverBaseNameAStub(x,x,x) aample-sxewowéd ;00404D0D ot iR
oveIes sample_exe_wow64 : 00404DBF mov eax, [eax]
eLEXSUb(X, X, X sample_exe_wow64 :00404DC1 mov [ebp-20h], eax
sample_exe_wow64 :00404DC4 push  ecx
sample_exe_wow64 :00404DC5 push  eax
” sample_exe_wow64 :00404DC6 call  sub_428F1E
POP
Automatically gather symbols -
#| K32GetModuleBaseNameW(x.x.x.x) -
. . . £| EnumProcessesStub(x,x,x) sample_exe_wow64 : 00404DCE mov esp, [ebp-18h)
and library information, and 7 cuprcesmamanrios. oo e oo ostion e
7l :00404DD6 test al, a
y / : ’rf GetProcessMemoryinfoStub(x,x,x) 400404008 Inz short loc_404DE2
£| K32GetProc X.X.X) 0404DDA push dword ptr [ebp-20h]
. 7| GetPerformanceinfoStub(x.x) :00404DDD call  sub_421785
correctly relocate (in memor B s - o o, s
F oc_t : ; sub_ '
£| QueryWorkingSetStub(x,x,x) 0404DE2 emp byte ptr [ebp-1%h], 0
| K32QueryWorkingSet(x,x,x) :00404DE6 Inz short loc_404DED
:00404DES call  sub_421797
:00404DED
:00404DED loc_404DED: ; CODE XREF: sub_404C95+1511)
:00404DED mov dword ptr [ebp-4], OFFFFFFFER
gduleFileNameExA(gg#%. x) 3 mov eax, [ebp-20h]
j§ Enuméroce B xxxal CODE XREF b_404C95+67
sub_ 3
#] EmptyWorkingSetStub(x) SEBL404C95+12315
£] InitializeProcessForWsWatchStub(x) s call sub_405506
£| GetWsChangesStub(x.x,x) :00404DFC retn
:00404DFC sub_404c |
‘/J GetWsChangesExStub(x,x,x) ! = :00404DFC
Line 50222 of 57572 0000 0 : sub_404C95+13C (Synchr wi ox ) -

0 @ ®| (3] Hex View-1

« oo404pp0  Ee CENCYICENCIWEE &4 CO 75 08 FF 75 EO E8 D3 C9
01 00 80 7D E7 00 75 05 E8 AA C9 01 00 C7 45 FC
FE FF FF FF 8B 45 EO E8 OA 07 00 00 C3 E8 69 07
00 00 E9 8E FE FF FF 68 80 8E 7B 00 FF 15 10 64
66 00 C3 8B 4D F4 64 89 OD 00 00 00 00 59 SF 5F
SE 5B 8B ES 5D 51 F2 C3 8B 4D FO 33 CD F2 E8 C9
F4 FF FF F2 E3 DA FF FF FF 8B 4D EC 33 CD F2 E8
B8 F4 FF FF F2 E9 C9 FF FF FF 50 64 FF 35 00 00
00 00 8D 44 24 OC 2B 64 24 OC 53 56 57 89 28 8B
E8 Al 88 EO 75 00 33 C5 50 FF 75 FC C7 45 FC FF

[£] Output window

SeArcning GOWN ASE-SENSLiiVELI LOF DANAry Paciers:
94 E1 7E D8

Searching down CASE-SENSITIVELY for binary pattern: 4
D8 7E E1 94

Searching down CASE-SENSITIVELY for binary pattern:
61 62 66 30 39 66 63 35 61 62 62 61 2E 63 6F 6D
Searching down CASE-SENSITIVELY for binary pattern:
F 6D
Searching down CASE-SENSITIVELY for binary pattern: 3
61 62 66 30 ;

Python 16
AU: idle Down Disk: 666GB
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Feature WIndOW Registry Key Access s X1 4

src_process @ handie ¢ registry_key &
Raw syscalls

sample. exe 84  Extensible Cache

Decoded Sysca”s sample. exe 428 Software\Microsoft\Windows\CurrentVersion\Internet 5.0\Cache
sample. exe 428 Extensible Cache

PID/proc name extraction sanple.cxe 18 Softuare\Microsof t\windoks\CurrentVersion\Internet Settings\5.0\Cache
sample. exe 184 Extensibl

Guest eXeCuthn sample. exe 428 Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
sample. exe 428 Extensible Cache

sample.exe 184 Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.8\Cache

Kernel carving

ist\Service

sample.exe 4 Software\Microsoft\Windows NT\CurrentVersion\

Module carving

sample.exe 184 \REGISTRY\MACHINE\SOFTWARE\Wow6432Node\Piriform\Agomo

sample. exe 184 {91150000-0011-0000-1000-0000000FF

sample. exe 184 (90150000-0125-0409-1000-0000000FF 1CE}

Process carving

- - sample.exe 184 {90150000-0117-2. 1000-0000000FF 1CE}
Process tracking (start & exit)

File extraction

sample.exe 184

0-0000000FF 1CE)}

sample.exe 184 1000-0000000FF 1CE} oxe

Biometrics

Z < < < < < < < < <
< Z < < < < < < < <
= Z= ZBE = 2 <

sample. exe 184 (90150000-00C1-0000-1000-0000000FF1CE) oxo
Socket ChardeV sample. exe 184 (90150000-008A 060-0000000FF 1CE}
sample. exe 184 (90150000-00A1-0403-1000-0000000FF 1CE}
1 3 4 7 8 !
Page Execution Coverage (Including Libraries) Page Execution Coverage (binary only)
pages_of_code * pages_touched = percent_coverage < total_pages = pages_touched = percent_coverage <
NtOpenProcess
9621 1662 17.27471156844403 821 393 47.868453105968335
src_process * dst_process * access_mask ret s
E O i
Q 4 D 4
Running Processes Loaded Modules samp. conhost . exe
sample.exe cmd. exe
pid wow64 fullname = size ¢ loadcount driver =
. ~ & - a sample.exe GoogleUpdate. e
: : name % user * commandiine 2
\winc \system32\aelups 15 1 3 = . =
c:\windows\system32\aelupsvc.d11 5000 y e sample.exe explorer. exe ACCESS_MASK: 1000 STATUS_SUCCESS: 0x0
504 1 sample.exe user C:\Users\user\Downloads\sample.exe
C:\Windows\system32\srvcli.dll 19000 2 0 sample.exe taskeng. ex 1000 STATUS_SUCCESS: 0x0
7 nhost.exe SYSTEM \?77\C:\W \system32\ t.exe
0 @  conhost.exe SYSTE \C: \Windows\system32\conhost.exe o N s\ ataadn bt il 080 : o e Teiihast oxe. (:1000 STATUS_SUCCESS:: 00
31c '] cmd. exe user cmd /c ''D:\launch.bat' ' sample.exe svchost.exe 1000 STATUS_SU
C:\Windows\system32\netapi32.dll 11000 1 0
294 @ rundll32.exe user 'C:\Windows\system32\RunDLL32.EXE" sample. exe svchost. exe :1000 STATUS_SUCCESS: 0x0
C:\Windows\system32\uxtheme.dll 80000 4 0
Shell32.DLL,ShellExec_RunDLL " * sa svchost. exe ACCESS_MASK: 1000
D:\launch.bat [ 1 ‘ 2 3 4 5 6 7 8 9 10 ne
sample.exe spoolsv.exe ACCESS_MASK: 1000 STATUS_SUCCESS: 0x0
7b0 0 ipconfig.exe user ipconfig /renew 2 3 4 6
[1]2 3 4 5 6 7 ne
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Business Problem

Real-time forensics and
incident response for
Cloud Service Providers
providing deeper analytics
of security incidents—
leading to better protection

and improved visibility.
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Solution Architecture

Cloud user accesses the
cloud system to instantiate a VM

Virtual Machine Introspection (VMI) The CHIRP VMI module is
= Sandia has developed a custom R ine Cloud host
VMI implementation to address The CHIRP intercepts

communication between

the issue of overhead. guest and host

) .
Platform agnOStICS Binary data is extracted from
= Text and binary data collection the VMI and output to the host

" Allows correlation with other Textual metadata is extracted
sources from the VM and output to the host

Analyst accesses CHIRP to
perform duties



CHIRP Process Flow

Cloud user accesses the Cloud system to instantiate a VM

VM specification is sent to a hypervisor on the host. Hypervisor allocates resources to the guest VM and starts it.

The CHIRP VMI module is loaded on the Cloud host

CHIRP is injected into kernel-space of the host Cloud server CHIRP detects hypervisor and places itself in the same administrative domain

A 4

The CHIRP intercepts communication between guest and host
CHIRP hooks VM-exit handler, assuming hypervisor functions Dynamically detects all VM Operating Systems and state on the host

A 4

Binary data is extracted from the VM and output to the host

Binary data (memory, files, documents, malware, etc.) stored to the host Binary data are analyzed

A 4

Textual metadata is extracted from the VM and output to the host

Textual data is correlated against other data (network, system) in the SIEM

>

Security Information and Event Management (SIEM) system

reverse engineers malware, etc.) indicators of compromise or attack aid/prolong an investigation




Demonstration Outline

Vignette Demonstrations
* Module Dumping

= Key Extraction

= Shell

= Carving

= System Call Decoding

= Reverse Engineering Pipeline
= Big Data Extraction



Interactive Shell

[ = . wnode Gl [ VNC: QEMU
root@eadevnode:~8 8 This is the host ubuntuBubuntul604um:~$ 8 This is the guest
rootBeadevnode:~H . /shell.py ubuntuBubuntu1604un: ™S

Welcome to the KVMI ell. Type "help’ or to list command
If this is your first time, run the first_time command

——

kvmi$ first_time

The general workflow for the shell is to list the running VMs with the “list"
command

After doing that., you should "select’
e it commands

kvmi$ help

a VM to issue commands to, and then issu

nds (type help <{topic>)

Documented com

select
t_flag
shell
vrite_memory

kernelcarve
jguest_execute |list

kvmi$ list
List of VMs
(8] pid 4
kvmi$ select B
kvmi (8% I

|70

An interactive shell can be used by the
analyst to gather information non-
obtrusively from the VM in real-time.

ib_core
ib_addr

_tep
libiscsi
I_transport_iscsi
autofsd
I btrfs

raidig

psmouse
Ml pata_acpi
floppy

[dkvmitels i

parport 19152

mac_hid 16384
ib_iser 4915
rdma_cn 49152
iv_cn 45056
ib_cm
ib_sa
ib_nad

ib_core ¢ 2 b_cm, ib_sa,iw_cn, ib_nad,
ib_addr 20480 2 rdma

iscsi_tcp
libiscsi_tep, iscsi_tep, ib_iser
csi_tcp, ib_iser, libiscsi

21d6_recou 2 raid456
nencpy 384 2 raid456,async_raid6_recov
2id456,async_raidé_recou
pq.raid456,async_raidb_recov
Pq.raid456,async_xor ,async_nencpy,async_raidé_recov
Z ync_xor
4 async_pq,raid456,btrfs,async_raid6_recou
libere32 raid456
raid1
raido
multipath
linear
hid_generic
bhid
hid 2 hid_generic,usbhid
psmouse ]

pata_acpi
f loppy
ubuntufubuntu1604um

List VMs

List libraries in use
List modules executed
List file descriptors

List running processes
Write into memory/process
Start processes on the VM
Carve objects from memory
 Files
« Operating system kernel



System Call Decoding

o :mh=00:pi=40;33:50=01;35:do=01;35:bd=40;33;081:cd=40;33;01:0r=46;31;01:mi=00:su
=37:;41:509=30,43:ca=30;41:tw=30;42:0w=34;42:5t=37;44:ex=01,;32: %, tar=01;31:%, tgz
=@1;31:%.arc=01;31:%.ar j=01;31:%,taz=01;31:%.1ha=0B1;31:%.124=01;31:%.1zh=061;31
¥ 1zma=01;31:%.t12=01;31:%. txz=01;31:*.tz0=081;31:*.172=01;31:%.zip=01;31:%. 2=
B1;31:%.2=01;31:%.dz=01;31:%.92=01;31:%,1rz=01;31:%.12=081;31:%,1z0=01;31:%. xz=
@1;31:%.bz2=01;31:%.bz=01;31:%.tbz=01;31:%, tbz2=01;31:%,t2z=01;31:%.deb=01;31:*
.rpm=81;31:*, jar=01;31:* war=01;31:* ear=01;31:%.sar=01;31:%.rar=01;31:%.alz=0
1;31:% ace=81;31:%,z00=081;3. ..

r3=Bx232941008, syscal 1 _cr3=8x23294100808, syscall_num=12,brk(Bx8) = 16924672
15878664898712767083, 0s=1inux, sysret, vcpuid=6Bx1, process="1s",pid=1499, current_c
r3=8x232941800, syscal 1 _cr3=8x232941008, syscal 1 _num=21, access("/etc/1d.so.nohwc
ap", 8) = -2
1507866489871311517,0s=1inux,sysret,vcpuid=8x1,process="1s",pid=1499,current_c
r3=0x23294180808, suscal 1l _cr3=6x232941808, syscal 1l _num=9, mmap(Bx@, 8192, PROT_RERD
IPROT_WRITE, MAP_PRIVATEIMAP_ANONYMOUS, -1, B) = Bx7f59761a0000
1507866489871352172,0s=1inux, sysret, vcpuid=0x1,process="1s",pid=1499,current_c
r3=0x2329410800, syscal 1 _cr3=8x232941000, syscal 1 _num=21, access('"/etc/ld.so.prelo
ad", Bx4 /x ?_0K */) = -2
15070664898713900846, 0s=1inux, sysret,vcpuid=0x1, process="1s",pid=1499,current_c
r3=0x2329418008, syscal 1 _cr3=08x2329410880, syscal 1 _num=2,open("/etc/1d.so.cache",
0_CLOEXEC, Bx1) = 3
1587866489871425128, 0s=1inux,sysret, voguid=08x1, process="1s",pid=1499,current_c
r3=0x232941808, suscal | _cr3=Bx232941008¢|, syscall_num=5, fstat(3, {st_dev=makedev(
252, @), st_ino=132987, S_IFREGIB644, =st_nlink=1, st_uid=@, st_gid=8, st_blksi
ze=4@96, st_blocks=48, st_size=28501, st_atime="1587864516", st_atime_nsec="92
4pPEPRR", st_mtime="1489682883", st_mtime_nsec="2120000088", st_ctime="14896828
89", st_ctime_nsec="212000088"}) = @

1507866489871474389, 0s=1inux, sysret,vcpuid=0x1,process="1s",pid=1499,current_c
r3=0x232941808, suscal | _cr3=8x2329418808, syscall_num=9,mmap(Bx8, 28581, PROT_RER
D, MAP_PRIVATE, 3, B) = Bx7f597619a000
1;@7866489871585829,05:1inux,susret,vcpuid=8x1,process:“ls”,pid:1499,current_c

1507866489871185216,0s=1inux,sysret,vcpuid=0x1,process="1s",pid=1499,current_c

| VNC: QEMU
fexecve("/bin/ls", [VIs"1, [/% 19 vars =/1) = 0
| brk (NULL) 0xB820000
access("/etc/1d.so.nohucap”, F_OK) -1 ENOENT (No such file or directory)
mmap(NULL, 8192, PROT_READIPROT_WRITE, MAP_PRIVATE IMAP_ANONYMOUS, -1, 0) = 0x?fad2f975000
access("/etc/1d.so.preload”, R_OK) = -1 ENOENT (No such file or directory)
"', O_RDONLYIO_CLOEXEC) = 3
size 01, ...}) 0
, 0) = 0x?fad2f96f000
0
setcs1d.so.nohucap”, F_OK) -1 ENOENT (No such file or directory)
1ib/x86_64-1inux-gnuslibselinux.so.1", O_RDONLYIO_CLOEXEC) = 3
3 N1?77ELFNZNININONONONONONONONONONINOXNONINONONONZHOZNONONONONONO " . . .,
|fstat(3, {st_mode=S_IFREGI10644, st_size=130224, ...}) = 0
mmap (NULL, 2234080, PROT_READIPROT_EXEC, MAP_PRIVATE IMAP_DENYWRITE, 3,
nprotect (0x?fad2f54f000, 2093056, PROT_NONE) = 0
nmap (0x?fad2f74e000, 8192, PROT_READ IPROT_WRITE, MAP_PRIVATE IMAP_FIXED IMAP_DENYWRITE, 3, Ox1e000) =
0x?f ad2f 74e000
nnap (0x?fad2f 750000, 5856, PROT_READIPROT_WRITE, MAP_PRIVATE IMAP_FIXED IMAP_ANONYMOUS, -1,
A2 750000

832) = 832

0) Ox?f ad2f 530000

0) Ox?fal
=0
s("/etc/1d.so.nohucap”, F_O 1 ENOENT (No such file or directory)
lopen("/1ib/x86_64-1inux-gnu/li .6", O_RDONLYIO_CLOEXEC) = 3
read (3, "N1?77ELFNZNININ3NONONONONONONONONINOINONINONONOPNENZNONONONONO". . .,
fstat(3, {st_mode=S_IFREGI0755, st_size=1864888, 3 =0
mmap (NULL, 39 PROT_READ IPROT_E , MAP_PR £ IMAP_DENYWRITE, 3, 0)
mprotect (0x?fad 26000, 2097152, PF NONE) =
| nnap (0x?fad2f526000, 24576, PROT_READIPROT_WRITE,
0x7f ad2f 526000
mnap (0x?fad2f52c000,
52c000

832) = 832
0x?fad2f 167000
MAP_PRIVATE IMAP_F IXED IMAP_DENYWRITE, 3, Ox1bf000)

14752, PROT_READIPROT_WRITE, MAP_PRIVATE IMAP_FIXED IMAP_ANONYMOUS, -1, 0) Ox?ﬂ
=0
"setc/1d.so.nohucap”, F_OK) -1 ENOENT (No such file or directory)
ib/x86_64-1inux—-gnu/libpcre.so.3", O_RDONLYIO_CLOEXEC) = 3
read (3, “N\177ELFNZNININONONONONONONONONONINO>NONINONONOOOONZSNONONONONOND " . . .,
fstat(3, {st_mode=S_IFREGI0644, st_size=456632, ...}) 0
mmap (NULL, 4096, PROT_READIPROT_WRITE, MAP_PRIVATE IMAP_ANONYMOUS, -1, 0) = Ox?fad2f96e000

832) = 832

This example shows how an analyst can further watch actions on the VM through system call analysis.
Decoded system calls with parameters are shown in the shell, with an strace of the ‘s’ program in the right side (VM).



Module Dumping
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Executed binaries are extracted automatically from the guest virtual machine.
Here, on initial boot, 500 modules (dynamic linked libraries (*.dll), executables (*exe, *.sys)) are extracted.

From boot up onward, CHIRP captures valuable information.



