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When cyber incidents occur
in the cloud, the SOC
Analyst has no visibility
beyond the hypervisor.
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• Ephemeral nature of
cloud environment

Hypervisor instrumentation
with minimal overhead
Hypervisor agnostic

OS agnostic

Common data model

Broad data set collection
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Solution Architecture CHIRP
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Binary Data &
Textual Metadata
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Virtual Machine Introspection (VN/I
Sandia has developed a custom
VMI implementation to address
the issue of overhead.

Platform agnostic

Text and binary data collection

Allows correlation with other
sources

)



Principal Investigator
Vince Urias

• 20 Years of Cyber experience at Sandia Labs

• Numerous national awards

Developmental History
2016 Initial Development starts

2017 First disclosed (Dec)

2019 R&D 100 Winner (May)

Funding History
-$1M LDRD
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C
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Ci.

Sandia
National
la tories

splunk

Research Team
William Stout
Caleb Loverro

Technology Readiness Level (TRL):
TRL 6 as of June 2020

IP Protection

• Patent Application # 16/051,005 filed July 31,
2018

• Copyright approved for commercial licensing —
May 2018

Market Validation
2 government deployments



Technical Requirements & Benefits

TECHNICAL REQUIREMENTS

ccess to the Hypervisor

Designed for laaS from the start

BENEFITS

Real-time dynamic response

• Configurable logging 4 incident response or forensics



Management
Dashboard
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Expanded
Analytics

Improve
Deployment

Bringinc CHIRP to Market

Private sector
pilot for market

validation
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Vignette Demonstrations
Module Dumping

Key Extraction

Shell

Carving

System Call Decoding

Reverse Engineering Pipeline

Big Data Extraction
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Firefox
$1016•100 whe,ne•

radosisdeugnelepseses •
mew, to ...km Sem op., me see NS.0010...,-

Waitte Migg Ala. • avertven 9, se M.

4....34,1n/OnnfEkan leewayb sn.sr, or, •

were unhenked successfully..

aced original exit handler code (094.04182.44clelda) 0 ,,,,, fffcalgesel
nabling
nine up.. vpcus still in exit handler. a
gtstering chrdev f6008.1 (kvsl_syscells)
gtstering chrdev feted. (koml_files)
,,,,,, tog chrdev f600002 (kvsl_prosseep)
glsterieg chrdev f6e0003 (kvai_pet)
gistering chrdev feaaata (kvni_newproc)
gistefieg chrdev f600505 (kesi_modules)
gistering chrdev friaadaf. (kval_vas)
pi ttttttt chrdev fe60062 (kvni_module_locs)
gistering chrdev fe0000a (kvni_besh_sys_welte)
glstering chrdev 1.6•50.59 (kvell _files_smtch)
gistering chrdev feeeado (kvni_syscalls_decoded)
glittering chrdev feed.. (konl_ele)
gistering chrdev fSeatlec (kvni_gexec)
gistering chrdev feadagel (kvai_spihooks)
at tttttt g chrdev fladalle (kvni_seckets)
gistering chrdev feedeaf (kvoli_firefox)
nine up sysfs.. hunt root kobject: ffffff 0.10[314CP
nUp: ffff68eeetc31640
nine up Windows process change structures..
nine up Linos file descriptor structures..
ning up guest execution structures..
nine up guest *ging structures..
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• penele Seedbed,
• Comm I,

irtyteJan

ceSSeS
CeSSCS
CeSSeS
CeSSCS

Ce534e5

feSS.

CeSS.

CeSSeS

CeSSeS
ceSSeS

on are extracted from processes (e.g., Firefox, Windows LSASS, etc.)
to sandia.gov, RSA keys for the session are extracted.

session... eliminating man-in-the-middle attacks.



LA
4081
4088 100
4106
4111
4113
4117 100
28660
28666
28673
28674
28675

cvmi[O]$ pscarve vi
(vmi[0]$
11-lank you for using KVMI!
-oot@eadevnode:mti Is
Avis iso kvmi.ko
iumpmodules.py kernel linuxdumpmodules.py
-oot@eadevnode:-41 ls btrfs/
ytrfs metadata
-oot@eadevnode:-# cat btrfs/metadata
nodule: btrfs
init: Oxffffffffc020698b
?xit: 0xffffffffc01c6f21
lum_syms: 0
juest virtual address: 13x-;-fffffffc0113000
?ize: Oxf1000
text size: 0xb4000
-ead-only size: 0xcE3000
-oot@eadevnode:-11 ls kernel/
nemory metadata
-oot@eadevnode:-41 Is vi_4117/
] 1 2 3
-oot@eadevnode:.4 I

100

100

1

kworker/0:2
bash
kworker/u2:2
kworker/u2:0
kworker/u2:1
vi
xfsalloc
xfs_mru_cache
jfs10
jfsCommit
jfsSync

linuxdumpprocs.py shell vms
scripts vi_4117

VIM - Vi IMproved

uersion 7.4.1689
by Bram Moolenaar et al.

Modified by pkg-vim-maintainers@lists.alioth.debian.org
Vim is open source and freely distributable

Become a registered Uim user!
type :help register for information

type :y to exit
type :help or for on-line help
type :help version7 for version info

0,0-1

This example shows how the analyst can carve the VI text editor application (process) from the VM



Reverse Encineerinc Pipeline CHIRP
DEVONSTRATION

• Track all memory for a process, including all libraries and OS code (not just the binary itself).

• Copy of all these mappings as binary that can be loaded into IDA, with multiple copies so program state can
be analyzed at different times during execution.

• An idapython script is used to relocate all those mappings to correct locations, providing the reverse
engineer deep insight into a given process.

Automatically gather symbols
and library information, and
correctly relocate (in memory)

OA - Ida 1537808852287511154 808888802116708 s6mple.exe.ble.164 /hoes/r)stro/deen/148.1537888852287511154 808110913132t147088.seeple.exe.bin.164

fde Edit lump 5 arct yiew Debygger pptoos Windows Help

.1'; 61 * • * • T. SNJ !a. 4 ,a 4-1 O ,4t, ..uu Remote GDR debugger - ,, š Jr B.'

Library function • Regular function Instruction Data Unexplored External symbol

FulsOfionsysin_. X ,2 Nannestian." X

Nanle

DOMainCREStartupFonGElx.x.xl

fj_SKUrityjnit.SOOkie..1

EnurnDevkeDriversStublucxl

li 632EnurnDevice0nvers(C.0

lj GetDevkeDrivenBaseNanneAStublxi,x)

II K32GetD eA0ix,xl

flOV dungSetExStubbtAK

eryWorkmpsetExtxxx/

DeviceonverElaseNamieWSWWx,

K32GetDeviceDrivereaseNammOOK.!

GeModuleBaseNarneWSlubbtxxxl

r K32GetModulelilaseNameWlxxxad

Enunlri.044.85855tuM11..r)

1432EnuillrfOCOM.M..X)

/ GemwessmemoryMfostublexol

I K32GetProcessMemoryInf0ltix.4

i GetiletionnanceMfoSWNx.1

K32GetPerlbnnanceInfolx,/

I QueryWorkingSeURtiblxxxl

K32QuetyWodtingSetlxxx)

GetModuleeaseNameAStublxxx.x)

2GetModuWElaseNameMx,xxx/

G odulepileNameExAStublx.x

tlfl K32G uWileNameExA

US Enurripw

t6 EmptyWorkingsetStublxl
lnitialireProcessForWsWatchSWNxl

b6 GetWschangesstub(xxx/
GetWschangesExstubUt.x,x)

tine 50222 of 57572

M. Output window

In IDA Vie X Q Ck4UffenCeS Of binary: 0167EE.- X

semple_ere_wow64,00404DAD
sample_exe_nowde :004040116
sample_ere_wor64:00404DAF
sample_are_wow64,004040116
semple_ere_wow64:00404,0118
sample_ene_wowde :00404D96 .
sample_ere_wow64:004040111
aample_ere_wow64:00404030
sample_ere_wow64:00404DIF
sample_ere_wow64:004040C1
sample_ere_wow64:004040C4
sample_ene_wow64 ,00404DC9
sample_ere_row64,004040C6
Sesple_exe_wow64:00404DCB
eample_ere_wow64:00404DOC
sample_ere_wow64:00404DCD
sample_ere_wow64:00404DCE  
rample_ere_wow64:004040C2
sample_ere_wow64,00404001
imeple_are_wow64:004040106
sanple_ere_wow64:004041004
rample_ere_wow64,00404DDA
sample_ere_wow64,0040415015
S6nple_are_wow64:00404002
sample_ere_wow64:00404002 loc_4041.2,
sample_ere_wow64:00404002
sample_ere_wow64:00404006
sample_ere_row64:00404008
sample_ere_wowee :00404060
sample_exe_wowal:00404015D loc_404000,
sanple_are_ro4464,00104D011
sample_ere_wow64:00404DF4
sample_ere_wow64:004040F7
sample_exe_mowda,0040aDS7 loc_404DS7:
..mple_ere_wow64:0040401,7
sample_ere_wow64:004040/7
sample_ere_wow64:00404DFC retn
raleple_ere_wow64,00404DFC eub_404C95
s6mple_exe_wor64:00404DIC

12, Occurrences Of binary: 94 E1 7... X Program Segments_ X A I Struct X E, X g imp X Exp

pup
Pop
mov
mos,

jnp
mos/
mov
mov
mov
pueh

cushall

E4P
pop
retn

ecx
ecx
dword ptr (ebp-4]. OFFFFFFFEh
ear, esi
short loc_4040,7

eco,
ear, (err(
ear. (err)
(abp-20h). ear
era
ear
sub4211FIE
ecr
ecr

00163001

searcning uown ,mas -son aaaaaaaa Ler u4nary pa 
94 61 76 DB

Searching d.wn CASE -001151TIVELY for binary pattern:
08 70 El 54

searching down CASE-SENSITIVELY for binary pat[ern:
61 62 66 30 38 66 63 39 61 62 62 61 26 63 6F SD

searching down CASE -91DISITIVELY for binary pattern:
63 6r 60

Searching down CASE -SIDISITIVELY for binary pattern:
61 62 66 30

Python

nee
call
test
jnz
pueh
call

one
pie
call

now
Nov

call

oee. 10014-1Shl
emb_421606
al, al
Short 1°0_404062
dword ptr Eebp-20h)
▪ ub4217125

CODE XREF, sub_404C954.143,1
byte ptr [ebp-19h), 0
short 14,0_40406D
sub_421787

, CODE ERE, sub_404C25415111
dword ptr (abp-4), OFFFFFFFEh
ear, 1ebp-20111

, CODE %REF: sub_404C594671
; auli_404CC50123,j

sub_405306

0000000000404001: sub_404C95.13C ISynchronixed with Hex View-1)

now] Ha.mow-i
. 00404000 68 E o co o o. 84 CO 79 OS FT 75 60 ZS OS C9  

00404000
0040401,0

01 00
FE FF

SO 70
FF FF

Eo 00
811 45

75 09
00 EA

110
011

AA C2
07 00

01 00
00 C3

C7 45
68 68

FC
07  

00404E00 00 00 68 FIE FE FF FF 68 BO 86 781 00 FF 15 10 64  
00404E10 66 00 C3 89 4D F4 64 88 OD 00 00 00 00 59 58. 5r 2.2.10 V__
00404E20 56 58 811 ES 50 51 F2 C3 BR 4D PO 33 CD F2 ES C9

—00404E30 re 1,7 Fr r2 69 DA rr Fr Fr es 4D EC 33 CD r2 E8  
00404E40 se F4 FF PT F2 69 C9 Fr rr FF 50 64 FT 35 00 00  

,00404050
00404060

00 00 8D 44 24 OC 22 64 24 OC 53 56 57 09 20 011 ...00.4400.SWA.
68 Al 88 GO 75 00 33 C5 50

0000000000404001: aU1,104C95.11C

FT 75 IT C7 45 rC

tSynchronized with

Fr

IDA View-A)00163001

AU idle Down Di*: 66659



Et Extraction CHIRP
DEMONSTRATION

Feature Linux Windows Mac

Raw syscalls Y Y Y

Decoded syscalls Y Y Y

PID/proc name extraction Y Y Y

Guest execution Y Y N

Kernel carving Y Y N

Module carving Y Y N

Process carving Y Y N

Process tracking (start & exit) Y Y N

File extraction Y Y N

Biometrics Y N N

Socket chardev N Y N

Page Execution Coverage (Including Libraries)

pages_or_code

Running Processes

pld

9621

pages_touched

1662

wow64

: name : user : commandllne

504 1 sample.exe

70 0 conhost.exe

31c 0 cmd.exe

294 0 rund1132.exe

user

SYSTEM

user

user

percent_coverage:

17 27471156844403

Q i 0 4,

C:\Users\user\Downloads\sample.exe

\??\C:\Windows\system32\conhost.exe

cmd /c "D:\launch.bat"

'C:\Windows\system32\RunDLL32.EXE'

She1132.DLL,ShellExec_RunDLL

D:\launch.bat

7b0 0 ipconfig.exe user ipconfig /renew

Page Execution Coverage (binary only)

tottM_pages :

821

Loaded Modules

fullname :

c:\windows\system32\aelupsvc.d11

C:\Windows\system32\srycli.d11

C:\Windows\system32\netutils.d11

C:\Windows\system32\netapi32.d11

C:\Windows\system32\uxtheme.d11

pages_touched percent_coverage

393 47.868453105968335

size :

15000

19000

9000

11000

80000

loadcount : drive:

2

4

2 3 4 5 6 7 3 9 10 nest

Pegstry Key Access

src_process : Pan.:

sample.exe 184

sample.exe 428

sample.exe 428

smple.exe 184

sample.exe 184

sample.exe 428

sample.exe 428

sample.exe 184

simmle.exe 184

sample.exe 184

sample.exe 184

sample.exe 184

sample.exe 184

sample.exe 184

sample.exe 184

sample.exe 184

sample.exe 184

sample.exe 184

Sample.exe 184

sample.exe 184

regIstry_key:

Extensible Cache

Softwarenetcrosoft\Winclows\Currentversion\Internet Settings\s.0\Cache

Extensible Cache

Softwarekvicrosoft\Mindows\CurrentVersion\Internet settings\5.0\cache

Extensible Cache

Software\microsoft\windows\Currentversion\I ernet Settings\5.0\Cache

Extensible Cache

Software\Microsoft\Windows\CurrentVersion\Internet settings\5.0\cache

Software\MicresoftWindows NT\CurrentversionNeeernist\Service

tREGISTWAMACI1IME\SOf1rAPE\nor6432Mocle\eiriform\Agamo

(91150000-0011-0000-1000-0000000MCE)

(80150800-8128-0409-1000-8000000FFICE)

(88150008-0117-0408-1000-0000000FFICE)

(90150000-0115-0409-1000-0000000FFICE)

(90150000-00E2-0409-1000-0000000FFICE)

(88150008-00E1-0409-1000-0000000FFICE)

(90150000-0061-0409-1000-0000000FF10E)

(50150000-0061-0000-1000-0000000FFICE)

(90150000-008A-0404-1040-0400000FFICE)

(90150000-00A1-0409-1000-0400000ffICE)

STATUS_SUCCE55,60.

STATUS_SUCCE55.6,

STATUS_SUCCESS:6,

STATUSSUCCE55:,

STATUS_SUCCE55,0,.

STATUS_SUCCESS.0,1

SiATUS_SUCCESS:0,

STAT115_SUCCES5:0,,

51,41115_5118CE55,40

STATUS_SUCCESS,O,

STATUS_SUCCESS:O.,

STATUS_SUCCES5:0A.

STATUS_SUCCE55,0,.

STATUS_SUCCES5:4,,

56085_SUCCESS,O,

STATU5_91C8E55:0,

STATU5_51188555:4.;

STATUS_SUCCES5:0.,

STATUS_SUCCES5,0..

STATUS_SUCCE55:0,

3 4 5 6 7 8 9 10

NtOpenProcess

Src_proceSS :

SaMple.eXe

saMple.exe

sample.exe

saMple.exe

sanple..e

sanple.exe

sample.exe

sample.exe

dst_process :

conhost.exe

cmd.exe

Googleupdate.e

explorer.exe

taskeng.exe

taskhost.exe

sychost.exe

sychost.exe

suchost.exe

spoolsv.exe

access_masw:

ACCESS_MASK:1000

ACCESS_MASK:1000

ACCESS_MASK:1000

ACCESS_MASK:1000

ACCESS_MASK,1000

ACCESS_MASK:1000

ACCESS_MASK:1000

ACCESS_MASK:1000

ACCESS_MASK:1000

ACCESS_MASK:1000

ret :

STATUS_SUCCESS:000

STATUS_SUCCESS.000

STATUS_SUCCESS:000

STATUS_SUCCESS,00

STATUS_SUCCESS,On0

STATUS_SUCCESS:040

STATUS_SUCCESS:000

STATUS_SUCCESS:000

STATUS_SUCCESS.00

STATUS_SVCCESS:000

11:1 2 3 4 5 6 7

2 3 4 5 6 7 next.
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Real-time forensics and
incident response for
Cloud Service Providers
providing deeper analytics
of security incidents
leading to better protection
and 'mproved visibility.
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Virtual Machine Introspection (VN/I)
Sandia has developed a custom
VMI implementation to address
the issue of overhead.

Platform agnostics

Text and binary data collection

Allows correlation with other
sources

Clo
cloud syste

The
load

com

Binary d
the VMI an

Textual
from the VM an

Analy

d user accesses the
to instantiate a VM

HIRP VMI module is
d on the Cloud host

he CHIRP intercepts
munication between

guest and host

:ta is extracted from
d output to the host

etadata is extracted
d output to the host

bt accesses CHIRP to
perform duties



Cloud user accesses the Cloud system to instantiate a VIV
VM specification is sent to a hypervisor on the host. Hypervisor allocates resources to the guest VM and starts it.

—AV

The CHIRP VV I module is loaded on the Cloud host
CHIRP is injected into kernel-space of the host Cloud serverin— CHIRP detects hypervisor and places itself in the same administrative domain

The CHIRP intercepts communication between guest and host
CHIRP hooks VM-exit handler, assuming hypervisor functions Dynamically detects all VM Operating Systems and state on the host

Binary data is extracted from the VV and output to the host
Binary data (memory, files, documents, malware, etc.) stored to the host Binary data are analyzed

n„+. n1 Textual metadata is extracted from the VV and output to the host1 
I I L.VI 1,-. I I I V 1..1 I l. I I I y

Security Information and Event Manaaement (SIEM) system

Trscrnt-i-c 
data1,./11 y  CACLLA LCD I IICD,

reverse en ineers malware etc.

Analyst accesses C

Textual data is correlated against other data (network, system) in the SIEM

IRP to perform duties

indicators of com romise or attack

Modifies VM state as ri-A-tAi-4ed to

aid/prolong an investigation



Demonstration Outline

Vignette Demonstrations
• Module Dumping

• Key Extraction

• Shell

• Carving

• System Call Decoding

• Reverse Engineering Pipeline

• Big Data Extraction



Interactive Shell

 JJ
rontPeadeorlede,41 II This 15 the host
romWeddevnode,41 ./shell.py
Welcome to the KVMI shell. Type 'help' or '7' to ilst commands.
If this is your first time, run the first_time command.

wvml$ first_time
The general workflow for the shell 15 to llst the running VMs with the "11,*
command.
Rfter doing that. you should "select" a VM to issue commands to. and then . 
e it commands.
kvml$ help

Documented commands (type help <topic)),

EOF guest_execute_adv
debug gvatohva
exit help
fIrst_time kernelcarve
guest_execute list

kvel$ list
List of VMs,

101 pld: 22473. limy
kvel$ select
kveill3/$

list_flags
Ilst_libs
list_modules
list_processes
lsof

modcarve
pause
pscarve
read_memory
resuld

select
set_flag
shell
write_memor,.

121
obuntuatameto1604.e.: • This Is thc guest
uhuntueubunbul6B4no

An interactive shell can be used by the
analyst to gather information non-
obtrusively from the VM in real-time.

lb_mad
ib_core
ib_addr
iscsl_tcp
Ilbiscsi_tcp
libiscsl
scsi_transport_iscsi
autofs4
btrfs
raidlO
raid456
async_ralcik_recov
async_memcpy
asynC_Pg
async_xor
async_to
%Or
raid6_17g
libcrc32c
raldl
rala
multipath
linear
hld_generlc
usbhid
hid
psmouse
pata_acpl
floppy

kvmitel$ I

parport 49152 prodeo,parport_pc
one hla 16384
ib_llser 49152
rdea co 49152 lb_lser
I _ce 45056 rano,.
I cm 45056 nine co
lb_sa 36864 Idea co. It,n
lb gad 19152 lb_ce. lb_s•
lb core 1664% rdoe cm. lb_cia. lb_sa. lu_co.lbjeed, lb_lser
I addr 20480 Moe co, lb_core
isce l_tcp 204%
1 ibises l_tcp 24576 lecel_tcp
I ibises I 53248 1 Ibises l_tcp, Iscel_tcp. lb_ I ear
sew l_transport_iscra 98304 1 lees l_tcp, 11,1ser .11b Ices I
e tat' et 40960
b rts 987136
r 1.110 19152
r 14456 11059Q
a gric_raidb_recou 20400 reld456
a one_nelocpy 16384 44444 56,asyne_ra idh_recou

a Y. -94 16384 reld456,aagne_ra idb_recou
a onc_xor 16384 aeonc_pq.raid456.asonc_ra idb_recov
a groc_ta 16381 ewoc_purald156,async_nor.async_nescpy.async_ra idb_recoo
x r 24576 btrfs.async_xor
r 1.16_pq 102400 async_pqr. re Id456.btrf sr.async_raid6_recou
1 lbcrc32c 16384 sts, ra 14456
r 1111 36864
r Id0 20400
molt loath 16384
I Incur 16304
hid_gener ic 16384
tk MI id 19152
hid 1117184 hid_gener ic .usbh id
p NEUSC 131072
pa ta_aepl 16384
u73728
ubunte•obunte1604.:1 _
 .—i

• List VMs
• List libraries in use
• List modules executed
• List file descriptors

• List running processes
• Write into memory/process
• Start processes on the VM
• Carve objects from memory

• Files
• Operating system kernel



Systern_Call Decodinc

:mh=00:0=40;33:so=01;35:do=01;35:bd=40;33;01:cd=40;33;01:or=40;31;01:mi=00:su
=37;41:sg=30;43:ca=30;41:tw=30;42:ow=34;42:st=37;44:ex=01;32:*.tar=01;31:*.tgz
=01;31:*.arc=01;31:*.arj=01;31:*.taz=01;31:*.lha=01;31:*.1z4=01;31:*.lzh=01;31
:*.lzma=01;31:*.t1z=01;31:*.txz=01;31:*.tzo=01;31:*.t7z=01;31:*.z1p=01;31:*.z=
01;31:*.2=01;31:*.dz=01;31:*.gz=01;31:*.lrz=01;31:*.lz=01;31:*.lzo=01;31:*.xz=
01;31:*.bz2=01;31:*.bz=01;31:*.tbz=01;31:*.tbz2=01;31:*.tz=01;31:*.deb=01;31:*
.rpm=01;31:*.jar=01;31:*.war=01;31:*.ear=01;31:*.sar=01;31:*.rar=01;31:*.alz=0
1;31:*.ace=01;31:*.zoo=01;3...
1507066489871185216,os=linux,sysret,vcpuid=Oxl,process="ls",pid=1499,current_c
r3=0x232941000,syscall_cr3=0x232941000,syscall_num=12,brk(0x0) = 16924672
1507066489871276703,os=linux,sysret,vcpuid=Oxl,process="ls",pid=1499,current_c
r3=0x232941000,syscall_cr3=0x232941000,syscalLnum=21,access("/etc/ld.so.nohwc
ap", 0) = -2
1507066489871311517,os=11nux,sysret,vcpuid=Oxl,process="ls",p1d=1499,current_c
r3=0x232941000,syscall_cr3=0x232941000,syscal1_num=9,mmap(Ox0, 8192, PROT_RERD
IPROT_WRITE, MRP_PRIVATEIMAP_ANONYMOUS, -1, 0) = 0x7f59761a0000
1507066489871352172,os=11nux,sysret,vcpuid=Oxl,process="ls",pid=1499,current_c
r3=0x232941000,syscall_cr3=0x232941000,syscall_num=21,access("/etc/ld.so.prelo
ad", 0x4 /* ?_OK */) = -2
1507066489871390046,os=11nux,sysret,vcpuid=Oxl,process="ls",pid=1499,current_c
r3=0x232941000,syscall_cr3=0x232941000,syscalLnum=2,open("/etc/Id.so.cache",
D_CLOEXEC, 0x1) = 3
1507066489871425128,os=linux,sysret,vcrid=0x1,process="ls",pid=1499,current_c
r3=0x232941000,syscall_cr3=0x23294100isyscall_num=5,fstat(3, {st_dev=makedev(
252, 0), st_ino=132987, S_IFIREG10644,-Jt_nlink=1, st_uid=0, st_gid=0, st_blksi
ze=4096, st_blocks=48, st_size=20501, st_atime="1507064516", st_atime_nsec="92
4000000", st_mtime="1489682889", st_mt1me_nsec="212000000", st_ctime="14896828
89", st_ctime_nsec="212000000"}) = 0
1507066489871474389,os=11nux,sysret,vcpuid=Oxl,process="ls",pid=1499,current_c
r3=0x232941000,syscall_cr3=0x232941000,syscall_num=9,mmap(Ox0, 20501, PROT_RER
D, MRP_PRIVATE, 3, 0) = 0x7f597619a000
1507066489871505029,os=1inux,sysret,vcpuid=0x1,process="ls",pid=1499,current_c

VEC:QEMIJ

execue("Ain/ls", ("Is"), I/. 19 uars »ill = 0
brk(MULL) = 0x820000
access("/etc/ld.so.nohwcap", F OK) = -1 EMOEMT (tio such file or directory)
mmap(MULL, 8192, PROT_READIPROi WRITE, MAP_PRIUATEIMAP_AMOMYMOUS, -1, 0) = Ox7fad2f975000
accessr/etc/ld.so.preload", R 5K) = -1 EMOEMT (Mo such file or directory)
open("/etc/ld.so.cache", O_RDORLYI0 CLOEXEC) = 3
fstat(3, {st mode.S IFREGI0644, st size=20501, ...)) = 0
mmap(MULL, 20501, PiOT_READ, MAP_PiIUATE, 3, 0) = Ox7fad2f96f000
close(3) = 0
accessr/etc/Id.so.nolmicap", -1 EMOEMT (Mo such file or directory)
open("/lib/x86_64-linux-gnu/libselinux.so.1", O_RDOHLYIO_CLOEXEC) = 3
read(3, "\177ELF12\1\1\0\0\0\0\0\0\0\0\0\3\0)\0\1\ONONON2602\ANONONONONO"..., 832) = 832
fstat(3, {st_mode=S_IFREGI0644, st_size=130224, ...)) = 0
mmap(MULL, 2234080, PROT READIPROT EXEC, MAP_PRIUATEIMAP_DEMYWRITE, 3, 0) = Ox7fad2f530000
mprotect(0x7fad2f54f000,-2093056, FROT MOME) = 0
mmap(Ox7fad2f74e000, 8192, PROT_READIPROT_WRITE, MAP_PRIUATEIMAP_FIXEDIMAP_DEMYWRITE, 3, Ox1e000)
Ox7fad2f74e000
mmap(Ox7fad2f750000, 5856, PROT_READIPROT_WRITE, MAP_PRIUATEIMAP_FIXEDIMAP_AMOMYMOUS, -1, 0) = Ox7fa
af750000
close(3) = 0
access("/etc/ld.so.nohucap", F OX) = -1 EMOEMT (Mo such file or directory)
openr/lib/x86_64-linux-gnu/lific.so.6", 0 RDOMLYIO_CLOEXEC) = 3
read(3, ".%177ELFN2N1N1•3%.0\0\0\0\ONONONO\5\0>\0\1\010\OPNtN2NOSONO\ONO"..., 832) = 832
fstat(3, {st_mode=S_IFREGI0755, st_size=1864888, ...)) = 0
mmap(KULL, 3967392, PROT READIPROT EXEC, MAP_PRIUATEIMAP_DEMYWRITE, 3, 0) = Ox7fad2f167000
mprotect(0x7faaf326000,-2097152, fROT NOME) = 0
mmap(Ox7fad2f526000. 24576, PROT_READIfROT_WRITE, MAP_PRIUATEIMAP_FIXEDIMAP_DEMYWRITE, 3, Oxlbf000)
Ox7fad2f526000

mmap(Ox7fad2f52c000, 14752, PROT_READIPROT_WRITE, MAP_PRIUATEIMAP_FIXEDIMAP_MONYMOUS, -1, O) = Ox7f
ad2f52c000
close(3) = 0
access("/etc/ld.so.nohwcap", F OX) -1 MOM (Mo such file or directory)
open("/lib/x86 64-linux-gnu/liivcre.so.3", 0 RDOMLY10 CLOEXEC) = 3
read(3, "\177EEF\2\1\1\0\0\0\0\0\0\0\0\0\3\05.N0\1\0\0c0000\25\0\0\0\0\0\0"..., 832) = 83Z
fstat(3, ist_mode=S IFREGI0644, st size=456632, ...)) = 0
mmap(MULL, 4096, PR6T_READIPROT_WRITE, MAP_PRIUATEIMAP_AMONYMOUS, -1, 8) = Ox7faaf96e000

J

This example shows how an analyst can further watch actions on the VM through system call analysis.
Decoded system calls with parameters are shown in the shell, with an strace of the 'Is' program in the right side (VM).
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Executed binaries are extracted automatically from the guest virtual machine.
Here, on initial boot, 500 modules (dynamic linked libraries (*.dll), executables (.*exe, *.sys)) are extracted.

From boot up onward, CHIRP captures valuable information.


