
ADDSEC: IP
•

O i aopng
tii)fikcrilatilDriversitNkolDelense Security

DOE PACT VIRTUAL SHOWCASE

Sandia National Laboratories is a multimission laboratory managed and operated by National Technology and
Engineering Solutions of Sandia, LLC., a wholly owned subsidiary of Honeywell International, Inc., for the U.S.

Department of Energy's National Nuclear Security Administration under contract DE-NA-0003525.

SAND2020-6431PE



Static networks use predictable communications
and static configurations, making them vulnerable
to attack.

• Electrical grids
• Critical infrastructure environments
• Federal communications systems



How to create a moving target defense?

• Maintain continuity of network
communications

• Maintain timing of network
communications

• Broad-based detection needed
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Machine Learning Ensemble

• Threat detection

Software Defined Networking

Network level engineering and management

■ Transparent to hosts on network

• Open source software switch

• No need to replace existing
network hardware

• Scales with size of network nodes

Dynamic Defense (dd) Machine Learning Algorithms Deployed

192.168.0.201

192.168.0.202

Moving Target Defense

Randomizes IP addresses, service port numbers, and
communication paths at user configurable frequencies

POLLER

192.168.0.200

SDN Controller
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Technical Requirements & Benefits ADDSEC

TECHNICAL REQUIREMENTS

upports both hardware and software implementations of
Software Defined Networking

Both network layer and edge VT detection

BENEFITS

Very low network load

In' Improved cyber resilience

Effective cyber attack detection



Collect
target system
requirements
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Install
ADDSec/SDN
infrastructure

Pilot test
and validate
scalability of
ADDSec

Bringing ADDSec to Market

Field test
ADDSec
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Dynamic Defense (dd) Machine Learning Algorithms Deployed

192.168.0.201

Results: 192.168.0.202

• ML Algorithms identify Norma/behavior
• ML Algorithms identify Attack behavior (worm)
• IP Rotation command sent to SDN controller to

change IP's (other automated responses also
possible: port, path, and application library
randomization)
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ADDSEC
System Responses Before, During, and Afte Attack DEMONSTRATION

ubuntuiVH4:3 sudo -s
rootiVa4:1 cd multiclass
rootiVa4:"/multiclassA python te
ovuoionnociconSTARTING
usr/local/lib/python2,1/dist -pa
defined
marnings.warn("Can't compute I

usr/local/lib/python2.7/dist -pa
ses have no instances
warnings.wernf"Can't s
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or

oth

ubuntuCVM4:"S cd vx
ubuntuCVM4:
Mare.g
ubuntuOVM4
Starting d
Build: 580
Just for i
u

Normal Behavior Detected BEFORE Attack

ust for info one of the ios Is 172116A011 seems 0 +11 demoniziog
bunlumm4;lvillixs

u untu4VM4: su o -s
root4v114:-/f cd multiclass
rootivio:-/multiclassg python testingScript.PY
..........." STARTING TESTING

Mare.g worm malware
is executed.

/usr/local/lib/python2.7/dist-packages/Orange/evaluation/scoring.py:901: UserMarning: Can't compute NCC: Tr ar TN is zero or not
defined
warnings.sern("Can't compute MCC: TP or TN is zero or not defined")

/usr/local/lib/python2.7/dist-packageS/Ora "--•----'
sses have no instances

warnings.marn("Can't compute sensitivity
Normal Behavior

STARTING TESTING
Normal Behavior
.........".. STARTING TESTING
Normal Behavior

STARTING TESTING
Normal Behavior

STARTING TESTING
Attack Detect
Sending forc - an•om zation command.

Malware Worm Scans Network to Propagate

•

v*v40.4.400-ctiboim STARTING TESTING *******4.00*****-
Ottack Detected
;Sending force randomization cormand.

Machine Learning Algorithms Detect Malware Worm Scan



nunicate, Now, with Randomized IP

NFO:nwr:Match: inport 1, type 2048, ipv4.proto 6, from olP 192.168.0.85 (192.168 0.201), to oIP 192.168.e.226 (192.168.0.200)
INFO:nwr:Installing send ip flow on 00-00-00-12-23-11, Aimeout: 8
INFO:nwr:Match:. inport 65534, type 2048, ipv4.proto 6, from oIP 192.168.0.85 (192 168.0.201), to oIP 192.168.0.226 (192.168.0.200)
1NFO:nwr:Got an IPV4 Packet 192.168.0.200, on 00-00-00-12-23-10, port 65534, from network ('192.168.0.0', 24) for 192.168.0.202
1NFO:nwr:Installing recv ip flow on 00-00-00-12-23-12, timeout 8
INFO:nwr:Match: inport 1, type 2048, ipv4.proto 6, from oIP 192.168.0.136 (192.168.0.200), to oIP 192:168.0.183 (192.168.0.202)
INFO:nwr:Installing send ip flow on 00-00-00-12-23-10, timeout: 8
1NFO:nwr:Match: inport 65534, type 2048, ipv4.proto 6, from oIP 192.168.0.136 (192.168.0.200), to oIP 192.168.0 183 (192.168.0.202)
INFO:nwr:Got an IPV4 Packet 192 168.0.202, on 00-00-00 12-23-12, port 65534, from network ('192 168 0 0', 24) for 192.168.0.200
NFO:r
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1NFO:nwr:Rcv ARP
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Business Problem ADDSEC

Networks and systems that monitor our grid or other critical infrastructure
environments use predictable communications and static configurations,
making them vulnerable to attack.



How to create a moving target defense?

• Maintain continuity of network communications

• Maintain timing of network communications

• Broad-based detection needed

Attack Computer

Victim Computer

Chess Master Database



Machine Learning Ensemble
• Threat detection

Software Defined Networking
Network level engineering and management

• Transparent to hosts on network

• Open source software switch

• No need to replace existing network
hardware

• Scales with size of network nodes

Moving Target Defense
Randomizes IP addresses, service port numbers, and
communication paths at user configurable frequencies

SDN
Controller
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Virtual-Environment Deployment
minimega - Mozilla Firefox

mimmega x vm .oller x vm x vm 2 - x vm_4 x attacker x

locathost

minmega
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Malware Worm Scans Network to Propacate ADDSEC

uuuntu@VM4:"$ cd vx

are.g
buntu@VM4:"/vx$ ./Mare.g

.tarting distributed computing daemon by ******************
wild: 580
ust for info one of the ips is 172.16.0.4A11 seems ok ... demonizing
buntu@VM4:"/vx$

k

Mare.g worm malware
is executed.



orithms Detect Malware Worm Scan ADDSEC

ubuNtu,,,M4: $ Su 0 -s
root@VM4:"4 cd multiclass
root@VM4:"/multiclass# python testingScript.py
******************** STARTING TESTING ********************

/usr/local/lib/python2.7/dist-packages/Orange/evaluation/scoring.py:981: UserWarning: Can't compute MCC: TP or TN is zero or not
def ined
warnings.warn("Can't compute MCC: TP or TN is zero or not defined")

/usr/local/lib/python2.7/dist-packages/Orange/evaluation/scoring.py:864: UserWarning: Can't compute sensitivity: one or both cla
sses have no instances

warnings.warn("Can't compute sensitivity: one or both classes have no instances")
Normal Behavior
******************&*
Normal Behavior
********************
Normal Behavior
******************** STARTING TESTING ********************

STARTING TESTING ********************

STARTING TESTING ********************

******************** STARTING TESTING ***************
Attack Detected

'Sending force randomization command.


