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Business Problem ADDSEC

Static networks use predictable communications

and static configurations, making them vulnerable
to attack.

 Electrical grids
* Critical infrastructure environments
* Federal communications systems




Technical Challenge ADDSEC

How to create a moving target defense?

* Maintain continuity of network
communications

 Maintain timing of network I
communications 192.168.0.201 10.0.0.203

 Broad-based detection needed

&

192.168.0.202 10.0.0.204



Solution Architecture ADDSEC .

Machine Learning Ensemble
Dynamic Defense (dd) Machine Learning Algorithms Deployed
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= Threat detection

Software Defined Networking

Network level engineering and management

= Transparent to hosts on network
= Open source software switch

= No need to replace existing
network hardware

= Scales with size of network nodes 192.168.0.202 10.0.0.204
Moving Target Defense ?

Randomizes IP addresses, service port numbers, and
communication paths at user configurable frequencies SDN Controller



Development History & Results ADDSEC
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Technical Requirements & Benefits ADDSEC

TECHNICAL REQUIREMENTS

Supports both hardware and software implementations of
Software Defined Networking

Both network layer and edge ML detection

BENEFITS



Technology Roadmap ADDSEC
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Pilot test

Collect Install and validate Collect Field test

target system ADDSec/SDN scalability of metrics ADDSec
requirements infrastructure ADDSec
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ADDSEC .

Solution Architecture DEMONSTRATION

Dynamic Defense (dd) Machine Learning Algorithms Deployed
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ResultS: 192.168.0.202 10.0.0.204

« ML Algorithms identify Morma/behavior

« ML Algorithms identify Attack behavior (worm)

« IP Rotation command sent to SDN controller to
change IP’s (other automated responses also
possible: port, path, and application library SDN Controller:
randomization)
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Normal Behavior Detected BEFORE Attack

Malware Worm Scans Network to Propagate

Machine Learning Algorithms Detect Malware Worm Scan
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DEMONSTRATION
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IP Randomization Plot

S0 100 150 1006 150 200 250
Ovearlay Octat Owverlay Octet

4:\ O 0+ 4{*’3]-. x=16.0857 y=203531

ML on VM4 detects malware and sends request to
SDN Controller to re-randomize IP addresses
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Business Problem ADDSEC

Networks and systems that monitor our grid or other critical infrastructure
environments use predictable communications and static configurations,
making them vulnerable to attack.




Technical Challenge ADDSEC

How to create a moving target defense?
« Maintain continuity of network communications
* Maintain timing of network communications

e Broad-based detection needed Victim Computer
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Solution Architecture ADDSEC

Machine Learning Ensemble

= Threat detection

Overlay
Network

Software Defined Networking

Network level engineering and management
= Transparent to hosts on network
= Open source software switch

= No need to replace existing network
hardware

= Scales with size of network nodes

Moving Target Defense

Randomizes IP addresses, service port numbers, and
communication paths at user configurable frequencies



Dynamic Defense (dd) Machine Learning Algorithms Deployed
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Virtual Environment Deployment ADDSEC .
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Host Infected with Malware ADDSEC

' POLLER
“h—.\-
L 192.168.0.200

N
192.168.0.XX
192.168.0.201
10.0.0.1

192.168.0.1

192.168.0.202 10.0.0.204



Malware Worm Scans Network to Propagate ADDSE
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ubuntu@vM4:"% cd vx

Jbuntu@vMd4:~/yx® ./Mare.g

tarting distributed computing daemon by slokkkokior

Juild: S80

just for info one of the ips is 172.16.0.4A11 seems ok ... demonizing
Hbuntu@vMg: ™~ /vx$







