This paper describes objective technical results and analysis. Any subjective views or opinions that might be expressed
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4 | Project Overview and Goals

* Improve tamper-indicating enclosures (TIEs) by making response to tamper obvious through
simple visual inspection, facilitating rapid and objective inspections

* Material should:
* Dramatically change color irreversibly upon tamper
* Not allow adversary to repair or hide tamper-attempts
* Be robust to environment and facility handling
* Be 3D printed or poured into an enclosure mold and cured (for custom equipment)
* Be applied by paint or spray coating (for application to existing surfaces)

* Be low cost and deployable across wide range of applications

Concept of approach




Background

Current TIEs typically require time consuming and subjective inspections, active monitoring
technology, or external verification mechanisms. There are no current approaches that upon tamper,
result in obvious responses with only visual inspection needed.
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(Left) NGSS surveillance system uses both anodized aluminum, which is verified subjectively on both the outer and inner surfaces
via visual inspection and touch, as well as active self-monitoring using conductive materials. (Middle) The EOSS fiber loop seal
uses active self-monitoring using conductive foils. Active methods require power and are not applicable in some scenarios. (Right)

Metal containers can be verified using eddy current — an external electronic instrument capable of finding disturbances in the

metal, including drilled and plugged holes.




Technical Approach

Design and develop prototype materials for (1) custom enclosures, and (2)
application to existing surfaces.

Extensive material R&D has occurred since ~2015 (SNL LDRD, NA-22 funding)

* Original idea was that same material would be used for custom and existing enclosures but have
separate fabrication/application methods

Status of current R&D:
* Custom enclosure approach 1s based on O, sensitivity

* Approach for application to existing surfaces based on sensor-loaded microcapsules that cause
irreversible color change upon rupture

O, sensitivity research 1s focused on optimizing thickness of O,-impermeable layer
and fabrication methods.

Microcapsules research 1s focused on materials and formation methods, and
optimizing in terms of wall thickness, size, permeability, and force required for
rupture.




7 ‘ O,-Sensitive Tamper Indicating Material
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9 I High-boiling Polyprotic Organics

Water has temperature limitations that may not prove useful in all environments. Can we
expand the temperature range of the sensing?

Using high-boiling polyprotic solvents rather than water was expected to allow both L-DOPA and
KOH solubility while expanding the temperature range at which these materials can be utilized.

* To test this, water was replaced with;
* Glycerol (T, =290 °C, T; = 18 °C) Glycerol
 Propylene glycol (T, = 187 °C, T; = -60 °C)
* Ethylene glycol (T, =197 °C, T;=-13°C)  Pre-0,

Exposure
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10 | Balancing Solubility and Thermal Properties

Once pure organic solvents were proven with the same O, mechanism established with H,0, the
final solvent experiments had relevant combinations of H,O and polyprotic organics to yield a
balance of solubility and thermal properties.

Bubbles formed during processing lead to inherent areas that would be difficult to replicate for an
adversary.

Glycerol 1:1 Glycerol/H,O

Silicone and
H,O and/or
organic mixture

Epoxy

These coupons will be thermal cycled in a humidity chamber to determine 1) any chemical
effects on the epoxy and 2) if increased O, diffusion due to in elevated temperatures leads to a
false positive color change.



p ‘ L-DOPA Sensing Summary
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2 | Future work on L-DOPA Materials

* |Investigation of the stability of these materials over time in air, over time in heat, and in
the presence of corrosive materials.

- Radiation testing will also be a major characterization required for the safeguards
application space, and the R&D in progress has been designed to utilize robust
materials.

« Thermoset (cross-linked) materials are being used because of this, along with the difficulty of
repair expected for an adversary.

* The water beads mentioned earlier in the previous slide have been ground up and will
be used as a filler instead of the intact water beads.

« Allows unique identifier property to remain with the added benefit of the silicone material used
iIn much thinner areas with tight dimensions.




