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3 I The Problem

Our internal customer requires access control to relationship items based on:
* Metadata values

e User role

Relationship type

Lifecycle state
Workflow activity

At the time of our solution implementation, we found that the built-in
permission model in Aras did not meet our specitic requirements.



4 ‘ The Solution

A new, custom ItemType: the Relationship Access Rule
Fields:

Source item type
Related item type
Group Identity/User Role this rule pertains to

Whether the Group Identity can Add, Delete, or Update the
relationship

“Where” fields with metadata values:
* Type of document
* Lifecycle state of item

* Whether a certain activity in the workflow is complete

File Edit Views Search Actions Reports Tools Help
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Relationship Rule

Created By: Rebecca Sousa
Created On: 2/20/2020
Modified By: Rebecca Sousa
Modified On: 2/20/2020
Locked By: Rebecca Sousa
State:

e £ 9

Relationship Access Rule

Rule ID
RR-00241

Source Item Type
| Document

Relationship
| Related Document n

This Role

| Author n

Can
Add Delete Update

M O

Where

Document Type
‘ Procedure

Source Item State is

‘ Draft n

IMQA Approval Step Completed ?

[]

? v




5 | Defining the Access Rules

A B C D E F G H J K L M N O P Q R S
Procedure

1 (Draft state) Manual (Draft state) Record (Draft state)
2 |Relationship IM General Users Management | General Users | Management | General Users
3 Add |Del |Upd Add |Del |Upd Add |Del [Upd |Add |Del |Upd |Add [Del [Upd |Add [Del |Upd
4 Procedure Approvals No N/A N/A No N/A N/A N/A N/A N/JA  N/A N/A N/A N/A N/JA N/JA  N/JA N/A N/A
5 Quick Approvals N/A N/A N/A N/A N/A N/A No N/A N/A No N/A N/A No N/A NJA  No N/A N/A
6 File Attachments Yes Yes Yes(5) Yes Yes Yes(5) Yes Yes Yes(5) No No No Yes Yes Yes(5) No No No
7 |Notes Yes Yes Yes Yes Yes Yes Yes Yes Yes No No No Yes Yes Yes No No No
8 |Related Documents Yes Yes No(6) Yes Yes No Yes Yes No Yes Yes No Yes Yes No
9 Facilities Yes Yes No(7) Yes Yes Yes Yes No Yes Yes No Yes Yes No Yes Yes No
10 |SSCs Yes Yes No(8) Yes Yes N Yes Yes No Yes Yes No Yes Yes No Yes Yes No
11 Assessments Yes Yes No(8) Yes Yes No Yes Yes No No No No Yes Yes No No No No
12 |Condition Reports Yes Yes No(8) Yes Yes No Yes Yes No No No No Yes Yes No No No No
13 |Corrective Actions Yes Yes No(8) Yes Yes No Yes No No No No Yes Yes No No No No
14 |Responsibilities Yes Yes Yes No No No Yes\Yes Yes No No No Yes Yes Yes No No No
15 |DCRs No No VYes(l) No No No No Yes (1) No No No N/A N/JA N/A  N/A N/A N/A

Individual rule
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Events and Methods

An event is triggered when a user
attempts to: Delete Item

* Delete a relationship
* Add a relationship
* Update a relationship

Add ltem
The above events are bound to the
following methods:
* A client-side JavaScript method TR —

* A server-side CH# method

Both of the above methods consult a
server side Rules Engine method, which
quertes the Relationship Access Rules

The Rules Engine returns “1” if the user
can perform the action, “0” if not

OnDeleteRow

Grid Event

OnBeforeNew

Client Event

OnBeforeUpdate

Server Event

Pass/Fail

JavaScript
Method

Can user perform operation?

C#
Method

)
|

C# Method
(Rules Engine)

Pass/Fail



7 I Saving an ltem

If the user cannot perform the action, an error message will pop up.

0 You do not have permission to Delete these relationships

0 You do not have permission to Add these relationships

Otherwise, the user will be able to save the item with the added, deleted, or updated relationship.

i Item '001-00702' saved successfully.








