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The Problem

Our internal customer requires access control to relationship items based on:
• Metadata values
• User role
• Relationship type
• Lifecycle state
• Workflow activity

At the time of  our solution implementation, we found that the built-in 
permission model in Aras did not meet our specific requirements.
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The Solution

A new, custom ItemType: the Relationship Access Rule

Fields:
• Source item type
• Related item type
• Group Identity/User Role this rule pertains to
• Whether the Group Identity can Add, Delete, or Update the 

relationship
• “Where” fields with metadata values:

• Type of  document
• Lifecycle state of  item
• Whether a certain activity in the workflow is complete
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Defining the Access Rules5

Individual rule



Events and Methods

An event is triggered when a user 
attempts to:
• Delete a relationship
• Add a relationship
• Update a relationship

The above events are bound to the 
following methods:

• A client-side JavaScript method
• A server-side C# method

Both of  the above methods consult a 
server side Rules Engine method, which 
queries the Relationship Access Rules

The Rules Engine returns “1” if  the user 
can perform the action, “0” if  not
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Saving an Item

If  the user cannot perform the action, an error message will pop up.

Otherwise, the user will be able to save the item with the added, deleted, or updated relationship. 
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Questions?




