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2 I NWM Cloud Project Scope

!
%* Create a cloud environment to support future Nuclear Waste )
Management projects

“* Deliver a cloud-enabled IT environment that replaces obsolete hardware
and software where possible and modernizes it wherever it is not
replaceable

“* Develop replacement applications or procure COTS applications required |
to fulfill DOE and NRC Nuclear Waste Management regulations and “
requirements (e.g., for corrective action program, document control and I
data management, federal records, LSN...) |

!



3 | Project Requirements in Pursuit of FedRAMP-Certified Cloud Services

“* Need program-wide collaboration with the ability to communicate and share easily between multiple
remote locations and parties

¢ Ensured IT and Security compliance and standardization, reduced risk, and required assurance
¢ Reduced resources/time to set up and maintain the Project infrastructure

¢ Positive influence on:
Accessibility

Agility

Scalability

Accelerated decision making
Innovation

Productivity
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% Cloud Services proposal in-line with the Federal Government Cloud-First strategy

The Federal Risk and Authorization Management Program (FedRAMP) is a government-wide program that provides a standardized approach to security assessment, authorization, and continuous
monitoring for cloud products and services.

FedRAMP enables Agencies to rapidly adapt from old, insecure legacy IT to mission-enabling, secure, and cost effective cloud-based IT.

https://www.fedramp.gov/about/

General Services Administration

Per an OMB memorandum, any cloud services that hold federal data must be FedRAMP authorized.
(@ FedRAMP
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+ I NWM Cloud Environment

Microsoft Azure Commercial Cloud
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NWM Project Phases Current -
Phase

|
i
ﬂ

Feb 2019 A Phase 5§

* Copy existing NE

Sept 2018 ‘

content to Cloud
Phase 4 storage
‘ * Implemented » Obtained 3-year
June 2018 Phase 3 Baseline Cloud Authority To
‘ « Placed Cloud Services Operate (ATO)
Nov 2017 Phase 2 Vendor Contract * OUt|°°|f Email * Document
« Created high- * SharePoint Legacy System
* Evaluated Cloud level * MS Teams (video- Functions &
Phase | Vendors implementation conferencing & Requirements
. Created White plans collaboration) * Implement & Test
: * Azure storage Replacement
Papers regarding: g k
: * Authentication Systems
* Cloud Services . Functionality in
« Records Mgt * Virtual Servers & Cloud
Rt - Provide O&M
Ol:z ined Support for
: . * alne Phase 4 Baseline
*Project Phase Completion Dates Authority To Test Services
(ATT)



s | ldentification of Systems to be implemented in the NWM Cloud

*The applications and systems to be developed in the
NWM Cloud include the following:

* Software Configuration
Management

* Corrective Action
Program

* Technical Library system
(based on TIC/TechLib)

* Sample Management
(based on CSITYS)

* Training Management

Records Management (based
on RDMS/RISweb)

Data Management
(based on TDMS suite)

Requirements Management
(based on RTN/DOORY)

Forms management

Document Control
(based on CDIS)

Inputs Management
(based on DIRS)

Lessons Learned and
Operating Experience
databases

File storage archive of
legacy information

LSN capture, processing,and
transmittal

License Application & RAI
response (based on LA
database/RAIRS)

NRC Hearing Process
management (Contentions)

Miscellaneous required
systems formerly supported by
Lotus Notes databases (e.g.,

Correspondence Control,
ES&H databases)



7 I IT Systems Analysis, Development, and Implementation Process

System Analysis and Implementation Process

- System Ana[ysis: requirements and system System Analys}s: determine implementat}on Prepare & Present System Proposal' System Development and Implementation
Initiating Steps (once for all systems) Ay h
ption (repeats for each system) approach (repeats for each system) (repeats for each system) (repeats for each system)
Complete
Obtain the data Identify technical Sysiem Config Mgmt
dictionaries, software issues/ developmt.ent, > Docs
sample data, and challenges in full pl:ogralllnn.llng, (Final)
= example reports system (or component) Document IT installation
= . ' for the most stand-up; approach for
& 1. Oh.'ta".‘ P1 2. Establish current Propose IT technical proposal
Applications software ] information approach for system
& Data config mgmt system v implementation |
(Batch X) fileshare
Meeting to d'Meetlr)g i
St iscuss issues/
exiig challenges, | Test
system v g aoiesiont L» Completed —
ipti Compare IT system implementation System
" Assemble tesintion Elas T approach v As needed: .
S description of e inia o : ’
E A requirements basis Document and Finalize Proposal
n CEqMiG s and and functions; justify approach proposal meeting
@ L—~—  other system o ! ) x —> ion P | (fissuesare | [ ”
o] N 3 identify any in relation to (presentation
2 U EIEE), roblematic features requirements as needed) Somglcx
a complete system P N q controversial,
= and functions that or involve risk)
& survey
2 can be dropped.
2 X
%]
w
2 g DOE-NE:
Z5 Approve
uo'-l E (or redirect
ol analysis)
(%]
— 3. Access to LM systems
= Identify whether system access
Z will be provided by LM, by
wn temporary system stood up in
= cloud, or some other method,
§ and provide access




FY20/21 High-Level PICS: ne Milestones

Completion | Milestone/Deliverable

12/2019

02/2020

03/2020

05/2021

TBD

Legacy Data Upload to Cloud Storage ~70TB of content, ~477M files/documents
(Complete)

DOE CIO Approval to Operate in the NWM Cloud Environment (Complete)
3 year Authority to Operate (ATO) replaces the Authority to Test (ATT)

High-level Analysis of all Pl Legacy Systems (Complete)

Implementation of Legacy Applications/Functionality

Create an Operations & Management plan for all Pl Systems & Baseline Cloud
Services



