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Introduction:

For digital twins (DTs) to become a central fixture in mission critical systems, a better
understanding is required of potential modes of failure, quantification of uncertainty, and the
ability to explain a model’s behavior. These aspects are particularly important as the
performance of a digital twin will evolve during model development and deployment for real-
world operations. The requirements for safety-critical DT systems, robustness, accountability,
transparency and fairness, are defined below:

e Robust DTs must be resilient to variations in data inputs.

e Accountable DTs must demonstrate reliability when applied in key circumstances and
the ability to review historical predictions and inferences (closely related to
transparency).

e Fair DTs must be equitable across representative subsets e.g., across subpopulations of
users impacted by DT outputs.

e Transparent DTs must enable high quality and correct interpretation of model behavior
to identify points of failure through data inputs and model predictions. This can be
accomplished either by interactive explanations of model behavior or by quantifying the
predictive performance of the model. An example of DTs could include a combination of
uncertainty quantification (UQ), out-of-distribution analysis, and traditional performance
analysis (cross-validation, etc). Below we define requirements for safety-critical digital
twin systems

Also required is a rigorous approach to DT validation and verification (V&V) for three reasons:
(1) to provide a basis for trust in digital twin adoption, (2) to reduce risk of digital twin
backsliding, and (3) to decrease likelihood of accidents with a digital twin. DT V&V is
challenging because testing standards depend on the area of application and the specifics of
machine learning approach used in the development of the DT.
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Guiding questions:

How do we define robustness?

How do we define validation?

How are current definitions of robustness and validation insufficient, and how could they
be improved?

What does it mean to do V&V on a digital twin model when some parts of the model are
represented by ML (statistical) models while other parts are represented by
mathematical (theoretical) models?

Given that ML models extrapolate statistically rather than via an explicit encoding of
underlying physics, what are the implications for DT model development, verification,
and validation?

What terms and methods that are typically well-defined with respect to V&V for
(equation-based) physics models need to be changed?

How does the problem change when we talk about DTs that are updated over time (i.e.
DT models that are incrementally revised as we collect data from real systems)?

What are the near-term research needs to develop appropriate V&V methods?

Key challenges:

Many fundamental questions about DT V&YV and robustness still remain open. For
example, broadly accepted definitions of verification, validation, and robustness for DTs
as well as for ML do not exist. Definition of V&V (safety, fairness, interpretability, etc)
varies between communities and provides constraints on solution space.

V&V is a multidimensional process that needs to account for robustness (including
extrapolation), fairness, interpretability, safety, and so on.

Currently, it is not clear what metrics are important for DT V&V. Moreover, quantitative
metrics might be insufficient; they have to be paired with qualitative evaluation. What is
testing cadence and stopping criteria for DT V&V?

State of the art:

Focus of DOE effort is on DT for high-consequence (aka safety-critical) systems --
without effective V&V the adoption will not happen.

There is extensive literature in classical V&V, UQ, etc. There is growing literature in ML
evaluation including recent work in adversarial attacks, input perturbation, UQ for some
ML models, OOD, training optimization, etc. as described in detail below.

Related work that extends traditional evaluation of ML models to address the issues of
robustness, accountability, fairness, or transparency of model performance consider
these issues independently as summarized in Table 2. DT evaluation will require the
integration of multiple packages or standalone tools with distinct requirements,
environments, or interfaces in order to perform a multi-faceted evaluation with tools often
facing similar limitations. For example, existing tools that address model robustness are
largely focused on adversarial attacks (ART, Advertorch, Foolbox, Advbox, OpenAttack,
TextFooler) or gradient attacks (Foolbox). Others are also tied to a specific architecture
framework, such as Pytorch (Advertorch), which limits the flexibility when applied to
previously or independently developed models.



Table 2. Summary of existing tools for ML evaluation, highlighting related work across each of the four dimensions of interest.

Robustness

ART (Nicolae, et al., 2018)
Advertorch (Ding, Wang, &
Jin, 2019)

Foolbox (Rauber,
Zimmermann, Bethge, &
Brendel, 2020)

Advbox (Goodman, et al.,
2020)

OpenAttack (Zeng, et al.,
2020)

TEAPOT (Michel, Neubig, Li, &
Pino, 2019)

TextAttack (Morris, et al.,
2020)

TextFooler (Jin, Jin, Zhou, &
Szolovits, 2019)

Accountability

GLUE (Wang, et al.,
2018)

SuperGLUE (Wang, et al.,
2019)

SQuAD 2.0 (Rajpurkar, Jia,
& Liang, 2018)

ROAR (Hooker, Erhan,
Kindermans, & Kim, 2019)

U https://github.com/tensorflow/fairness-indicators

12 https://github.com/google/ml-fairness-gym

Bl https://github.com/koaning/scikit-fairness

Fairness

Aequitas (Saleiro, 2018)
Al Fairness 360 (Bellamy,
etal., 2019)

Fairlearn (Bird, et al.,
2020)

Fairness Indicators (1]
FairSight (Ahn & Lin,
2019)
ML-fairness-gym (2]
[3]

Scikit-Fairness

Transparency

interpretML (Nori, Jenkins,
Koch, & Caruana, 2019)

SHAP (Lundberg & Lee, 2017)
Captum (Kokhlikyan, et al.,
2020)

LIT (Tenney, et al., 2020)
TreeExplainer (Lundberg, et al.,
2019)

Roadblocks: coordinated focus of effort and funding for fundamental research.

Research opportunities:

e Develop broadly accepted, operational definitions of DT robustness, verification,
validation, fairness, etc. The community has to converge on fundamental definitions for
validation, verification, robustness, fairness in context of DT in addition to specific
applications and users. For example, in robust DT, outputs do not change drastically if
the inputs are changed a little. DTs fail gracefully if fed non-physical inputs.

Validation has no change in goal as the DT still needs to reproduce physics, though the
associated techniques may change. Verification may entail decoupling of the DT into the
PDE-part and ML-part. Test the PDE- part as we do today - compare with exact
solutions, discretization error convergence etc. The ML-part could be attacked with novel
methods that go beyond LIME and other one-dimensional evaluation approaches
presented in the related work.

Develop qualitative approaches and quantitative metrics for evaluating DT robustness,
fairness, interpretability, and so on. For example, robustness can be tackled with
sensitivity analysis, and validation with forward UQ nominally, but may need to solve
Bayesian inverse problems to infer input uncertainties from other experiments. For
verification, the ML piece needs to have gone through at least cross-validation, which is
standard practice, but it does not speak to predictive uncertainty, extrapolation ability, or
safety in the field. If the ML piece is a representation of training data from high-fidelity
simulations, explanations need to be generated regarding the ML model e.g., via Deep
Taylor Series or Generalized Additive Models [collectively called Locally Interpretable
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Model-agnostic Explanations] and make sure it behaves something like the high-fidelity
simulations. This appears to be a brand new topic with no publications in this area.

e Fundamental research in UQ mathematics is required for support DT V&V. Major
research questions include but are not limited to:

o What requirements are placed on UQ for ML?

o What constitutes a sufficient UQ evaluation of an ML model or an ensemble?
(There are many sources of uncertainty in an ML model; a complete evaluation is
at least as intractable as it is for equational models).

o How do we combine/propagate UQ for ML components with physics equations?
(Forward UQ nominally, but may need to solve Bayesian inverse problems to
infer input uncertainties from other experiments).

e Fundamental research in formal methods for evaluating critical model parts and scaling
these formal methods is needed.

e Redesign of “real world” systems to facilitate ML V&V and model development (e.g. data
instrumentation).

Impact if research opportunities are addressed?
e What new scientific capabilities will be enabled?
o Data-driven insights into physics/engineering theory.
o Precise analysis/quantification of model applicability.
o Model-driven automation of critical applications.
e New methods and techniques will allow to perform:
o Certification, validation, robustness, etc. methods and evaluation techniques
o Data-driven models that admit a physics-based chain of reasoning for SciML
models.
o Improve the accuracy of scientific models without a significant increase in
computational cost.

Summary:

Targeted continuous evaluation of DT is required to estimate the tradeoff between the risks and
benefits of deploying DT models. In order to achieve that we need to admit that our current ML
evaluation process is broken’, and since the ML component is a critical part of DT,
fundamentally novel approaches for evaluating mission critical DT systems are needed.

The ubiquitous method of multi-fold train and validate followed by evaluation on a final holdout
test set assumes the data is sampled from a distribution representing the data that the model
will see after deployment during the operational phase. For a number of reasons, this
assumption often does not hold. The objective of the model developer is often to evaluate the

Thttps://www.technologyreview.com/2020/11/18/1012234/training-machine-learning-broken-real-world-heath-
nlp-computer-vision/



model performance, optimize hyperparameters, and give the developer confidence in the
model’'s performance. The focus is not on identifying as many modes of model failure as
possible and determining how best to correct or mitigate them, but it should be.
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