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Abstract—Existing security models are highly linear and fail
to capture the rich interactions that occur across security tech-
nology, infrastructure, cybersecurity, and human/organizational
components. In this work, we will leverage insights from resilience
science, complex system theory, and network theory to develop
a next-generation security model based on these interactions to
address challenges in complex, nonlinear risk environments and
against innovative and disruptive technologies. Developing such a
model is a key step forward toward a dynamic security paradigm
(e.g., shifting from detection to anticipation) and establishing
the foundation for designing next-generation physical security
systems against evolving threats in uncontrolled or contested
operational environments.
Index Terms—security; complex systems; multiplex; interac-

tions; emergence

I. INTRODUCTION

Several dynamic trends are increasing the complexity in
today's operational environment, which poses additional chal-
lenges to adequately providing security for high consequence
facilities. One such trend relates to the pace of change in
the threat domain, where demonstrated adversary capabilities
include the use of unmanned aerial systems (UAS) and so-
cial engineering to move adversarial goals beyond traditional
concepts of theft/sabotage (e.g., mass casualties at 2015 Paris
attacks) [1]. A second trend relates to calls to more formally
account for socio-technical interactions in high consequence
facility security systems, especially when considering different
observed system behavior when human decision making is
replaced by artificial intelligence [2]. A similar trend stems
from efforts to better understand how adaptable implemented
physical security systems are to increasingly frequent changes
in their operational environment [3]. Lastly, the increased
digitization within controls of both operations and security
systems at high consequence facilities significantly compresses
the time in which security systems can achieve their protection
goals [4].

These trends are challenging the efficacy and effectiveness
of current security analysis paradigms based on assumptions
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of environmental control for high-consequence targets. For
example, consider UASs. If used as an adversary tool (as
demonstrated by the September 2019 attacks on strategic oil
facilities in Saudi Arabia [5]), they directly challenge the use-
fulness of traditional detection measures as common ground-
based prevention and detection mechanisms are insufficient in
this scenario. If used by the facility itself, UASs can represent
a force multiplier to expand protection capabilities beyond
traditional security systems. Because existing security models
are highly linear, they often fail to capture the rich set of
interactions necessary to engineer security against 21st century
threats.

In response, this paper introduces a new multiplex model
for security of high consequence facilities. More specifically,
this multiplex model describes security performance in terms
of behaviors that emerge when multidomain physical security
systems, the facility infrastructure, cybersecurity architectures,
and human/organizational actor layers interact. After summa-
rizing the current context of—and challenges facing—high
consequence facility security, this paper incorporates insights
from resilience science, complex system theory, and network
theory as the foundation for a new security model. This
paper then describes core elements of a multiplex model
for system security, presents a representative use case, and
offers implications and conclusions for engineering secure and
resilient complex systems.

II. NEW INSIGHTS : INTERACTIONS MATTER IN SECURITY

A. Current Context

One of the most cited methodologies for designing and
assessing security at high consequence facilities is the Design
Evaluation and Process Outline (DEPO) [6] created at Sandia
National Laboratories (SNL). Invoking generic systems engi-
neering concepts (e.g., feedback processes), DEPO borrows
the underlying philosophy of probabilistic risk assessment-
based approaches from nuclear safety. More specifically, acci-
dent timelines are replaced by two competing timelines: one
for the required adversary action to achieve a malicious act
and the other for response force actions necessary to protect
high consequence facilities.
DEPO evaluates security as probabilistic influences on these

timelines by calculating the ability of an arranged collection
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of security components to achieve a defined probability of de-
feating a specific adversary along a specific attack path. DEPO
uses the detect, delay, respond paradigm to fully describe the
necessary functions of a strong security design and evaluation
framework [6]. As such, security performance is defined in
terms of system effectiveness, which is represented as the
product of the probability of interruption (e.g., the conditional
probability that detection and delay system components will
assess an adversary in time for response forces to arrive
onsite to engage) and the probability of neutralization (e.g.,
the conditional probability that, upon arriving, response force
capabilities can kill, capture or cause the adversary to flee).

Building on this legacy, subsequent efforts have evalu-
ated thinking on the evolution of "next generatioe security.
Specific efforts include the evaluation of the role of risk
complexity in nuclear security [7] and attempts to expand
traditional paradigms by applying novel, systems-theoretic
approaches to security of high consequence facilities [8].
Yet, there is still a need to more thoroughly address how
future security systems can fully leverage the rich data present
within a security system [9]. Another set of advances stem
from applying resilience concepts and practices to explore
and improve systems security, as demonstrated in the use of
empirical data analysis to more effectively model preventive
security maintenance decisions.

B. Challenges/Needs

The combination of increasing multidomain interactions
required for securing high consequence facilities (e.g., in-
creasing systems complexity) and demonstrated by evolving
adversary capabilities (e.g., reduced controllability of opera-
tional environments) seems to necessitate a re-examination of
core assumptions of security analysis. In addition, such a re-
examination could also be used to develop a new paradigm to
keep pace with the inter-dependencies, dynamics, and higher
order effects present in today's more complex operational envi-
ronment. Despite a strong history, current detect/delay/respond
(DDR)-based security assessment methodologies (e.g., DEPO)
struggle to account for this reduced control of operational
environments. These methodologies simplify complex inter-
actions and inter-dependencies observed in real physical se-
curity systems. From this perspective, security is not only
a microwave sensor alarming when an intruder is in the
perimeter, a central alarm station operator assessing an alarm
and alerting the response force for deployment, or a firewall
stopping malware attacks on sensitive information. Rather,
system security emerges from the interactions between these
actions.
As such, there is a need to explore the argument that inter-

actions are necessary to better describe a more comprehensive
model of security. Whereas advances are being made related
to understanding interactions, they are occurring in disparate
academic domains (e.g., resilience, complexity, systems, and
network theories) and are tailored to fairly narrow phenomena
of interest (e.g., resilient cyber systems). One response would
seek to coordinate the rich insights from these disparate

academic disciplines to build a more comprehensive model of
security that includes multi-domain inter-dependencies. Such
an approach has the potential to shift security from static
to dynamic functional goals and from component-level DDR
to system-level emergent security performance. Ultimately,
this transition from "reactive' to "proactive' security would
overcome the shortcomings observed in the current security
analysis paradigm, align traditional security functions with
real-world complexities, and incorporate the importance of
multi-domain interactions into high consequence facility se-
curity.

III. MULTIPLEX MODEL CONSTRUCTION

A. New First Principles

Core concepts and recent advances in resilience, complexity,
systems, and network theories offer insights to help organize
these characteristics of next-generation security "first prin-
ciples?' First, resilience theory describes the capability and
ability of a system or element to return to a stable state after
a disruption [11]. This logic has been applied to describe
mission execution despite an hostile cyber-threat environment
and to evaluate how well energy systems prepare for, adapt to,
and recover from disruptions [12]. In addition, the resilience
theory performance measures of total recovery effort and
system impact of disruption [13] [14] conceptually relate to
high consequence facility security capacity and effectiveness,
respectively.

Second, complexity theory "attempts to reconcile the un-
predictability of non-linear dynamic systems with a sense of
underlying order?' [15] while systems theory was developed
to address organized complexity [16] by providing a non-
statistical, non-random logic to describe the behaviors of
"many, but not infinitely many" [17] components. Further,
the laws of physics [17] and sociology [18] argue that such
systems naturally migrate toward states of greater disorder
unless there are counteracting forces to maintain desired
system behaviors. Complex adaptive system approaches also
addresses how the specification of behaviors of many sim-
ple, interacting components can yield large-scale results that
are more resilient to major environmental changes than the
results of individual components would suggest. It is largely
assumed that the cause of these results lies in the interaction
of the agents which, despite lack of global knowledge, can
still respond to large-scale changes [19]. Additional studies
have demonstrated how complex adaptive systems approaches
have performed automated search-and-retrieval with variable
numbers of modular, cheap robotic agents robustly searching
different target distributions [20]. This paradigm is also being
used to develop a new model for detecting and responding to
disease outbreaks based on principles of locality and scaling
[21]. The results seen in these applications seem uniquely posi-
tioned to help address current issues with security approaches
for high consequence facilities.

Lastly, network theory describes how relationships (or,
interactions) characterize relative priority between nodes (or,
system components) and describe emergent behaviors [22].
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Fig. 1. Graph representation of in-layer connections of the four primary layers within the proposed multiplex model of physical security elements: (a) the
physical protection system layer, (b) the cyber architecture layer, (c) the infrastructure layer, and (d) the socio-organizational layer. The example systems
represented by these graphs describe an example perimeter intrusion detection security system.

Promising research applies concepts from network analysis
to control of complex systems [23] and some aspects of
high consequence security [24]. In addition, recent work has
described, measured, and evaluated the behaviors of multiple
interaction layers [25] [26] [27] [28]. Such systems are called
multiplexes, and provide a visualization of how components
within and across layers can interact. Coordinating the rich
insights from these disparate academic disciplines provides the
opportunity to describe the multi-domain inter-dependencies
necessary to align next-generation security capabilities with
current dynamic trends.

Leveraging these insights from the resilience science, com-
plex system theory, and network theory domains can help
overcome the challenges to the effectiveness and efficacy

of current approaches for high consequence facility security.
These new principles must not only account for what is in
the security system, but how these elements interact with
each other. For example, the interactions between different
adversary mitigation mechanisms (e.g., physical security sys-
tems or cybersecurity architectures) are just at important as
the performance of the individual adversary mitigation mech-
anisms themselves. More specifically, these first principles
should explicitly account for the inter-dependencies observed
between physical protection systems, the facility infrastructure,
cybersecurity architectures, and human/organizational actors.
Another characteristic to consider is the need for physical
security systems to be adaptable to changes in demonstrated
adversary capabilities and the controllability of its operational



environment. Similarly, performance of physical security sys-
tems should also be related to resilience, where the ability of
the facility to maintain normal operations is achieved by either
preventing or recovering from successful adversary actions.

B. Multiplex Model Conceptual Construction

Because multiplexes capture interactions within and be-
tween layers of interconnected components, they present a
unique opportunity to model the multiple domains necessary to
adequately secure high consequence facilities. The multiplex
approach to security proposed in this paper incorporates a
physical protection layer composed of sensing devices; a cyber
architecture layer composed of digital components; an infras-
tructure layer composed of physical components; and, a socio-
organizational layer composed of human components. While
the behaviors within each layer are critical, the increasing
dynamism and complexity in system security also includes
emergent behaviors at—and across—each layer. Coordinating
between several theoretical constructs provides the opportunity
to innovate a multiplex approach to system security that could
be the foundation for new analytical frameworks, functional
requirements, and performance metrics to comprehensively
improve next-generation security for high consequence facili-
ties.
1) Physical Protection System Layer: Traditionally the

focal point of security efforts, physical protection systems
notionally include the collection of physical sensing technolo-
gies used to protect a high consequence facility. Examples
of such technical components include microwave volumetric
sensors, infrared intrusion detection sensors, pan-tilt-zoom
visible cameras, and thermal imaging cameras. Current best
practices—like DEPO or those proffered by ASIS International
[29]—provide guidance on how to select and maintain the
capability of each individual component in support of overall
security objectives.
Such components are then implemented into a specific ar-

rangement to meet desired security performance outcomes. For
example, DEPO emphasizes the need for a collection of PPS
components to detect/assess an adversary action and then pro-
vide adequate delay to allow a response force to interrupt such
malicious actions. To meet these goals, physical protection
best practice is to arrange technological components to report
signals to a central alarm station (CAS) where disparate pieces
of information can be evaluated, related decisions made, and
commands executed. An example of the PPS layer is shown
in figure 1 (a). Sensing nodes for a demonstrative physical
security perimeter intrusion detection system are shown. Note
that sensing nodes do not make in-layer connections amongst
each other. Though traditionally modeled independently, it is
important to note the role of digital (e.g., signal communi-
cations) and human (e.g., incoming CAS signal evaluation)
components related to performance of the PPS layer.
2) Cyber Architecture Layer: With the recent highlight-

ing of cyber-based attacks on high consequence facilities
[30], creating, operating, and maintaining a cyber security
architecture has risen in importance. Such cyber security

architectures are composed of digital components designed to
protect information, networks, and digitally-controlled physi-
cal processes from adversarial manipulation. Examples of such
components include network communication elements such as
internet firewalls, internal network access controls, advanced
virus/malware detection software, penetration attempt monitor-
ing algorithms, and encrypted information-sharing protocols.
More generally, the cyber architecture layer contains all the
digital, logical, and computing elements necessary to maintain
a secure cyber-physical system. The selection, arrangement,
and deployment of such digital components is scalable and
flexible to the specific cyber domain protection needs of the
high consequence facility.

These digital components are then arranged in a specific
manner to achieve pre-defined cyber security objectives. For
example, many of these algorithms, protocols, and information
access controls are often connected within a cyber security
architecture designed to balance protection of digital assets
from external manipulation against regional operational busi-
ness use. Such architectures are designed and constructed to
identify, assess, and mitigate potential disruptions—sometimes
by removing the disruption and others by quarantining a
portion of the digital system. An example of the cyber archi-
tecture layer is shown in figure 1 (b). The logical relationships
of computing elements and data flow are represented by a
series of nodes that aggregate data towards a central ring
of communication elements. Though traditionally evaluated
independently, this layer is influenced by others, including
the need for electrical power from the infrastructure layer and
regular use of digital components by humans in the socio-
organizational layer.
3) Infrastructure Layer: A strong uderlying infrastructure

is necessary to support high consequence facility security.
As the underlying skeleton, infrastructure components provide
the necessary operating conditions on which other security
components rely. For example, infrastructure components can
provide the necessary type of electrical power (e.g., 110 volts
vs. 220 volts), temperature control (e.g., for vital computer
server rooms), and stable structures for physical support.

Civil engineering best practices are used to select and
arrange infrastructure components to meet overall—including
security-related—objectives. Though not typically described
in such terms, a simple model of these infrastructure compo-
nents is a sparsely connected, simple network illustrating the
disparate relationships within this layer. An example of the
infrastructure layer is shown in figure 1 (c), with an emphasis
on the power system. Power nodes radiate from a central
redundant power grid and backup power node element. In
addition to leveraging network theoretic measures to describe
infrastructure performance, such a model creates a dedicated
layer to represent many of the resources (and needs) underly-
ing security at high consequence facilities.
4) Socio-organizational Layer: Lastly is the need to include

the various social and organizational elements necessary to
provide security at high consequence facilities. Examples of
such elements include organizational structures (e.g., where



the security department is located), procedures/policies (e.g.,
internal security rules), regulations (e.g., external security
rules), patterns of behaviors (e.g., adherence to security rules),
and management actions (e.g., a demonstrated commitment to
security). One traditional approach to selecting, implementing,
and evaluating socio-organizational elements is the concept
of "security culture' [31], [32], which provides a potentially
useful framing of how such elements can help protect high
consequence facilities.
Many of the important elements within this layer can be

represented using individuals as the components and various
characteristics of connectedness between nodes in a network.
For example, an organizational chart reflects how individuals
are arranged to achieve security goals. Or, consider how formal
and informal relationships between members of the security
department thought the organization illustrates patterns of
behaviors indicative of how important security is within an
organization. An example of the socio-organizational layer is
shown in figure 1 (d). Operators, commanders, and in-field
security personnel are represented in this example.

Invoking network theoretic characteristic and performance
measures provides a useful mechanism for evaluating perfor-
mance of the socio-organizational layer in meeting security
objectives. While such socio-organizational influences are dif-
ficult to account for they are far from independent as human
interactions are necessary for each of the other layers to be
successful.
5) In-Layer Interactions: The performance of each of these

layers includes more than just the ability for each of the
constituent components to achieve individual functional ob-
jectives. The traditional detection, delay, and response secu-
rity objectives are more accurately described as system-level
behaviors. For example, detection is not only the ability of a
given sensor to identify and measure motion with its measure-
ment field, but rather results from the interactions between all
sensors identifying potentially malicious or undesired motion.

In the proposed multiplex-based approach, each of the pre-
viously described layers is represented as graphs in an initial
attempt to better incorporate such interactions. Using classic
network graphs provides a clear, well established paradigm
for describing component-to-component interactions, as well
as how these interactions and the individual component per-
formance can impact higher level behaviors.
6) Between-Layers Interactions: Yet, there is still a need

to investigate multilayer connections. More specifically, mod-
eling each layer—as described above—provides the oppor-
tunity to invoke multiplex logic to better understand higher
level, more complex interactions on system security. As in-
troduced in the individual layer descriptions above, a more
comprehensive framework for system security must include
interactions between layers. For example, the interaction(s)
between communication elements (in the cyber architecture
layer) and sensing components (in the PPS layer) represent
individual component connections between distinct layers. Yet,
the connection between all digital elements in the cyber archi-
tecture layer and electrical power in the infrastructure layer

represents an individual component (power supply) to multiple
component (digital elements) connection. Another type of
between layer interaction is represented in the regular use of
physical sensors (in the PPS layer) by operational and security
personnel (in the socio-organizational layer)—representing an
interesting case of multiple component to multiple component
connection.

IV. HYPOTHETICAL HIGH CONSEQUENCE FACILITY
SECURITY MODEL DISCUSSION

In order to analyze these concepts, a hypothetical secu-
rity system for perimeter intrusion detection was modeled.
The modeled system began with the foundational elements
common to most physical security systems as well as key
requirements for the demonstrative analysis, as described by
Garcia [6]:

. The perimeter is divided into five regions called sectors

. Each sector contains three different sensing devices and
one camera

. A communication loop connects hardware in each sector
at a junction box to neighboring sector junction boxes

. Both a primary command control display equipment
(CCDE) and secondary CCDE exist within the system
. Both a primary video management system (VMS) and

secondary VMS exist within the system
. Power enters from the grid at one location, and a sec-

ondary power backup system exists
. The primary CCDE system is staffed by central alarm

station (CAS) operators and one CAS commander
. The second CCDE system is staffed by secondary alarm

station (SAS) operators and one SAS commander
. The CAS commander can direct the actions of security

personnel acting as response force

Once these key nodes were established the relational in-
teractions among the constituent elements (i.e., edges) were
determined with the graph-based model shown in Figure 2.

Typical security perimeters are divided into sectors which
contain a set of sensing devices for detection. Sensors are used
to detect adversary action within the sector, with the resultant
data reporting back to the CCDE for analysis by the CAS and
SAS operators. Logically, sensors must have three properties to
function: a communication path back to the alarm processing
node (or backup), a power path back to the power grid node
(or backup), and the sensor must be configured correctly and
functioning, represented by an associated alarm node. Sensing
elements pass alarm data to the CCDE, as well as aggregate
power and communication via a junction box associated with
the sector. Power connections from junction boxes connect to
the power grid and a backup power system. Communication
from junction boxes are connected together in a loop, with the
primary and secondary CCDE system connecting via a single
link into the junction box communication loop.
Cameras are present in each sector, and are used to perform

assessment of the source of a sensor alarm. Camera data is
used by the CAS and SAS operators to assist in determining
if a sensor alarm is a true positive (i.e., adverary action of
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Fig. 3. Degree histogram showing the number of nodes in the physical security
network with a given degree.

interest) or a false positive (i.e., a sensor nuisance alarm, such
as animals). Camera data must also connect to the primary
and secondary VMS. Similar to sensors, cameras must have
communication and power paths to the VMS and power grid,
respectively. The VMS and CCDE elements make a final
communication and data connection between each other.

Additional sensed data exists within the hypothetical sys-
tem, such as tamper alarm data from various components.
These elements must follow the same requirements as sensors
and cameras by having communication and power paths back
to source nodes as well as an associated alarm node.

A. Security Analysis of the Graph Model

Figure 2 indicates that elements in the example physical
security system tend to aggregate towards more highly cen-
tralized nodes, with the CCDE, VMS, and power grid being
critical nodes in this network. Nodes at the perimeter of the
network tend to have fewer connections, while nodes in the
center behave more as critical hubs of capability and infor-
mation aggregation. This has implications in both the analysis
and design of the system — for example, graph analysis could
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Fig. 4. Example physical security graph showing the nine detected conununities. Colors represent nodes in a particular community. Boundaries from community
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identify nodes or communities whose isolation in the network
make the overall security system more susceptible. Alternative
system architectures could also be investigated that reduce
capability and information aggregation, instead investigating
a more decentralized security architecture to improve security
performance and resiliency.

Figure 3 shows the degree histogram for the system security
network shown in Figure 2. The average degree for this
graph is 3.35 with an average path length of 4.51; thus, this
example network contains a significant number of nodes with
only two connections, primarily from data collection elements
associated with sensors and cameras. Conversely, there are
a low number of nodes with very high degree (e.g., the
primary and secondary CCDE) that are important elements
of the security system whose failure could have significant
consequences. Knowledge of average degree and path length
is also useful for determining more meaningful probabilities
of element performance, especially when a system is under
degraded operating conditions. Additionally, the impact of path
length and number of edges versus traditional (e.g., probability
of detection) and advanced (e.g., resiliency) system-level met-
rics can now be evaluated in order to understand the more

complex interactions that occur in a highly interdependent
security system.

Figure 4 shows the results of an initial investigation into the
characteristics of the multi-layered graph. The Blondel et al.
algorithm [33] for community detection was performed. Using
this technique for clustering based on the relative density of
internal and external edges between nodes, nine communities
were detected. The resultant clusters map closely to the
sectorized security system introduced for the hypothetical fa-
cility and identify additional communities within the network.
Identifying the implemented sectors demonstrates parsimony
of multiplex-based approaches (and analysis techniques), as
well as highlighted additional communities whose properties
could be modified to improve overall system security.

For example, if the goal of a physical security system
is to maximize its ability to function even under degraded
conditions, the large number of low degree nodes and the high
closeness centrality for critical elements such as the CCDE
system, VMS, and the power grid and power backup may
indicate connection types whose modification could improve
system-level behaviors. Additionally, the presence of redun-
dant communication loops, CCDE nodes, and power nodes



likely improves the resiliency of the system. The model is
also useful for identifying distinct bottlenecks in the system
such as the junction box components.

V. CONCLUSIONS AND IMPLICATIONS

Challenges to current security approaches suggest a need to
incorporate interactions observed within system security per-
formance to mitigate increasing real-world complexity and loss
of environmental control. Using a multiplex-based approach
to leverage key concepts from resilience science, complex
system theory, and network theory domains resulted in several
new insights. First, system security design and analysis should
incorporate adversary mitigation efforts at the PPS, cyber ar-
chitecture, infrastructure, and socio-organizational layers. Sec-
ond, incorporating multi-domain interactions provides higher
fidelity understanding of observed system security behaviors,
as demonstrated by the correlation of the clustering algorithm,
identified communities in the multiplex to the sectors in the
hypothetical facility. Lastly, network-based models expand
the analytic solution space for system security. For example,
how measures of centrality between multiplex nodes can
identify previously unidentified shortcomings in — as well as
overlooked opportunities to improve — systems performance.

This initial analysis of a multiplex-based approach to sys-
tem security is the first step toward identify conceptual,
technical, and analytical needs to improve development and
deployment at high consequence facilities. These promising
results indicate that a multiplex-based approach is capable of
helping system security shift from a "reactive' to "proactive"
paradigm. Further research is necessary to identify and explore
such dynamism—particularly in terms of incorporating novel
insights from the growing resiliency literature. Ultimately, this
multiplex-based system security model will help protect high
consequence facilities in complex, nonlinear environments,
versus innovative adversaries, and against disruptive technolo-
gies.
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