This paper describes objective technical results and analysi
in the paper d necessarily represent

URAI : Securing Embedded Systems with Return Address Integrity—

Naif Saleh Almakhdhub Abraham A. Clements Saurabh Bagchi Mathias Payer

Purdue University and Sandia National Labs Purdue University EPFL
King Saud University

* Microcontroller systems (MCUS) are a significant portion of * Prevent ROP style attacks against MCUS by enforcing the
embedded systems and loT Return Address Integrity (RAI) Property

* MCUS lack basic defenses and are vulnerable to control-flow * Apply the defense with low runtime overhead
hijacking attacks such as Return Oriented Programming (ROP) * Apply the defense without requiring special hardware

* Existing defenses either have limited security guarantees, high
runtime overhead, or require special hardware features

URAI

* Analyzes the call graph statically to identify the possible return targets of each function e
 Transforms the set of return targets to a jump table and places it in R+X memory
* Encodes a general purpose register called the State Register (SR), which is
never spilled and is exclusively used by uRAI
 Uses the SR at run time to resolve the correct return location from the jump table
* Enforces the RAI property since the SR and jump table are inaccessible to and adversary | _
* Enforces Software Fault Isolation (SFI) on functions callable within an exception handler 3 | ’ e
context to protect sensitive Memory Mapped 10 (MMIO) such as the MPU K A
* Partitions the SR into segments to curb path explosion ST ot miojdate Szt [l
* Applies a type-based CFI for forward edges (@) befault application. (P} AL application.
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Compiler Transformation
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Evaluation
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