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Materials

 Butcher Paper
— Provides a large area to work with
— Portable and storable (temporarily)

* Post-Its
— Used to record ideas
— All ideas should be written down
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* Sharpie Markers

— Easy to read at a distance so all participants can
see current ideas
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Brainstorming

What is this?
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Butcher Paper!

* This is what we have given you to start with... A
completely blank slate!

* Now what?

Brainstorming

Sandia
RT3.0-4 rl'| National
Copyright 2004 Sandia Corporation Laboratories



Brainstorming

Start Points and Flags
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Brainstorming

Attack!!
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Organization

* Once the team starts winding down and wrapping
up ideas, start to organize the attacks
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= * This is often done in a group so ideas can be

§ clarified (post-its are small!)
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=  When you think you have the order, start drawing

= lines

o — We recommend using light color markers for the
first cut
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Brainstorming

Attack Graph
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Attack Graphs

* Once you are comfortable with the graph and
lines, re-trace the lines in a dark color so they are
visible

* If you are going to be moving the butcher paper,
reinforce the post-its with tape

— There’s nothing worse than losing post-its unless
its having them, but not knowing where they go!
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Brainstorming

Attack Graph

L
‘] o Fa 1 L
féaniin medie : W 4 [T g | !
FT Y o ramala Trackar “acrepiance Hiete tnuck e i
remole fesepl display on On sl lasion parmits” s hiagh e sl confideality
corysclion e madficstion ¥ Cap legal stahe o 4 T Fum G la
COTpLters L ef b | st cusinman
oW BTCHES cal premal p': vuck [
conird wek 5 it bt Jm ::.-
LISA nls in ruck -
Altack nstwork e L_— |
davee ta get CEENS iimd"
s b LAN dikv. o ol 'I: .
501, ijacien (Pt ate.) sinck Info e
reducarsTioe .
Twn VPN |Recon gure fus ofpebanitake
[Alail WP cianl Por 100 antiss
Expi
; wdnarasle § A Tikeriam Wik
Forscan ‘navice Fenaat VPN baciup i Cona
Leck far x
undac Crash mall walcn for
Bemvices o v miin sartup of
asgioit ko expic VPN 1o
changs
DME afbacks
(LD aney L
‘War dial Corn sefings
Infrasinicara I_._r COTERaTISE remowe fran. reg
madem &) fie dliiwara o
sl ack clcy or DB
ar dal tar passwond e e
Wil iy e - =
il an peiem : ; feoess GPS campany
In OMZ BHMET Fase o
I 577 down irargaetion Toil o I ks
Hoder afacks Al an rucker change parl aai in OB :“"5 "md
Compramise — - raam bl
crash firmwal — Ll sy fransaction change desina on LT F———
On LAH lerminal and iace web uf ey ol
EJM"‘?" = Inshder r TR sl scoepl’ ray mBssages
aLpETE WEE B4R OROET S o customer arders
ame mediy fue sunolers FICEEDD
amal ity fue avml. in DB
e TEease
[EIET]
gk AP L&N exarts infn B aaand wikta |—
il driver saam ol rated narls to enwran
hus {passwond]
Spoof hack rom
iham ks ISP ooty mix *3: malca T
nus them o e ek WRRE :
dar drucks Eagn Seguodad
Dos
Socld Engreerng

RT3.0-10

Copyright 2004 Sandia Corporation

Sandia
National
Laboratories



Reality Check

- After the attack graph has been developed, the
core members of the red team must review the
suggested attacks to ensure that attacks are
reasonable and achievable
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Adversary Filtering

* Once the unrealistic attacks have been removed,
the team considers the attack graph with the
skills, resources, constraints of the adversary
being modeled.

 Attacks that are beyond the capabilities of the
desired adversary will be removed.

— These attacks should be archived for possible later
use
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\

More Constraints

* Next, we screen out attacks based on exercise
constraints/rules of engagement or other exercise
requirements.

 In a paper exercise, this may not be necessary.
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Path Grading

* The filtered attack graph is then reviewed again to
find the “best” attack path.

o
E * The definition of best varies depending on the
o desired characteristics:
"g — Stealth,
'@ — Cost
aa — Time

— Etc.
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Attack Planning

Attack Planning - Brainstorming

High Level
Objective

- Brainstorm

Adversary

' ‘Constraint

List or Tree
of Possible
Attacks

ecove
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