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Our Goal

• Build a computer model to facilitate finding 
the right balance between security and 
economic interests.

• We track:

– Cargo

– Costs

• Understanding the robustness of port to 
disruptions.

Port Operations Simulator

Security solutions to the container shipping challenge should recognize that, 
in many cases, commerce, including essential national security materials, 
must continue to flow…

Stifling commerce to meet security needs simply swaps one consequence of 
a security threat for another  – The National Strategy for the Protection of 
Critical Infrastructures and Key Assets, February 2003



Pacific Northwest Collaborations

• Worked with numerous individuals to design and parameterize 
the port models, identify analyses and workshop content:

– Pacific Northwest Economic Region, 

– Regional Maritime Security Coalition, 

– US Coast Guard, 

– Bonneville Power, 

– Ports of Seattle and Portland,

– Cities of Seattle and Portland 

– University of Washington, 

– Lucent, 

– Transportation Strategies International and 

– Creative Learning Environments 

• Initial iteration of model development culminated in workshops 
in Portland and Seattle 



NISAC Pacific Northwest Port Simulators

Two time scales of interest
• short term (several months)
• long term (several years)

Policy
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(throughput & costs)Long Term
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Short Term Cargo Flow Model





Disruptions

Four canned disruptions

• Electric Power

• Telecommunications

• Port Security 
Threat/shutdown

• Labor



Effects of Disruptions



Some Example Security Screens







Example Results



The Seattle and Portland Workshops



Some Workshop Observations

• The short-term operations model provided a 
tangible grounding for many of the participants.

• Some workshop groups developed novel, insightful, 
dynamic inspection strategies (that we’d have never 
come up with).

• There is no consensus about what constitutes 
adequate security. The workshop groups:

– Produced a very wide range of comprehensive 
security policies.

– Resisted qualitatively ranking security policies.

Security upgrade decisions seem to be being made 
without analyses. Nobody really knows how much 
security they are buying.

Complete 
Security

No Security



Conclusions

• Security costs did not have the large negative impact they 
anticipated. Volume grew over time, but growth rates can be 
retarded by differential security effects.

• Scanners can impede operations relative to ports without them.  
This can impose significant competitive costs.
– Subsidizing capital costs makes little difference – important effect is 

the additional time/labor caused by operating scanners at the gate 
and by inspection of detects.

• Imposing uniform measures help maintain balance among ports.
• An effective strategy for ports in the current environment

– Accept security measures that are imposed across all ports
– Resist any proposals to add security measures that are over and 

above the lowest common denominator

• An effective strategy for homeland security
– Explicitly show the benefits to adding security
– Add security evenly across ports
– Be prepared to handle logistical side effects BEFORE imposing 

new security measures


