
The ability to anticipate an opponent’s malicious intent is critical to many forms of planning, analysis, design, 
and operations. While this need is recognized in the military and intelligence communities, infrastructure  
providers and first responders find themselves on the front line facing a range of potential threats that in 
many cases exceed the defenders’ direct experience. REDTEAM2007 acknowledges this need and seeks to 
match need with experience.

At the conference, representatives from the military, intelligence community,  federal agencies, infrastructure 
providers, and first responders will have the chance to interact with and learn from professional red teamers   
from a breadth of organizations. Likewise, professional red teamers will have the chance to learn from infra-
structure providers and first responders and share strategies and lessons learned. In addition, attendees will 
participate in the Sandia National Laboratories Red Teaming for Program Managers (RT4PM) class, perhaps 
the best introduction to understanding and managing red teaming available today.

Topics and tracks: 
The conference will address two broad application  
areas: (a) red teaming and adversary-based assessments 
and (b) adversary modeling. Within and across these 
areas, speakers will address topics such as

Methods, techniques, and tools  
(the technical track)  
n  �Characterizing, modeling, and understanding   

adversaries 
n  �Exploring, modeling, and analyzing possible  

adversary actions  
n  �Testing and assuring designs and prototypes   
n  �Testing and assuring live or operational systems and 

organizations 

Program and project management   
(the managerial track)  
n  �Building, training, and running red teams   
n  �Identifying and sharing best practices 
n  �Overcoming organizational risks and challenges; 

identifying and measuring rewards 

Information sharing within organizations and  
across sectors (the policy track)
 

Who should attend?  
n  �Federal, state, and local officials responsible for  

homeland security, infrastructure  protection, and   
law enforcement  

  
n  �Military organizations responsible for homeland  

security, infrastructure protection, and force protection    
 
n  �Military and intelligence organizations responsible for 

characterizing adversaries, assessing vulnerabilities,  
and red teaming

n  �Commercial providers of red teaming services to  
military and government clients and critical  
infrastructure owners 

     
n  �Commercial infrastructure providers

For more information:  
n  �Registration and logistics:  

Amy Bowen, adbowen@sandia.gov   
(505)  284-3178 

n  �Speakers and agenda:    
Mark Mateski, memates@sandia.gov   
(505)  284-1259 

n  �http://www.sandia.gov/redteam2007

Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin Company, for the United States  
Department of Energy’s National Nuclear Security Administration under contract  DE-AC04-94AL85000.  SAND2007-????P

SAND2007-2589P


