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How Much Is Enough?

*Undesired

*Criminal *Extremist
Events

*
Consequences

\

*Liabilities *Targets

BN

i * .
Terrorist Insider

*Is risk acceptable?

*
Reduce Consequences
% :
Decisions Operational trade-off

*Improve Protection *Cost options
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Security Risk is a Measure of:

Consequences

Threat

Vulnerability

v
Security

Risk

The amount of control each site / facility has over
each component is different

Automated RAM Tool
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Security Risk Equation

Process for risk and resource management using a suite of
tools and information

Based on the security risk equation:

Probability of

. Adversary Success
Probability

of Attack \
System
}il?isk > R P A * [1 — ] C <—— Consequences

Securlty System
Effectiveness

Integrates many components into a single, consistent,
approach for determining risk and making decisions

Automated RAM Tool
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Benefits of Using Security Risk

Combines three relevant factors into a single
parameter

Allows comparisons of threat, security system,
and consequence variations

Helps in prioritizing / justifying requirements and
budgeting

= Efficient allocation of resources

Automated RAM Tool



SNL Security RAMs

= RAM-D (Dams)

= RAM-T (Electrical Utility Transmission Systems)
= RAM-W (Municipal Water Systems)
= RAM-C (Communities)

= RAM-CF (Chemical Facilities)

= RAM-P (Prisons)

= RAM-E (Pipelines, Electric Power Generation)
= RAM-FAA (Airspace management facilities)
= RC RAM-W (RAMCAP/NIPP compliant version)

For more information see www.sandia.gov/ram

Automated RAM Tool



Sandia
National
Laboratories

A

Security Risk — of the potential damage to,
or loss of, an asset based on the likelihood of an
undesired event

Security Definitions

Security Risk Assessment — of analyzing
threats to, and vulnerability of, a facility;
determining the potential for losses; and identifying
cost-effective corrective measures

Vulnerability Assessment — in which
qualitative / quantitative techniques are applied to
identify vulnerabilities and to assess the
effectiveness level for a security system

Automated RAM Tool



Security Risk Assessment ) 5.
Methodology for Critical Infrastructures

_,e:f
s [N
C
Security Threat oy
Environment Assessment -
Description
Consequence | Vulnerability
Assessment 1  Assessment
Risk
Estimation

Report
(Periodic
Review)

\ Propose Upgrades and Recommendations//
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Security Environment Description

= Site / facility characterization
* Drawings, reports, policies / procedures, photos

= Cyber and physical security data

= Site-specific fault tree

= Customize a generic fault tree for specific Cli

* |dentify undesired events and targets (assets)

" Protection objectives - Dt

Automated RAM Tool 1
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Threat Assessment
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= Analyze threat

= Develop site-specific threat spectrum
* Range of threats (VL - VH)

* Insiders and outsiders
— Motivations
— Attributes
— Capabilities

= Estimate threat potential (P,)

Automated RAM Tool
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Consequence Assessment

* Define consequences (C)
= Costs, lives, impacts, etc.
= Estimate C for each undesired event
- Usually a qualitative value: VH,H, M, or L
" Prioritize undesired events

* Prioritize targets (assets)

Automated RAM Tool 13
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*Understand the current physical protection system
(baseline analysis)

Vulnerability Assessment

= Detection, delay, response
= Understand the integration of the PPS components
= Organize data and performance test

= People, equipment / hardware (technologies), and
procedures

Automated RAM Tool 14
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Physical Protection System

PPS Definition:

Automated RAM Tool

Integration of people,
procedures, and equipment

for the protection of assets or
facilities against theft,
sabotage, or other malevolent

human attacks

www.bhusa.com/security/us

The Design and

Evaluation of Physical
Protection Systems

S8 Vulnerability
N Vulnerabilty

i of Physical
. Protection
Systems

15



Vulnerability (System O
Effectiveness) Analysis

'5"

Identify adversary objectives

= What does the adversary want to achieve?

Identify worst-case paths and scenarios
Analyze adversary patterns

Evaluate physical security and mitigation features

* |[dentify system weaknesses

Determine system effectiveness % E

Automated RAM Tool 16
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Risk Estimation

*Risk is a function of
* Threat
* Vulnerability (system effectiveness)
= Consequences

= Calculate baseline risks

= Consider constraints
= Legal, operational, budget, resources, culture, etc.

Automated RAM Tool 17
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Risk Management and Reduction
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= Determine what is acceptable risk
= Senior management / facility owner decision
= Reduce the risks - identify and propose security upgrades

* Increase security system effectiveness

» Detection, delay, response

= Reduce consequences

« Upgrade consequence mitigation features
= Evaluate impact of upgrades
= Re-calculate risk

= Compare to baseline risk

Automated RAM Tool
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Upgrade Impact Evaluation

= Consider additional impacts other than risk
reduction

= Cost

= Operation(s)

= Schedule

= Public opinion L1

Automated RAM Tool 19
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Benefits of a Systematic Approach

* Repeatability = Traceability

* Quantified = Consistent terminology
= Standardized * Defensibility

= Accountability = Ease of automation

Automated RAM Tool 20
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A RAM approach can help critical infrastructures
make security decisions based on a rigorous
systematic process

RAM Overview Summary

* Integrated system engineering approach

Critical infrastructure security goals usually
include:

* Protection of life (employees and public)
= Continuity of mission and critical operations

* Protection of facilities, property, and equipment

Automated RAM Tool 21
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RAM Overview Summary (contd)
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Security Risk is a function of

= Threat
* Likelihood of attack
= Vulnerability

» System effectiveness

= Consequences of
adversary success

Critical infrastructure owners
and / or senior management
are responsible for final
decisions

Automated RAM Tool

Consequences

Threat

Risk

Vulnerability
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Security Risk Assessment

L T ! Vulnerability
| Security !
' Environment i Threat Consequence *Protection
I - I . . system
i « Facility i T hre.at . Cons:e.quence effectiveness
' characterization — description |—>| definition | sssessment
1 1
\ *Target identification ' *Threat *Consequence -Specific
! 1| potential analysis Inerabili
\ *Protection objective | vulnerabr l.ty
i specification | identification
“ IV 7
g "l
Unique to each Site Common to all Critical
Infrastructures

Automated RAM Tool



2,.'

What will

Sandia
National
Laboratories

be Automated

= Fault Tree

. Specific to the Site

= Screening Analysis

= Threat Assessment

= Risk Estimation
= Baseline
= Upgrade

= Consequence Assessment

= System Effectiveness Analysis

Any
RAM

Automated RAM Tool
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What parts of the ) i
RAM are not Automated?

Protection objectives
Project definition
= Scope of project, team, schedule

Site survey data collection
= Drawings, reports, policies, procedures, etc.

= Site interviews
Performance testing data
Cyber security (TBD later?)

Automated RAM Tool 26
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Let’s look at the Tool

Next Slide: The Start Window



¥ start
2 riroduction |
[ Files :

[ ] Upgrade Package
[ | Riskfor Upgrade

Major Modules for the RAM

Welcome to RAM-T

Start a RAM Project Start a new RAM-T prcrjet?i now. Yp&will be able to import data
from previous RAM-T projects

Continue with a Saved RAM-T Project

CARamProjects\Preliminary Testame. ram{Modifier. 22/2007) - RAM-T
CARamProjects\2ndPreliminary TestName ram(Modified 2/24/2007) - RAM-T
CARamProjects\Primary TestName ram(Modified 2/28/2007) - RAM-T
CARamProjects\Secondary TestName.ram(Modified 2/23/2007) - RAM-T
C:A\RamProjects\Final T estName.ram(Modified 2/30/2007) - RAM-T

‘ Continue Selected RAM-T Project

Outline of RAM and it functions
as the checklist as modules and

sub-modules are completed

®)
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Take me to ...

w3 |

Next =
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Screening Analysis

=Consequence Table — Inputs:
= Sites / facilities
= User defined criteria
= User defined number of levels of criteria

= User provide definitions for levels of criteria

*Output: Screening Worksheet

= Prioritization of facilities A

Automated RAM Tool 29
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Untitled - Risk Assessment Methodology

Y 4
User Defined or F it IREEE

Evaluate Consequences Analysis Priority
can use Default

L] =d below are typical consequence categolies for electrical hansmmsmn facilities. Please review the listwith your facilities in mind.
atego rles an 2 lewe-mng the caf.egones and thelr de § add delete, or modify categories that apply to your

Descrlptlons

quence:
ategory

Description

Will the loss of compromise of the electncal infrastracture asset disupt or othenvise thresten the ability of the Linted States
Canadian or Mexican military or civil govemmert to sstishy their critical mission in support of national military or civil security?
A few examples might include electrical infrastructure that supports the folowing;

» oritical miltary bases

+ intelivence functions

Will the loss or compromise of the electical infrastructure asset disnipt or otherwise threaten the public safety and heslth, and/or
erwironment of the Linited States, Canada, or Mexica?

Afew examples might include electrical infrastructure that supports the following:

* potable water supplies

* sewaas trestment facilities

Viiill the lozs or compromise of the electical infrastructurs saset disnupt or othenwise threaten the economic zecunty of the United
States, Canadian, or Mexican economy?

A few examples might include electical iffrastructure that supports the folowing:

» oritical banking faciities

+ ontical electronics industnes

Will the lose or compromise of the electical infrastructure asset disrupt or otherwise threaten the regional, national, or Morth
American electrical gnd relisbility?
A few examples might include electrical infrastructure such as the following:
s imporant regional transmission hubs
+ intemeaional tie fines

Vijifl the loes or compromize of the electrical infrastructure asset disnupt or otherwise threaten the supply of generation necezg
adequately serve the regional, national, or North Amenican electric demand?
& few examples might include electrical infrastruciure such as the following:
* major generation facilties
* substations that integrate major generation into the gnd

< | Skip | | Next

Automated RAM Tool 30




' Choice of Number of
Consequence Severity Levels
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ntitled - Risk Assessment Methodology

File Edit Tools Help

[v] Start
- [v] Introduction
.[ 7] Files
[w| Project
[ 1Screening
. --[v] Consequence Categories
-[ | Evaluate Consequences
- | Analysis Pronty
[ Workshests
[ | Planning
] Fault Tree
[ | Threat Asssssment
[ | Consequence Assessmen
[ Site Survey
[ | Preparation
- | Checklists
-] Warksheets
[ ] Analysis
[ ] Adversary Strategies
.. ]ASD
[ | Scenarios
- [] Estimate PE
-] Vulnershilties
-] Summarize
[ Risk Reduction
[ Upgrade Package
[ | Rigk for Upgrade
.| DET

< >

RAM-T

Screening

Consequence Categories

Analysis Priority

Worksheets

By default RAM-T analysis uses three Consequence Severity levels as shown below. If desired. you may choose to use four or five
levels, or you may choose your own level scheme:. Please selecta number of levels from the choices below and then click the "Next"
button atthe bottom of the form.

Consequence
Severity

H (High)
M (Medium)

L (Low)

Description
Critical Impact
Mederate Impact

Minimal Impact

Consequence

Severity Description
VH (Very High) EmeTnme;);griﬂcal
H (High) Critical Impact
M (Medium) Maoderate Impact
L (Low) Minimal Impact

Consequence
Severity

VH (Very High)
H (High)
M (Medium)

L {Low)

VL (Very Low)

Description

Extremely Critical
Impact

Critical Impact
Maoderate Impact
Minimal Impact

Negligible Impact

(%) Use Thres Consequence Severities

{7 Use Four Consequence Severtiss

() Define Custom Consequence Severty Levels

(") Use Five Consequence Severties

Skip =] |

Next =

Automated RAM Tool
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Evaluate Consequences

ntitled - Risk Assessment Methodology
Hile Edit Tools Help

RAM-T

Screening

[v] Start Consequence Categories Evaluate Consequences Worksheets
- [v] Irtroduction

_ Instructions for form use go here
- [w]| Consequence Categories

- [w] Evaluate Consequences

«[ | Analysis Priority

[ | Workshest 2

DEW-IHQ == Enter a name for the facility to be screened: Test Facility AA

[ ] Fault Tree

[ | Threat Assessment

--[ | Consequence Assessmen

|____|-Sﬂe Survey

--["| Preparation

[ | Checklist

E w:;@ée:tg Undesired Events ->

[ | desdhisds Public Health and Safety OHOM

[ ] Adversary Strategies

..[]AsD Economic Security OH &M

..[ | Scenanos

W Regional and National Electrical Grid Reliability ®H OMm
@)

Facility : Test Facility AA Consequence Category Cosl:as‘;qrgsr:ce

Consequences of National Security ®H Om OL

!

U

i
-

- [ | Vulnerabilities

[ Summarize Generation
[ | Risk Reduction . o
7 [ Upgrade Package H = critical impact Highest

E gskfor Upgrade M = moderate impact Consequence H

= mini i Severi
[ DET L = minimal impact ty

HESM OL

_ Occcurences 2
[ ] Final Report

‘ MNext Facility =» ‘

: : [ 3] [

Automated RAM Tool
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OUtPUt: E%:%E’%ﬁes
Prioritization of Facilities

5 Untitled - Risk Assessment Methodology
Ble Edit Took Help

RAM-T

Screening

[] Stait Consequence Categories Evaluate Consequences Analysis Priority
- [w] Introduction
. [w] Files
Project

[ Screening You have created The workshests listed below. You may edit any of these worksheets 1o reflect

gmﬁn‘:e’ Lateganes | any changes for this project. If appropriate, the items may also be deleted or printed.

:::Work) s:eztﬁ:h Facility Name Number

[ ]Plandirg Test Facility A
- [(]Fault Tree Test Facility B

[ Threat Assessment Test Facility C
- [ |Consequence Assessmen Test Facility D

o b =

[ ] Adversary Strategies
[ ]ASD
[ | Scenarios
[ | Estimate PE
[ | Vulnerabilities
-] Summanize
[ Risk Reduction
: [ | Upgrade Package
[ | Fisk for Lpgrade
[ |DBT
[ |Final

D Impacts

D Final Repart

== Add Worksheet v’ Edit Workshest ¥ Delete item

: : o o] [ vens

Automated RAM Tool
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Generic Fault Tree

Generic fault tree provided for some critical
infrastructures

= User can delete events
Site Specific Fault Tree
= User can add events

Used to determine undesired events

Used to determine critical assets to be protected
in order to prevent undesired events

Adversary strategies and scenarios can be
developed from fault tree

Ensures completeness

Automated RAM Tool
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Creating a
Site-Specific Fault Tree

Untitled - Risk Assessment Methodology

Ele Edit Teols Help
i Planning ite S i Re 2 Ris
Threat Assessment Consequence Assessment
Fault Tree Shapes x""-‘;rrI|\|I|‘|I|\|I|||I|||I|||I|||I||wI||\I||wI||\I|||I|||I|||I|||I|||I|||\|||\|||\|||\|||I|||I|||I|||I|||I\||I\||I\||_
Eram |3 :
Undo H Redo AL
9{"&1‘:% AND gate =~
Show Tabs * Drag and drop onto the drawing ]
page. 3
Show Grid —]
inmtmﬁlmgate —
Format . . . = Drag and drop onto the drawing =
page. =
Print = l
Event with Undeveloped Event I o i S
Save Changes ;; o A e L e :g ity ]
| + Zoom PAGE: =
| Workshests L E
[ Analysis b Qimtmﬁncnmctnr =
-] Adversary Strategies Drag and drop onta the drawing =
[ |ASD v:j
[ | Scenanos s
[ ] Estimate PE Dynamic connector 3
[ ] Vulnerabilties Drag onto the page, then drag the T\:
- [] Summarize ‘ends to blue x's on shapes (red ind. .. -
["] Risk Reduction =
-[| Upgrade Package aﬂu‘lt E
[ Risk for Upgrade Drag and drop onta the drawing e I I i ] I \npact Tt I iﬁ..ml.m.u] | .....n.s.....l lm.mm.n ] I.mn.mm.l
e S el i i} i s P i
et E JA £\
|:| Firal —_
- [Jimpacts 3
= ) i e |
—: w
¥ M 4 » M Page-1 |= | 3
: | st 3] [ oz 3]

Automated RAM Tool
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" Input:

Threat Analysis

= Site-specific threats
* Outsiders

* Insiders

= Threat capabilities and attributes

= Output:
= Threat Description Table
 Full range of threats (Hto L)

= Threat level estimate

Automated RAM Tool 36
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[v] Start
- [] Introduction
[7] Files

Aralysis Prorty
[7] Workshests
[ ] Planning
i-[v] Fault Tree
- [v] Threat Assessment
~[_]Consequence Assessmert
[]Site Survey
[ | Preparation
[ Checidists
[ Workshests
[ Analysis
[ Adversary Sirategies
-[]AsD
- [ ] Seenarios
-[_] Estimate PE
[ | Summarize
[] Risk Reduction
-[ ] Upgrads Package
~[_| Risk for Upgrade
- [ ] Comparison
[ DBT
[ Fnal
- [impacts
%] Final Report

Planning

Facility: Test Facility AD

Which adversaries are threats to this facility?

Adversary - Outsider(s)
Terrorists
. O International
. Domestic: Ecological

[0 Domestic: Militia / Paramilitary

t! Vandal
[ Insider(s)

[ Other

| << Previous | | MNext >3

Consequence Assessment

Instructions:

[fthe listed adversary is a threat, check the
box; atherwise leave itunchecked.

When finished, click the "Next ==" button

below.

Identify Site-Specific Threats

User Selects Site-
Specific Threats

Sandia
National
Laboratories

Take me to ...

Skip =] |

Mext =

Automated RAM Tool
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' User Defines Threat o
Attributes and Capabilities

Unititled - Risk Assessment Methodology

Ble Edt Tock Help
Planning
[] Start Fault Tree Consequence Assessment
- [v] Irtroduction
Project
[+] Screening
- [] Consequence Categories
~[v] Evaluate Consequences Facility Identifier: Test Facility AD
Analysis Pronty
- [] Wotkshests Type of Adversary: Criminal
[ ] Planning
[v] Feult Tree Information Category
[ | Threat Assessment
[ |Consequence Asssssmert | 1. Incidents (Historically, currently, future potential ‘Nearly annual theft incidents.
[ ] Site: Survey
| Preparation 2. Has the adversary shown interest in this faciligfor |Yes
~[|Checidists the same type of facility?
[ Worksheets
[ | Analysis 3. Number of adversaries ‘ 2-3
[ | Adversary Strategies
-[ |ASD 4 Equipment ‘Handtoofs
[ | Scenarios
[ Estimate FE 5. Vehicles i
i Vinershitics Car, pickup
[ ] Summarize - -
[]Fisk Recucton 6. Weapons Handguns, automatics, knives
[ | Upgrade Package I : : i
[ Riskfor Upgrade 7. Motivation Financial gain. Steal property.
. [oeT 8. Tactics Property theft
Dg’?'mpa o 9. Inteligence gathering means ‘Local media. Limited observation.
[ findl Repot 10. Targets of Interest ‘Equ[pment room.
11. Potential for collusion with insider efeat sensors or other protective measures.
[C_<previoss ] | Next »>
: _> sup 5] [ e

Automated RAM Tool
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Threat e
1-T

SpeCtrum creening Planning Site Survey Analysis Reduce Risk F
t Tree Consequence Assessment

includes both
Outsiders and

at Assessment

Facility Specific Threat Worksheet

. Identifier: Test Facility AD
InSlderS e of Number of = = e . Targets of
L Irsary | Adversaries Equipment | Vehicles Weapons | Motivation Tactics Riinract
i [v] Fault Tree
o[ ] Threat Assessment
‘[ ]Consequence Asssssmen = s g Automatic, |_. : : Equipment
D_%eﬁlw Criminal 2-3 Hand tools SuUvV eitchepin Financial gain Theft st
- [] Preparation
[ | Checldists
o [[] Workshests
Analysis ider -
DD Advarsary Strategies iliﬁﬁr?;er i pfc?tgkcfct)r Prius Slide rule Revenge Destruction Cafeteria
[ Seenanos
[ | Estimate PE
[] Vulnerabiliiss - :
[ ] Summarize: A ki i Eye shade Yaris Sharpe:jad Revenge Viclence Cash drawer
[ Rk Reduction ccountant pencil
[[] Upgrade Package
] Risk for Upgrade
L[]peT il 3 Shovel Pickup Explosives | Disgruntled Theft Equpment
[ ]Final Laborer storage
E L imoacts
R re—
p—— Sip 5] [ ewt o

Automated RAM Tool
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Threat Potential

= Relative score — not a probability

=Scored per undesired event and per adversary type

Adversary :

Adversary Capability History / Intent Relative Mo
- Accesstoregion - Historic interest Attractiveness H
- Material resources * Historic attacks of Target to
« Technical skills .|« Current interest J Adversary [/ M
- Planning/ in site * Desired level of '

organizational skills ) glrrt:i'?ltance . f;:;eog‘;ence
 Financial resources * Documented - Ease of attack VL
threats

Automated RAM Tool



Estimating Threat () i
Level for each Threat ~

thr_.dc-lc-.,' : |:| |§| |£|

User is asked
a series of

Screening Plannfng Site Survey Analysis Reduce Risk Final
questions for rengeanes h=emmer
pat Assessment
eaCh threat. Estimating Likelihood of Attack (PA) Worksheet

Identifier: Test Facility AD

Nllmel'ical rsary: Criminals

bility: s the adversary group capable of conducting a successful attack on this facility?
Scores are sider: Is the adversary group. ..
. d d . Located near or is able to gain access to the region? g NZE
SS g e . Expected to have the material resources to attack this facility? g :25
o ° | @ Ye
a qu alltatlve Expected to have the technical skills to attack this facility? O Nis
value is |
[ Inte 0 Score
Documente™sgence thatthis adversary group has shown interest
= [] Speculation, but no evitemeg that this adversary has shown interest
interest [[] No evidence this adversary has SMewggterest 5
Total Score for Adversary Group (sum all

[ << Previous. ] i[ Mext »> ]|

] i | y: ‘ Skip E}‘ ‘ Next Eb‘

Automated RAM Tool 41
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ndesired Event vs. Threat Level

A a )
' < < resning Planning Site Survey Analysis Reduce Risk Final
a a Consequence Assessment
(
ssment
) € ) Undesired Event vs. Likelihood of Attack (PA) Worksheet
r: TestFacility AD
A A A a
< < Likelihood of Attack (PA) by Adversary
(VL/L/IM/HIVH)
A
' < < Adversary -> Terrorist
|
. A a A . . :
e E
r c E
L d . . . . n M o X c
i | t r |
t | o r i v n
. i X g e m a s 0
4] t i m i G n i |
[ n a i n a d d h
a r a 5 a n a e @
Undesired Event I y I I g I r r

1. Loss of Flood Control M VH VL

2. Loss of Hydroelectric Generation VL M VL

3. Loss of Water Supply VH VL

4. Loss of Commercial Navigation on River M VL M

5. Environmental / Ecological Loss VH L E

\ << Previous J [ Mext => I

T—— sip 5] [ Next >

Automated RAM Tool
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Consequence Table — Input:

Consequence Analysis

= User defined criteria

 Measures — qualitative and quantitative
= User defined number of levels of criteria
= User provide definitions for levels of criteria

« Consequence severity levels (L to VH)

Output: Consequence analysis worksheet(s)

Automated RAM Tool 43



[7] Workshests
|____| Planning

[|Site Survey

[ ] Uparade Packags
[ | Risk for Upgrade
[ | DBT

<

[ Consequence Assessmert

|

Planning
Fault Tree Threat Assessment

Consequence Assessment

Is Loss of Flood Control a relevant
evert?

@ Yes

) Mo

Foreach of the consequence measures
listed below, select (highlight) the appropriate

value. /
Population at Risk

=1,000 - 10.000
>10,000 - 100,000
>100,000

Deaths 4~

Criteria

Values

Economic Loss

= &1 million

=51 million - $10 million

=510 million - $100 million

= §100 million - 51 billion I

= §1 billion |
‘ <= Previous Event ” MNext Event == |
‘ Show Worksheet || Print Workcsheet |

Skip =/ |

Next =

Sandia
National
Laboratories

Automated RAM Tool
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- [] Threat Assessment:
i D Conssquence Assessmen

-~
w

Sandia

National
Laboratories
a m
sening Planning Site Survey Analysis educe 5
a . Threat Assessment [I
Assessment Heloyard Measure of Consequence Consequence Severity
) Undesired Event | Event?
cologicalLoss @) ves Yes or No Type Value By Type By Event
) Ho
Loss of Flood Yes v | Population at Risk =1,000- 10,000 N M
a Control
equence measures Deaths =1,000 v VH
ighlight) th iat
value. Gk Economic Loss = $100 million - 81 billion ~ H
- Highest Consequence VH
Economic Loss - — — 1
— Loss of Yes v | Economic Loss = %1 million - $10 million ~ L
= 51 million Hydroelectric * =
=51 million- $10 millicn Generation Duration Years v VH
> $100 million - 51 billion Geographic Impact State X M
= §1 billion Highest Consequence VH |
Dyion |1t Yes v |Economic Loss > §1 million - $10 million + L
T | CommAga! _
Days Navigatio Duration Weeks v M
\Weeks River Highest Consequence ] |
Manths -
Years |§°5-" |IJfWater v | Economic Loss > $1 million - $10 million ~ L
upply :
Geographic Impact (Irrigation, Duration Months b H
Neighborhood Domestic, tent of Social Impact | Meighborhood ~ VL
Local Industrial)
‘State Highest Consequence H
el |[Environmental /™| ves v [Economicges > $10 million - $100 milic v M
[ Nationa Ecological Loss -
— Duration Hours v VL
l <= Previous Event “ Mext Event >> ‘
Geographic Impact Mational v VH
l Hide Warahen “ Tt Wisichest ‘ Highest Consequence VH
Highest priormty for all Number of occurences
undesired events VH of highest priorty 3
category
sup o] [ teox &

Automated RAM Tool
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= Evaluate detection, delay, response elements
along potential adversary paths

Site Survey

= Evaluation based on threat attributes and
capabilities from the threat assessment module

*Determine performance data to be used in
analysis

= Qualitative and quantitative data

Automated RAM Tool 46
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Site Survey

il Untitled - Risk Assessment Methodology

THe it Took e |
RAM-T

j Start Screening Planning Siteﬁurvey Analysis Reduce Risk Final

Checklists Worksheets

I'BD

User is asked a series of questions to help
identify existing safeguard elements and define
their performance levels. Safeguard elements

include: interior and exterior sensors, video
assessment, delay features, guards/security
officers, emergency communications, etc.
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Adversary Sequence Diagrams

System Effectiveness Analysis

= User defined protection layers

= User defined path elements

\
\
[a
[
(

= User defined connectedness

TBD: Plans to incorporate a structured user-friendly
system effectiveness tool

= Analyzes at a systems level

= Employs SNL security database for protection
elements

Identifies vulnerabilities
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Adversary Sequence Diagram
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-[] Introduction

-[w] Evaluate Consequences

- [7] Arialysis Priomty

-[w] Worksheets

[w] Planning
Fault Tree

[7] Threat Assessmert
Consequence Assessmer

[v#] Site Survey

+[+] Preparation

|| Checkdists

«[v] Worksheets

[] Analysis

-[v| Adversary Strategies
ASD

-[v] Scenarios

- | Estimate PE

- [ ] Vulnerabilties

-[ ] Summanize

[_| Risk Reduction
-[ | Upgrade Fackags
"] Risk for Lpgrade

- [ Comparison
[]1DBT

["1Final
i+ [ Impacts
“ [_| Finaf Report

ASD

Analysis

Scenarios Vulnerabilities Summarize

P. Tool to
be Included
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Risk Level Estimation

Logically combine estimates for Threat, System
Effectiveness (Vulnerability), and Consequence to
estimate security risk

= Risk is reported as a qualitative value - based on
quantitative and qualitative inputs

Consequences

Threat
Vulnerability

\ Risk /
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The tool
combines the
qualitative output
from each of the
major modules

and calculates
Risk (VL to VH)

< | >

Estimating Risk

g Site Survey _ﬁna_lysig Reduce Risk Final
‘Scenarios ‘Vulnerabilities Summarize

Threat

Vulnerability

Consequences
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Reducing Security Risk

G
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Laboratories

= Reduce threat level

= Deterrence

= Difficult to measure
= Reduce vulnerability

= Increase detection, delay, response
= Reduce consequence level

= Mitigation features
 Redundancy
» Transfer

» System robustness

= Improve emergency response

Automated RAM Tool
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Reduce Risk @

{8 Unititled - Risk Assessment Methodology
Ele Edt ook Hep
RAM-T

Start

Screening Planning

Site Survey

Analysis Final

Comparison BT

%91 User will be able to:
« Evaluate different proposed upgrade packages

 Calculate the risk for each proposed package

 Make comparisons between upgrades

* Develop a design basis threat

Next =
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Final Report
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Start Screening Planning Site Survey Analysis Reduce Risk Fina[

The Final Report Module
will do an impact
assessment and will provide

a summary of the results
(which can be included in
the written report)

£l | ¥
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}‘ Software Development — ()

What’s been Completed?

= Screening Analysis ¢/
= Fault Tree Q/
= Threat Assessment ¢/

= Consequence Assessment (/

= System Effectiveness §RES HEE

= Adversary Sequence Diagram 0/

= Pg tool
= Risk Estimation Need to
Risk Reducti Beta Test on
or Tegueton a Real Site

= Final Report
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Future Add-ons to Automated Tool

First-order blast calculations
= Determines effects — human and structural

= Provides stand-off distances

Natural hazards screening

= Sites can identify what natural hazards might
affect them

Compatibility with RAMCAP

= Risk Analysis and Management for Critical
Asset Protection
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A Word about Cyber Security

= Cyber security is not included in the automated tool
= Focus is on physical security
= However, extremely important to evaluate

= May be incorporated into the tool at a much later

date E

= Every site should evaluate and analyze cyber
security F

<
= ldentify critical cyber assets °

= Ensure assets are protected

= Understand the interdependency between cyber
and physical security
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Part |

= Decisions required for a security risk assessment

Presentation Summary

= Security risk equation
= Security definitions

= Overview of the Risk Assessment Methodology for
Critical Infrastructures

Part Il
= Automated RAM Tool
Tpsylsk
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Point of Contact

* For more information concerning RAMs for
critical infrastructures or the automated RAM
tool, contact:

Betty E. Biringer, Manager
Security Risk Assessment Department
Sandia National Laboratories
Albuquerque, New Mexico USA
bebirin@sandia.gov
505-844-3985
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