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 The system used MIUST NOT CONNECT TO A
PRODUCTION NETWORK WHILE DOING
ANALY SIS WORK. Never connecting is better

« A Windows XP laptop

» A system with a 1 GHz processor (faster is better)

* A system with a minimum of 1Gb RAM (more would be
better)

* Lots of open space on the hard drive

Hardware & Software
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Myths about REM

* You need to be a great programmer

* You need an in-depth understanding of assembly
code

* It’s too hard to figure out what’s going on

* You must be an uber-geek to understand this
stuff

* It cost lots of money to do REM (Reverse
Engineering Malware)
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* It’s a learned process

* It’s more of an art than a science

* It’s like solving a big puzzle

* The more you do the better you get
* It’s really FUN!

Facts about REM

@ Sandia
National
Laboratories



}"

What won’t be covered

* This is an introductory class
— In-depth unpacking of packed executables
— In-depth assembly code analysis
— In-depth Wireshark usage
— In-depth debugger usage
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Why do REM?

* December 04, 2007 (IDG News Service) — “Finnish security
vendor F-Secure has collected twice as many malicious
software samples this year as it has over the last 20 years,
a trend that highlights the growing danger of malicious
software on the Internet.”

* APRIL 22, 2008 Sophos: “Infected Webpage Found Every 5
Seconds. One new infected Webpage found every five
seconds, reveals latest Sophos security threat report

« Sooner or later we will get malware installed in our
environment.”
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http://www.computerworld.com/action/inform.do?command=search&searchTerms=F-Secure+Corporation
http://www.computerworld.com/action/inform.do?command=search&searchTerms=F-Secure+Corporation
http://www.computerworld.com/action/inform.do?command=search&searchTerms=F-Secure+Corporation
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» General Requirements

*Overview of Malware Analysis
* Tools of the trade

* Analysis Fundamentals

 Setting up the Environment

* Time to give it a try

 Tips and Sources

Agenda
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What to look for?

Strange behavior from server or workstation
that can’t be fixed by normal processes

Unusual inbound connections

Unusual outbound connections, especially from
known Trojans or services. (example port 12345
(hacker haven)

Unusual or unknown processes running
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Software Ports

 The ephemeral ports (0 through 1023), sometimes also known as
trusted ports, can only be used by system (or root) processes or
by programs executed by privileged users on most systems. The
others include registered ports (1024 through 49151) and dynamic
and/or private ports (49152 through 65535). Dynamically assigned
ports are opened and closed by the server(s) as needed.

» Trojan port list http://www.glocksoft.com/trojan _port.htm

* Port information http://www.iana.org/assignments/port-numbers
or http://insecure.org/nmap/data/nmap-services
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http://insecure.org/nmap/data/nmap-services
http://insecure.org/nmap/data/nmap-services
http://insecure.org/nmap/data/nmap-services
http://www.iana.org/assignments/port-numbers
http://www.iana.org/assignments/port-numbers
http://www.iana.org/assignments/port-numbers
http://www.glocksoft.com/trojan_port.htm
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When you find malware

o gk ON-~

It’s the same as incident handling, stop the
bleeding first.

Preparation
Identification
Containment
Eradication
Recovery
Follow-Up
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 Handle malware with care

 Use command line to copy/move

* Remove files from non-test systems
- Label storage media you save it to

« Password protect the folder so you don’t accidentally infect
yourself

* Don’t multitask, your mind needs to be on what you are
doing
 Don’t put it on a live network

Safety
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» General Requirements
» Overview of Malware Analysis

*Tools of the Trade

* Analysis Fundamentals
 Setting up the Environment
 Time to give ita try

 Tips and Sources
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@ Sandia
National
Laboratories



}'

Minimum Tool Set

 VMWare Player
 MdSsums

 Wireshark

* RegShot

* OllyDbg

* Netcat

« UPX

« WinRAR-Trial or PealZip
* BinText

» Sysinternal tools

@ Sandia
National
Laboratories



VMWare Player

* Allows you to run virtual machines (more than 1
OS) on your system.

Browse for available virtual machines. When you select a virtual
machine, it opans in this VMware Player window.

Download a vitual appliance from VMware Virtual Appli
Marketplace. You can l‘hen open it in YMware Player.

Featured Virtual Appliance

WW Mail Security 8300 Series - Virtual Edition

Delivers word-class antispam, antivirus, and contert filtering to
protect email and |M and reduce risks of data leakage.

VMware
Player
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Md5sums

* Used to create a message digest (hash) of a file.
* If the files are the same the hash will be the same.

en CAWINDOWS\system3I2\cmd. exe

CinToolswmdSzums *nd5zums ndSsums - txt

DSsums 1.2 freewvare for Win%x/ME-NT- 2008/ 5P+
epuright <C» 2001-20085 Jem Berkes — http:/Awww_pc—tools_nets
ype mdSszumz —h for help

[Pathl ~ filename

[C:sTools mdSsums* 1
md5Ssums - txt

h47cf485914%e63%ae1 e 4887 78%cA

SIoolssmdSsums >
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Wireshark

A protocol analyzer (sniffer) used to see the
network activity of our sample.

* {Untitled) - Wireshark

File Edit %ew Go Capture Analvze  Statistics  Help
Blaldes BEEHRXEE Aeend T L | |BE QB @M H
Filcer: _. -_ *  Expression,.. Clear Apply
Mo, - Tirme Source Destination Prokocol Infao
0.1 2] el e B AR Who has 13 LER ) : ;
2 2.743524 DE'I'IEsgP Ql.a'F:aEu E:r‘n:uadcast ARF who has 134 253.169 2447‘ Tell 134
3 4,6035083 124,253,191 .182 239,255,255, 250 SSDF MOTIFY * HTTR/L.1
O S B == 134,255 191,182 239,.255.255.250 SZDP MOTIEY * HTTRAL.1
54821024 134.253.1%91.182 239, 255,255,250 S5DP MOTIFY ® HTTR/L.1
B 4.931920 134.253.191.182 239, 255,255,250 S5DP ROTIFY * HTTR/L.1
7o, 041544 134.253.1%1.182 239,255,255, 250 SSDF MOTIFY * HTTR/L.1
B 5.1515923 134,255 191,182 239,255,255, 250 SZDP MOTIEY * HTTRAL.1
G 5,262602 134.253.1%91.182 AL Rl S e B o) S5DP MOTIFY ® HTTR/Ll.1
10 5.371%45 1234.253.191.182 239, 255,255,250 S5DP ROTIFY * HTTR/L.1
11 5,53874835 134.253.1591.77 239,255,255, 250 S5DF MOTIFY * HTTR 1.1
12 5.482578 134,255 191,182 239,.255.255.250 SZDP MOTIEY * HTTRAL.1
13 5.4590526 134.253.191.77 239,255,255, 250 S5DP MOTIFY ® HTTR/Ll.1
T4 5 BEONGRA T4 FHF 19T TR? P30 AR5 FHR5 TEMN SEnP ROTTEY % HTTE S b
¥
File: "C:'I,DOCLIMENI'l,deishm'l,LOC.ﬁ.LSN1'|,Tem|:u'l,e...- Packets: 49 Displayved: 49 Marked: 0 Dropped: 0 Profile: Default
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* A tool that takes a ‘before and after’ shot of your
systems and tells you what has changed.

RegShot

M Regshot 1.8.2 B E0E
[Compare logs save as:

o PlainTET O HTML document

L8 (LB
I Scan diei[:dir2;, .. dir nn]: S e

- Output path: ' _Q""t_]
| C:ADOCUME idishmiLOC | ﬂ]

-fdd comment inko the log:

I English bl
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OllyDbg

« Assembly level debugger for Windows.

* We will use it for viewing code and program flow.
OllyDbg - upx.exe E“E] |:“E”Z|

File Wiews Debug Plugins Options ‘Window Help

@f4dx] w0 i+ s 4 = ufE(m]T|wln]c]/]k[B]R]-]s]

CPU - main thread, module upx

£100 I PUSHRO. Registers (FPU)

BE 15705000 | MOU ESI,ups.@0567815 fegisters (FFU

6od5iDe| GOBE EBSFEFFF |LER EDIDUORD FTR DS:(EST+FFEFSFER] e

5 E Sy

365481DD E9EE MOU EER,ESP L FC90ERS ntdll.KiFa=tSystemCal lRet

PFEDESGE
S09C24 SGCIFFFF|LEA EBX,DWORD PTR S5:[ESP-3ESG] -
ZiCH %0R EQY, EAX e

BEZZFFFE
S FUSH_ERS 2
. FFFFEFEF
EE CHP ESF, EBX _ i . T
BE54E 1 EE JMZ SHORT upw.DBS4S1ES : £E B0 rhdlly b inesd
HES421ED IMC ESI ETF 88542108 upH, tModu leEntruPolnt

Pl e C B ES BB23 IPbit BUFFFFFFEE]
[ CS GE1E 33hit 8(FFFFFFFF)
S5 BE2S Z5hit @LFFEEFEFE)
Z'1 DS @23 3Zhit BLFFFEFFFS
‘Address | Hed dump ‘AsCT | £y TCoLEFD7P| RETURH to kerne 232, FORLEFD?
e e - : FCB| PCo16735|nedll. O316738
BRE496ED @ -

AAE43816] 1
BaS43a18
BAE428268
HEE4HEZE

Program entry point | | Fauzed I
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* It’s known as the “Swiss army knife” of the
network.

* We will use it when the malware needs something
to connect to across the network.

* nc —L —p 80 will listen for incoming connections
on port 80

*nc —L —p 80 —e cmd.exe for remote access to a
command shell

*nc 192.168.10.100 80 to connect to remote system

*nc —| —p 5678 > file.txt type file.txt > nc
192.168.10.100 5678

Netcat
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UPX

« A packer used to compress and obfuscate code.
« UPX —d file.exe to unpack the file.

s C:AWINDOWS\system32\cmd.exe

C:sClassCINUPE~upx3@83wsupxIB3viupx —d fred.exe

67128 <- 48128 67.63% wind2 pe

Inpacked 1 file.
sGlassCDMUPE~upx3@3wvwsupxIB3u>
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WinRAR-TTrial

* A tools to compress/decompress files and folders
in various formats.

i= Desktop - WinRAR (evaluation copy)

File Commands Tools Fawvorites Opkions  Help

AWMLY WD 5

add Extract To Tesk Wiew Delete Find Wizard Info Repair
m ] iﬂ_} C:Documents and Settingsiildishm’ Deskiop ¥
Mams 4 Size  Tvpe Modified *~
e File Folder =
[38585 renumber File Folder 32412008 344,
I BCWipe File Folder 212712005 10:4, .,
[=hConnect Servers File Folder 11Jz1]120068 2:2..,
) DB00 Co File Falder 7i24/2007 12:3...
[C)De30 File Faolder 4{7 /2008 3152 PM
|1 eBooks File Folder 412912008 4:09...
[iFireFox Betad File Falder Afziz00s 10:0..,
=150 File Folder 5/12/2008 2:00... 3
i i D o il el Ado oo 404 —
=L Tatal 17 Folders and 690,791,637 bytes in 63 files I
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Pealip

* A tools to compress/decompress files and folders

in various formats.

r_‘j Pealip

File Edit Browser Tools 7

BE [CBX

& [% L ‘ % %ﬁ ‘ Qﬁ) ‘ B'
d File i Extract Extract all bo Test all
Browse [ Optiors | 1/0 | Fiters | Console |
a4 b HEuO [E [+ Q a|
A."Name .T;:.-'pe gizé-(.é]l. F'au:keu:l .-Ii)_ate;l'.time .-.ﬁ.ttr.iiﬁ.l..ites Chc %u.l.l.i'uame f«-
B! o7bbecoz47b7ebef 36hde0Eh [Falder] O 417 [2007 ) CH07bbec0Z47H
E&" SbbdOfZ6c362956e3e49b230 [Folder] O 11f28/2006 4:01:14 D Z:\SbbdOF2ac36 :
[ Divy [Falder] O 572008 15:44:55 D oD =
[} Documents and Settings [Folder] O 12011j2006 10:33:18 D ChDocuments al
[£} Downloads [Folder] O 5115/2008 14:42:38 D ChDownloads
@ 1356 [Folder] O 10062006 10:32:36 D 336
EI, Intelln.z [Folder] © 11/21/2006 10:26:02 D CihInkell0.2
[} jawa [Folder] © 1/18/2007 17:11:30 D Cijava
[5l Licensed Software [Folder] O 412412008 16:25:.58 D Ciilicensed Saft
[5 MEsA [folder] O 11/21}2006 14:25:18 D CHMESA
[¥ M30Cache [Folder] O 11/27/2006 15:51:26 RHD C:'LMSO.Cache i
< |
Browzing: ‘windaws Build
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BinText

« A GUI utility for Windows that extracts ASCII

strings from executable files.
7 BinText 3.01 =M=

Search | Fiter | Help |

File to szan | Browse Go

v Advanced view

File pos 1 Mem pos | I | Test

| Al
' Ready ' . ' Find Save

@ Sandia
National
Laboratories




Process Explorer

* Process Explorer — allows you to see what
processes, files and DLLs are running or have

been opened.

& Process Explorer - Sysinternals: www.sysinternals.com [SANDIA\jldishm]

==l

File ©Options  ‘iew Process Find  LUsers Help

H o= s s #@ N N -
Process FIDr CPL - Descriphion Company Mame ~
i= | System |dle Process 0 9154
" Intermupts h'a Hardware [nterrupts
T|DPCs hia Deferred Procedurs Calls
= | System 4 154
= |j FMTE ENE Foa Windows MT Seszion Mana... Microzoft Corporation
E CEIEE ENE i Client Server Buntime Process  Microzoft Corporation
= m winlogon. exe a4 Windows MT Logon Applicat... Microzoft Corporation
i e 828 Services and Contraller app Microzaft Corporation
acautirsese 1048 acautiry AchvCard Corp,
[ atiZevsn ane 1084 ATI Esternal Event Litlity Ex. ATl Technologies Ine.

= [ evchost exe

[ acevents.exe
= zvchinst sue

2804

1100 Genenc Haost Process for i, Microzaft Corporabion

.-“-‘-.I:tivl:ardl:nrp.

Micrnzatt Crrmorabion

l:tl'vl:ard Event Semice

for ]

Genenc Host Proce

1164

CPU Usage; 8,46%:

armmik Charge: 12.19%  Processes: 67
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Process Monitor

* Process Monitor — monitors file system, registry,
process, thread and DLL activity in real-time.

&/ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Ewent Fiter Tools Options Help

EEH KRBE | CAS #HF  #HBE/ MW
Seq.. Time... Process Mame FID  Operation Fath Result Dretail 5
1660 2094, ‘:-_,.lSmc.e:-:e 2000 Regbluentalue HELMAS petemh CurrentControlS ethSer... SUCCESS Type: REG_SZ. Le. .
1661 2094 x)) Smc.exe 2000 RegClozekey HELM4S petemt CurrentContralS ethServi.. SUCCESS
1662 2094, 'x,' Smc.exe 2000 Reglpenkey HELMYSYS TEMACumentControlS ethSer... SUUCCESS Desired Access ...
1654 2034 |/5mc exe 2000 Regluentalue HELMAS patemb CurrentControlS et Servi.. SUCCESS Type: REG_DW..
1685 2034, |_;#J5m|:.e:-:e 2000 Regluentalie HELMAS patemi\CurrentContralS ety Servi.. SUCCESS Type: REG_SZ, Le. ..
1686 2:05:4... |.$J Smc.exe 2000 Regluentialue HELk%S petem CurrentContralSethSer... SUCCESS Type: REG_SZ, Le...
1688 205:4.. '.;IISmc.er:e 2000 FegClozekey HELkMYS petem CurrentControlSethSer.. SUCCESS
1972 2054, '-:-jEHpIDrer.EKE 3924 Quernylpen C:ATools\ProcessMonitorsProcmon.exe SUCCESS CreationTime: 5/27...
1973 205:4.. 7-_ Ewplorer EXE 3924 CreateFile C:AToolzhProcessMonitorsProcmon.ese . SUCCESS Diezired Access: E..
1975 2094 'ij:-:pIn:nrer.EKE 3924 QueryStandardinfa... C:AT oalzhProcezsManitorsProcmon.exse . SUCCESS AllozationSize: 2.5...
1980 2:03:4... ¢ ExplorerEXE 3924 ClaseFile C:ATools\ProcesstonitorsProcmon.ese. SUCCESS
2408 2094, Tlsazzese 340 Reglpenkey HELMAWSECURITY S Palicy SUCCESS Desired Access: R..
2400 2004 J— Lo 3, I o O Y NN LAkl kAt SO DT Dby O [ Lol 8 I el ol g [ Moo Y m] ¥

Showing 11,018 of 47,796 events (23%6)

Backed by page fils

(&)
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TCPview

what process owns them.

 TCPview — Views all open ports and tells you

BE EEX

& TCPView - Sysinternals: www.sysinternals.com

File ©Options  Process  Wiew Help
s —
Proc.. & Frotocal Local Address Hemote Address State
—J [System Proc... TCP 833738 2rnzandia.gon: 4690 dz0¥znint zandia. gov: microgoft-ds TIME MwitsI T
— [System Proc... TCP 833738 arnzandia.gov: 4688 fa0Zmeszant zandia.gov:microzoft-dz TIME wWialT
I [Svstem Proc.., TCP 883738 arnzandia.govi 4699 de07snint. zandia. gov:netbios-zzn TIME_"witsl T
1 [System Proc.., TCP 883738 arn zandia.gow 4896 fz0Zmezant zandia.gov:microzoft-de TIME_'wWalT
£ sletexec1724 TCP SHA3F38: 4445 S8E3738:0 LISTEMING
1 algewe3144 TCP SREAF381080 SREATIE0 LISTEMIMNG
£ &ppleMobileD... TCP SREATIE 2T SE8aTae0 LISTEMIMG
[1] cotpp.exe24.. TCP SREATIE1208 SRE37IE0 LISTEMING
1 CemErec.exe.. UDP 58837381104 i
@l communicatar... TCP 833738 arnsandia.gov; 3993 dol Zznint. s zandia, gow: 1026 ESTABLISHED
communicatar... TCP 833738 srnzandia.got: 3385 1207 snint. zandia. gov: BOET ESTABLISHED
communicator... TCP £883738 arn zandia.gow: 3997 eslenint.zandia.gov: 2171 ESTABLISHED
communicatar... TCF 883738 2rnsandia.aov: 3991 esldznint zandia.gow: 2138 ESTABLISHED
communicator... UDP 58837383982 g
J DkService.ex.. TCP SREATIE 31038 SREATIED LISTEMING
Endpoints; &2 Established: 20 Liskening: 22 Time Wait; 4 Close Waik: 1
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Regmon

* Monitors the system registry for read, access and
write changes in real time.

¢+ Registry Monitor - Sysinternals: www.sysinternals.com
File Edit ©ptions Help

HE  aBE 7 Y

Time Frocess Request Fath _ _ Result Other
37.35803936 Diilnztaller.e: 1380 Opent.e HELMANS oftweareiMicrozoftWindows M T\ Curentersionsmage File ... NOT FOUMD

a7.20847855 Bivslnstaller e 380 Createk ey HELMASOF T'WAREMMicrosoftsCroptography B NG SLICCESS fats :
37.358638365 Divé<lnztaller.e:1380 Setvalue HELMYWSOFTWARE YMicrozofth Croptograpby RG4S eed SUCCESS A0 90 EE AdACET ..
37.35870743 Divilnztaller.e: 1380 Clozeley HELMYSOFTWARE SMicrozofthCroptographby BN G SUCCESS
3735876465 Divilnztaller.e: 1380 Opent.eyp HELMYSYST EMSCurrentControlS et ContralhS ezzion banager SUCCESS Accesz 0220009
37.35878372 Dirélnztaller.e:1380 Quentfalue  HELMAWSYSTEMACurmentControlSet ControlhS eszion ManagerhCritica... SUCCESS Q278000
37.35884094 Disilnztaller.e: 1380 Clozekey HELMYSYSTEMSCurrentControlS et Contralt S ezzion Manager SUCCESS
37.35886002 Divilnztaller.e:1.380 Opent.ey HE.Lk4S oftwaresbicrozoftsOle SUCCESS Acocesz 0220009
37.3588E7VER Diré<lnztaller.e:1380 Quentfalue  HELMASoftwarehMicrozoftsOlebRwLock R esourceT ime0ut HOT FOUMD
37.35888290 Dinilnztaller. ;1380 Clozekey HELMS oftwarsibicrozoftsOle SUCCESS

Divilnztaller.e: 1380 Opent.ey HE.CRMInterface SUCCESS Acocesz 0220019

7358592105
Dirélnztaller 1380 Quentfalue HECR\nterfaceknterfaceHelperDisabledl HOT FOUMD
Sandia
National _
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37 35B928R5
Divilnztaller.e: 1380 Quentfalue  HECRMnterfacehinterfaceHelperDizablebdllFordle 32 HOT FOUMD
Divilnztaller.e:1.380 Quentialue  HECR\nterfaceinterfaceHelperDizable T ypelib HOT FOUMD

37.3583936
37.358394334

—
—
o
=
e
=
==
—
—il
—t
=
=
=
=1
—
=
-
=




Filemon

* Monitors and displays file system activity on a
system in real time.

& File Monitor - Sysinternals: www.sysinternals.com

File Edit ©ptions WYolumes: Help
Time Process Request Path FResult Other

2:44:03 P DwXInstaIIer =N EEEI QUERY IMFORMATION — C:AD u:u:uments anu:l SEttlns"-.tester'xD egkto.. SUCCESS FiIeE aI nfu:urmatiu:un
S i i CREATE D T SUCCESS

2:44:03 P Dwxlnstaller & 'ISEEI OFEM C: HWINDEIWSH SUCCESS I:Iptu:uns. I:Ipen DIrEDtDr_'.-' .-’-'-.n:...
2:44:03 PM winlogon, exe: 703 DIRECTORY C:AwAMDOWwS SUCCESS  Change Matify

2:44:03 PM Divdlngtaller. e:1380 QUERY IMFORMATION  C:AWINDOWS \efvriz.exe SIUCCESS FileF ztttributel nfarmation
2:44:03 PM Divd<lngtaller. e:1320 QUERY IMFORMATION  C:AWINDOWS \efvinz.exe SUCCESS  Attribukes: A

2:44:03 P Divlnstaller e 1380 QUERY INFORMATION  C:ADocuments and SettingshtesterhDeskto... SUCCESS FileF séttributel nformation
2:44:03 P Dl ngtaller. e:1380 SET IMFORMATION C:AwAMH DO S hefvmz. exe SUCCESS Length: 8329

2:44:03 PM winlogon, exe: 703 DIRECTORY AWM DOW'S SUCCESS  Change Matify

Z:44:03 P Disélnztaller. e 1330 QUERY INFORMATION  C:ADocuments and SeftingshtesterhDeskto... SUCCESS Length: 8329

2:44:03 P Dl nstaller e 1380 WHRITE AR DOWS efvmz. exe SUCCESS Offset; 0 Length; 3329
2:44:03 P Divilnztaller. e:1.380 SET INFORMATION C:\wAMD WS efvmz. exe SIUCCESS  FileB asiclnformation
2:44:03 P winlogon, exe: 703 DIRECTORY CAwAMDOWwS Change Mohify

2:44:03 PM Disélnstaller e:1380 CLOSE C:hDocumnents and Settingshtester\Deskia.. SUCCESS

24403 F'M DwKInstaIIer e: 1380 CLOSE C:wAM DS '\efvmz ENE SIICCESS

.!LJI_ILIL!LJI_IL.IL!LJI_IL.IL!LJI_ILJ
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* These tools are not free, but worth the money if you get into
REM.

* lda Pro Full Version— A dis-assembler and debugger all
rolled into one http://www.hex-rays.com/idapro/ Free
version is included on the CD.

* VMWare workstation — used to create virtual environments

« WIinRAR - Full version used to create password protected
archive files

Other Tools
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http://www.hex-rays.com/idapro/
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http://www.hex-rays.com/idapro/
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» General Requirements
» Overview of Malware Analysis
 Tools of the Trade

- Analysis Fundamentals
 Setting up the Environment
 Time to give ita try

 Tips and Sources

Agenda
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* The analysis is divided into three parts.

— Visual Analysis — what can you tell from just
looking around?

— Behavioral Analysis — what happens when the
malware is executed?

— Code Analysis — view the actual code to
understand what the malware is doing.

Analysis Fundamentals
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 What'’s the file type? exe, bat, xls, zip, etc.
 What size is the file? Large or small

 Where did it come from? Email, website, file
download, etc.

« Can you see any ASCII strings in it?

e What’s the MD5 hash and has it been seen
before?

Visual Analysis
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Behavioral Analysis

 How was it launched?

* What traffic is being generated?

* What protocol is being used?

* What files were installed or modified and where?
* Were any entries made in the registry?

* Does it restart after a reboot?

 Are there any listening ports?

@ Sandia
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* If the code is compressed, what was used to
compress it?

 After it’s uncompressed can you see additional
strings?

* If it’s being remotely controlled, is authentication
required?

* Look for key pieces of code.

Code Analysis
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A few of the key structures to look for
— stricmp or strcmp (string compare)
— retn (returns to calling program)
— call (calls a subroutine)

* These are all usually good places to set
breakpoints in your debugger.

Code Analysis
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» General Requirements

» Overview of Malware Analysis
 Tools of the Trade

» Analysis Fundamentals

* Setting up the Environment
* Time to give it a try
 Tips and Sources

Agenda
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* From the CD provided:

« Copy the VMWare-Player folder to your desktop
and install it.

 After you install the player you can delete the
install folder from your desktop.

« Copy the My Virtual Machines directory to your
my documents folder.

Software Setup
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The Virtual Environment Setup

Windows XP Windows XP Server
Infected Host IRC and Web
192.168.10.100 192.168.10.150
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» General Requirements

» Overview of Malware Analysis
 Tools of the Trade

» Analysis Fundamentals
 Setting up the Environment
*Time to give it a try
 Tips and Sources

Agenda
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Simple.exe analysis

* First — Get the sample into your test environment.

« Second — Create an md5 hash for future
reference.

* Third — Look for visual clues, file type and
strings.

e Fourth — Run in test environment and monitor
system and network activity.

* Repeat until you understand what it’s doing.
* Fifth — Use code analysis if required.

@ Sandia
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MD5 Hash

 Md5sums simple.exe > simple-md>5.txt

= C:AWINDOWS\system32\cmd.exe

C:sClassChomdSsumndSsums "C:sDocuments and SettingsstestersDesktopssimple.exe' > simple-—mdb.txt
C:sClassCDamdSsum>type simple—mnd5.txt

DSzumz 1.2 freewvare for Win%xs ME-MT- 2008 5P+
epuyright <G> 2801-2085 Jem Berkes — http:/~www.pc—tools.net”
ype mdSszums —h for help

[Pathl ~ filename

[C:\Documents and SettingsstestersDesktops]
cimple.exe

edhS5eh?hbalda?d7882d?e568beeBPF2
snGlassCDaumdSsum?>

(&)
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Visual Clues

simple.exe Properties

General I':Dmpatib“it_',' !! Surnmary |

Type of file:

Description:

Location:

Size:

Created:
b odified:

Aocezsed:;

Attributes:;

-
{simple. exe |

Application

gimple

C:ADocuments and SettingzitestersDesktop
10.0KE [10.272 bytes)

Size ondizk:. 120KE [12.288 butes)

Today, Map 30, 2008, 10:18:00 Abd
Wednesday, October 23, 2002, 11:34:24 P
Today, Mayp 30, 2008, 10:20:31 Ad

[ 1Read-only [ ]Hidden

(&)
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Simple.exe Strings

L BX

7 BinText 3.01

Search | Fiter | Help |

File to szan |E:HDncuments and SettingzitestersD eskiophaimple. exe Browse Go

Time taken: 0016 zece Tedt size: 800 bytes [0.73K]

b | Test | i
IThiz program cannot be rinin DOS mode.
et

W Advanced view

File pos 1 fem pos |
A 00000040 - 00400040
A 000072 00400173

A 0000CE  004001C3 .data =
A 00000 FD 004001 F0 Jidata

A 00000212 00400218 q8rC

A 00000444 004010428 . 1

A 00000470 00401070 SV

A 00000745 00401345 [BhE0E

A 00000DED 00401360 Ul

A 000002e 004020328
A 000M05E  0040305E
A 00001074 00403074
A 00001026 00403036
A 00001034 00402094 lizten(] Emrar il

NGEEETI | PSR | | Fird | Save

Hanuman Server [D0S SHELL DAEMOM]
WEB  wiwn junkcode cib. net
Command.com

Crmd.exe

oo oOoooo o oD oD oD oD

(&)
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Simple.exe RegShot

£ -res0000.1at - Notepad
File Edit Format Wiew Help
Regshot 1.8.2
Camments:

Datetime:2008,/5,/30 19:05:20 , 2008/5/30 19:09:52

Computer :BASE , BASE
Username: ,

HELMSSOFTWARE M crosof thCryptography ™ RNGYSeed: 9C A% C5 F3 DE 4F EF 78 40 0 %7 0% BO 1B OF 5B FO B8 CA E

HELMYSOFTWARESMI crosofthCryptographysRNG Seed: 4C AD &C 0A 31 60 B7 (02 C5 CB B0 F7 32 Bl D4 4E E2 C3 5B 2
HEUYS-1-5-21-1220045652-507921405-725345543-1003Softwar e Microsoft windows CurrentversiomExploreriJsera
HeU%S-1-5-21-122054 5662-507921405-F25345543-1 003 SoftwareyMicrosoftwindows CurrentversjonsExplaorersUsera
HEMS-1-5-21-1220945662-5075921405-725345543-1003 software"Microsofth windows CurrentversionsExplorerisera
HELNS-1-5-21-122004 5652 -5075921405-725345543-1003 Softwar e Microsofthwindows CurrentversionsExplarerisers
HeUMS-1-5-21-1220545662-507921405-725345543-1003 S0 tware i crozof thwwindows CurrentversjomExplorersUsera
HEMS-1-5-21-1220945662-507521405-72534 5543 -1003  software"Microsofthwindows CurrentversionsExploreriseras
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Simple.exe

* Does it show up in Task Manager?

E Windows Task Manager

File Options  Wiew  Shot Down Help

Image Mame User Mams CPU  Mem Usage L
taskmgr. exe kesker 03 3,976 K
Tpview.exe tesker oo 4,124 K
wuaucl, exe tester oo 4,868k
Procron.exe tester i} 5,932k
spoolsy, exe SYSTEM aa 4,145 kK
explorer. exe tesker oo 22,796 K
dumpcap, exe tesker oo 3,856 K
reqshot.exe tester oo 20,832 k
wscnkfy exe kesker a0 1,780 K
syvchost.exe LCAlL SERYICE oo 4,184 K
svchost,exe MET\WORK SERVICE 00 2,956 K
alg.exe LCAL SERVICE oo 3,196 K =
sychost.exe S¥STEM oa 16,984 K
sychoskexe METW.ORK SERVICE 00 3,828 K
sychosk exe SYSTEM a]u]

simple exe

lzass.exe SYSTEM oo

setvices, exe S¥STEM aa

winlnnnn.exe SHSTFM nn 5% b |

[]5how processes fram all users End Process

Processes: 27 CPU Usage: 7% Commit Charge: 271412k | B854
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Simple.exe TCPview

* It sets up a listening port on port 3333.

- = |
& TCPView - Sysinternals: www.sysinternals.com I._|EHZ|
File ©Options  Process  Wiew Help

Ha —

Frocess # Frotocol Local &ddress Remaote Address State S
(1 alg.exe1104 TCF haze 1029 bage:l LISTEMING
£ lzazs ene 728 DR baserizakmp iy
£ kaszexe728 IDF base: 4500 ot

——

simpleewe 1272 base localdomain: 3333 baseD LISTENING

[ svchost exe: 1060 IDP bazelocaldomainntp  %#

£ swchost exe: 1060 UOP hazentp iy

E1 swchost exe: 1060 OP basze 1032

_E ychost w1124 OP baze 1025 ki

9 svchost exe1124 DF base 1033 ¥

™ svchost ewe 1200 LIDP base localdomain 1300+ et
Endpoints; 17 Established: 0 Liskening: & Time Wait; 0 Close WWait: 0

@ Sandia
National
Laboratories



Network Activity

 Let’s try and connect to the “listening” port. Time
to use netcat.

e+ C:AWINDOWS\system32\cmd.exe - nc 192.168.219.100 3333

C:sone 172.168.219.188 3333
Hanuman Server [DOS SHELL DAEMOMI
JEB : wuw.junkcode.cjh.net

You are Client Mo. - 1
Microzoft Windows HP [Uersion 5.1.26881]
CC) Copyright 1985—-2001 Microsoft Copp.

C:sDocuments and SettingsstestersDesktopXipconfig
ipconfig

Windows IP Configuration

thernet adapter Local Area Connection:

Connection—specific DHNS Suffix . =
IP Address. . . - -« & = o« & = = = : 192.168.219_188

Subnet Mask = 255255 _255.4
Default Gateway 1921682171

SDocuments and SettingsstestersDesktop>
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* It is a relatively simple backdoor Trojan.

* It allows remote unauthenticated connections on
software port 3333.

* It shows up in task manager and the process can
be killed.

It doesn’t have a restart mechanism.

What can we say about simple.exe
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 Manager: “Strange things are happening with my
laptop. It’s very slow, reboots for no reason and
sometimes programs just start and stop by

Manager calls at 2 AM

themselves.”
* Me: “Call me when you get into work and I’'ll look
at it.”

* Me: When | start to look at the laptop it is indeed
having problems and | tell the manager | need to
take the laptop back to my office. Knowing the
manager would require a laptop to operate, |
brought one for him. After getting him setup | was
off to my office. @ Sandia
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First Look

* During the initial look | found a file on the
desktop, DivXinstaller.exe

- | called the manager and asked he has installed
any software recently. He said “no”, after asking
further questions he said he did install something
to watch a movie.

* | copied the file to my thumb drive and moved it
into my analysis setup.

@ Sandia
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Lets See What It Does

« Copy the file to analysis desktop.

* Look at file properties and calculate MD5 hash.

& REE

C:xDocuments and SettingsstestersDesktopimdSsums divxinstaller.exe

MDSzums 1.2 freeware for Win?x-ME-NI.-2000-5P+
Copuright <C> 2001-2005% Jem Berkes — http: Awmr_pc—tools_nets

Type mdSsumz —h for help

[Pathl ~» filename sum
[C:xDocuments and Settings“tester~Desktop-]

DiviInztaller.exe hSf4deP27427d442febP1a3a?3258a81

C:wDocuments and Settingsstester~Desktop>

(&)

Sandia
National _
Laboratories



Look For Strings

* Open the file in BinText.

7 BinText 3.01

(&)

Search | Fiter | Help |
Filz to scan |E:HDncuments and SettingzitesterDeskloptDivi<nstaller exe Browse Ga

v Advanced wiew Time taken: 0.5 zec:  Test zize; 792 bytes tEI.??K]
File pos ] Mem pos i ID | Teut | ~
A 00000040 00400040 0 IThiz pragram cannot be rwn in DO0S mode.

A D000 Fz2  0040MFz2 0 $info: Thiz file iz packed with the P executable packer http:/Aups.texorg

A 00000242 00407042 0 $ld: UF 1.07 Copyright [C] 1936-2001 the UF Team. All Rights Reserved.

A 00000385 004071595 0 Hul%Sr

A 00000500 00407300 0 Wl [

A 00000515 00407315 0 FalhH

A 00000564 00407384 0 _[hEws

A Q00005F4  004073F4 0 Si0hDps

A Q0000OEBO  0D4074B0 O ikl

A N0000OSEBE  0OD4076BE O AL

A 00000951 00407791 n ‘hCHT

A D0D0DAES 0D40F8EE O F 4%-

A 00000B04 00407304 0 =TRE Fr
A NOnnnD 4a nnANTada n el ——

o e S R §

Ready " fansizz U Find | Save
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DivXinstall.exe Behavior Analysis

* Launch filemon, regmon and tcpview.
* Pause, capture and clear all the logs.

 On the XP-server launch wireshark and start the
network capture.

Compare logs save as:

f Plain TXT ( HTML docurment

Iv Scandiri[idirz;,. . dir nnd: T
|C:|" J Clear
- Output path: Cuit

| C:\Documents and Settings ., ﬂ

Add comment inka the log:

Dirs: 725 Files; 11363

English -

Time:as422ms

(&)
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DivXinstall.exe Behavior Analysis

* Run DivXlinstall.exe for 30 seconds then stop all
data captures.

* Take your second regshot and click the cOmpare
button.

* Create a folder on the desktop and save all the
log files.

* Don’t forget the network capture on the XP-
server.

@ Sandia
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* Regshot
— File added C:\windows\efvmz.exe

— Run key modified to launch efvmz.exe at boot,
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersi
on\Run\Update: "C:\WINDOWS\efvmz.exe"

What has changed?
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What has changed?

 TCPView — Nothing interesting.

* Filemon — Shows file created in the windows
directory.

& File Monitor - Sysinternals: www.sysinternals.com

File Edit Options Yolumes Help
HES  KRBE @ £9 ALY
# Tirne Process Request Fath Result Other L
73 2:44:03 PM ; DWXInstaller =8 1380 QUERY IMFORMATIOMN L. '\Du:uc:uments and Settingz\testerDeskto... SUEEESS FileE alnformation
a0 24403 PM ) i CRE& E: Y Frnz.ene iohE il j
381 2:44:03 PM = DwXInstaIIer =3 1380 OPEM (I '\WINDD'W'S'\ SUEEESS Dptluns I:Ipen Directany Ac...
382 244:03 PM 1 winlogom. exe: 708 DIRECTORY A IHDOWS SUCCESS  Change Motify
383 244:03 PM —1 DivInstaller.e:1380 QUERY INFORMATION  CAWINDOWShefvmz. exe SUCCESS  FileFsAttibutelnformnation
334 24203 P 1 Dinlnstaller. er1280 QUERY IMFORMATION  CAWINDOW S efvmz, exe SUCCESS  Attributes: &
/s 24403 P — DivxInstaller.e: 1380 QUERY IMFORMATION  C:\Documentz and SettingshtestersDezkto . SLICCESS FileF sttributel nfarmation
386 24403 PM ; Divilngtaller. 1380 SET INFORMATION CAWIMDO S efemz, exe SUCCESS  Length: 8323
|7 24403 P — winlogon, exe: 708 DIRECTORY ChwfINDOWS SUCCESS Change Motify
/e 24403 P — Div¥lnztaller.e: 1380 GQUERY IMFORMATION  C\Documentz and SettingsttestersDeskto.. SUCCESS Length: 8323
383 2:44:03 PM 1 Div¥Installer.e;1380 WRITE CAwIHDOW S efvmz. exe SUCCESS  Offset 0 Length: 8329
390 2:44:03 PM ; DivkInstaller e:1380 SET INFORMATION C:AaIHDOW S ebvmz. exe SUCCESS  FileBasiclnformation
391 2:44:03 PM — winlogon. exe: 708 DIRECTORY A IHDOWS Change Motify
392 244:03PM — Didlnstaller.e: 1380 CLOSE C:ADocuments and SettingsitestersDeskto... SUCCESS
393 24403 F'M —1 Divdlristaller er1380 CLOSE 53 '\W|NDDWS'\EWI‘I‘|E BHE SUCCESS &
.44 —1 [l e o 1200 b =¥ . - 1 ;
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What has changed?

* Regmon
— Shows a SetValue request to the run key.
— Will launch efvmz.exe at boot.

¢+ Registry Monitor - Sysinternals: www.sysinternals.com

File Edit ©Options Help
HEe | RBET <7 #AHF

# Tirre: Process Request | Path Result Othizr L

883 3V.37ERER39 Divi¥lnztaller.e: 1380 Openkey  HELMASoftwareiMicrozoftwindows NTSCurentWersiontlmage File ... MOT FOL..

884 3V.3FEEB0ER DiviKlnztaller. e 1380 Openkey  HELMASoftwarehMicrozoftswindows NTSCurenterziontlmage File ... MOT FOL ..

agh 3V .37RE9972 Divilnztaller.e; 1380 Openkey  HELMASoftwarehMicrozoftswindows N TSCurenfersiontlmage File ... MOT FOU...

86 3V 37B95E94 Divilnztaller.e; 1380 Openkey  HKCU SUCCESS  Access 0x2000000 =
B87 37 37RSVE01 Divlnztaller.e: 1380 Createkey HKEU\SEIFTWAFHE'\MicrDsoft%indows\lﬁurrent’\iersinn'\lnternetSe... SUCCESS  Access Ox2001F

a8e8 37 35285660 Divlnztaller 1380 Createfey  HELMAWSOFTWARE 'Microsoft\WindowshCurrentWerzsion B un SUCCESS  Access: OxFO03F

; 353 ivislhetaller e 1280 Sefvalue  HELM\SOFTWARE‘\MicrsafthwWindowsiCurentersiortBuntUpdate SUCCESS  "CNWINDDWS \ebriz exe'’

290 3739301682
291 3739435196
292 3739438629
893 3739440836
894 37 39442082
f95 37 39485931
296 3739505005

DiviKlnztaller.e; 1380 Clozekey  HELMASOFTWARE\Microzofthwindowsh Currenty erziont A un SUCCESS

Dividlnztaller.e: 1380 Openkey  HELMASpztemCurrentControlS et Control\S ezzion ManagelbppCert... MOT FOL..

Divlnztaller.e; 1380 Openkey  HKLMMSystemhCurrentControlS et Control\S eszion ManagerhdppCo...  SUCCESS  Access 0wl

Divlnztaller.e; 1380 Cluendalue HELMASyetem\CurrentControlS et Controlt S eszion ManagerdppCo.. MOT FOL...

DivInztaller.e: 1380 Closekey  HKLMMSystemb\CurrentControlS etsControl\S eszion ManagerhvdppCo...  SUCCESS

Div¥Inztaller.e: 1380 Openkey  HELMASoftwarehMicrozoftvwindows NTACurenfersiontlmage File .. MOT FOU. .

DiviElnztaller. e 1380 Openkey  HELMWSpztem'WEANT abletPC MOT FOU... b

(N N TV
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Network Traffic

* Wireshark
— DNS request for irc.intrus.org, sh.webhop.org and

irc.slim.org.au.

ntitled) - Wireshark

—

File Edit View Go Capture Analyze Statistics

e DEAXDE

Help

nésaTi(EE QN B8R B

Filter: | W ¥ Expression... Clear Apply
No, - Time Source Diestination Protocol Info
1 0.000000 192.168.219.100 182.168.218.1 oS standard query A sh.webhop, org
192.168. 182,168, 219.1 DS standard guery a drc.s1dm. org. au

Aoer 5 5 182. e i andard query A sh.webhop.org
192.168.219.100 182.168,218.1 ONS standard query A frc.sTim.org. au
192.168.219.100 182.168.210.1 oS Standard guery A drc.intrus.org
192.168.219.100 182,168,219,1 DS Standard query A sh.webhop.org
192.168.21%.100 182.168.215.1 DS Standard guery A& irc.slim.org.au
192.168.219.100 182.168.218.1 oS standard query A frcointrus.org
192.168.219.100 182,168, 216.1 iy Standard query A sh.webhop, org
192.168.21%9.100 182.168.219.1 DS sStandard ouery A drc.sldm.org.au v
| >
® Frame 3 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: Vmware T9:h5:2a £00:0c:29:F9:kh5:2a), Dst: Vmware c0:00:01 £00:50:56:¢0:00:01)
Internet Protocol, Src: 192.168,219.100 (1%2.168.219.100), Dst: 182.168.219.1 (182.168.219.1)
) User Datagram Protocol, Sre port: ams (1037), bst Port: domain (530
= Domain name System (oueryd
Transaction ID: Oxce62
® Flags: 0x0L00 (Standard guery))
Questions: 1
Answer RRs: O
authority RRs: O
additional rRRs: © =
oueries b
00 50 56 cO 00 01 00 0c 29 f9 b5 2a 08 00 45 00
00 3c 01 79 00 00 80 11 0b 81 c0 a8 db 64 b6 ag
dbh 01 04 od 00 35 00 28 5T a9 6 62 01 00 00 01
00 00 00 00 00 Q0 03 69 72 63 06 69 6 74 72 75 =
73 03 6f 72 67 00 00 01 00 01 =

File; "CADOCUME~1ikesteriL OCALS~ 1 Templ ek

Packets: 15 Displayed: 15 Marked; 0 Dropped: 0

Profile: Default
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» Copies a file to C:\WINDOWS\efvmz.exe.

* Creates run key to keep it alive after a reboot.

* Runs a process by the name of “efvmz”.

« Attempts to make a DNS request to three places.
* [t’s probably a packed executable.

What we know so far?
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National
Laboratories



Check copied program

s Is C:\WINDOWS\efvmz.exe the same as
DivXinstall.exe?

& -|o9] x|
IC=“Documents and Settings:testersDesktop’mdSsums divxinstaller.exe

MDSzums 1.2 freeware for Win?x ME-/NT-2080-5P+

Copyright (C) 2081-2805 Jem Berkes — http:/ uwuw.pc—tools.nets

Type mdSsums —h for help

[Path]l ~ filename

[C:xDocuments and Settings:testersDesktop™]
DivEInstaller.exe b5 f4dc?27427d449feb71a3a?3258aP1

C=“Documents and Settings“testersDesktop>

C:\WINDOWS\system32\cmd.exe

IC:\HINDOUE *md5sums efumz.exe

MDSsums 1.2 freeware for Win?xME-NT-2808/5F+

Copyright <C) 28801-2005 Jem Berkes — http:/Awwuw._pc—tools._nets
Type mdSzums —h for help

[Fathl ~» filename Sum

[C:=SHINDOWS~ ]
efumz _exe

G2 NUIMDOWS >
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Resolve the DNS issue

- We always want to control our environment, so

only change one thing at a time.

* First we point irc.intrus.org to our XP-server and

see what happens.
I hosts - Notepad g@

File Edit Format Wiew Help
# Copyright (c) 1993-1999 microsoft corp.
*

# This is a sample HosTS file used by Microsoft TCR/IP for windows.
#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual Tine. The IP address should

# be placed in the first column followed bg the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

™

# Additiuna11¥, comments (such as these) may be inserted on individual
# Tines or following the machine name dencted by a '#' symbol.

#
# For example:

#

# 102.54.54,97 rhino. acme. com # source server
# 38.25.63.10 ®.acme. com # x client host
127.0.0.1 localhost

ﬁ92.168.219.200 irc.intrus. org

(&)
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» Clear the capture in Wireshark.
* Run malware for 30 seconds and terminate it.
« Stop Wireshark capture.

- Look at the packets captured going to our XP-
server.

Network Activity
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Network Activity

* It’s attempting to connect to TCP port 6667.

* TCP port 6667 is officially listing is Internet Relay
Chat TCP 6665-6669.

7 (Untitled) - Wireshark

Fle Edt Yew Go Capture Analyze Statistics Help
Fepoesl EEXZL AedsanTFL Blaaaf WEmsi =

Filter: | + Expression... ‘Clear Apply

Source Destination Pratacal Info

po vimware fo:b5:2a Broadcast ARP who has 192.168.218.17 Tell 192.168.21

51 wiware c0:00:01 wviware fo:b5:2a ARP 162.168.219.1 5 at 00:50:56:¢0:00:01

L9 152.168.219.10 182.168:219.1 DHE Standard guery A sh.wehhop. org

59 b5z Broadcast who has 192.168.219.2007 Tell 192.168
b vmware_f9:h5:2 192.168.219.200 is at 00:0c:29:ch:4b:1

152, ] 215 O > : eg=0 Wir:

182.168.215.1
200

182.168.219.1
: 2

- A
152,16 182.168.219.1 standard query A irc.sTim.org.au

IERUIERI 21901000 192 217000 =bT 5 6667 TSYNT Seo=0 Win=65535 Lan=01 ¥
< | >
'@ Frame & (Gj bytes on wire, 62 bytes captured) N - -i
Ethernet II, src: vmware f9:h5:2a (00:0c:29:F9:h5:2a), Dst: vmware_ch:db:1f C00:0c:29:ch:d4b:1f) i
Internet Protocol, Src: 192.168,219.100 (192.168.219.100), Dst: 192.168.219.200 (192.168.219.200)
® Transmission Control Protocol, Sre Port: mtgp (1038), Dst Port: 6667 (8667), Seq: 0, Len: O

(0000 00 0c 22 ch 4b 1f 00 oc
0010 Q0 30 02 83 40 00 80 06
0020 dhb ¢8 04 Oe la Oh 7f 75
0030 ff ff cd ac 00 00 02 04

File: “CH\DOCUME~1tester\LOCAL S~ 1| Templat

26 f9 b3 22 08 00 45 00
bf c6 c0 a8 dh &4 cO ag
df 65 00 00 00 00 70 02
05 b4 01 01 04 02

Packets: 125 Displayed: 125 Marked: 0 Dropped: 0 Profile: Default
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More Resources

» Stop the malware.

 Go to the XP-server and start the IRC server. To
launch the IRC service go to C:\IRC\ and launch
bircd.exe.

* Check task manager to make sure the server is
running.

- Start a new network capture in Wireshark.
 Launch the malware and see what it does next.
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Network Activity

"4 divx-cap2.pcap - Wireshark

File Edit Wew Go Capture Analyze  Statistics

* It joins a channel called “taille”.

e EEXRE AesoT2EE QAN #DB% B
Filter: l"II"C Expression... Clear  Apply
No, - Time SoUrce Destination Protocol Infa

10 0.192382 192.168.219.100 192.168. 200 IRC Reguest

11 0.195228 152.168. 215. 200 152.168. 1a0 IRC Response

12 0.1%96514 152.168,219.100 152,168, 200 IRC Request

14 0.378672 152.168.215.100 152.168. L 200 IRC Regquest

379139 1592.168.219.200 152,168 100

150

IRC REesponse

IRC Response

Frame 16 (68 bytes on wire, 68 bytes captured)
Ethernet II, sSrc: vinware_f9:h5:2a (00:0c:28:f9:h5:2a),
# Internet Protocol,
® Transmission Control Protocol,
Internet Relay Chat

Sre: 192.168.219.100 (192.168.219.1000,
Src Port: wiremotertm (10460,

Dst: vmware_ch:dh:1f (00:0c:29:ch:db:1f)
Dst: 192.168.219.200 (192.165.
Dst Port: 6667 (6667),

2192000
76, Ack: 1011,

0010 00 36 04 88
0020 dh cB 04 16
0030 fc od 3f da
0040 [FENEE 0d Ca

00 Oc 29 ch 4b 1f 00 0c 29 9 b5 2a 03 00 45 QO
40 00 80 06 hd kb
la 0b fc f2 a5 ko
00 00 e

ch a8 db 64 cO a8
38 7d e7 17 50 18

4 61 63 A

Line of request message {irc.request), 12 bytes

Packets: 49 Displayed: 7 Marked: 0

Profile: Default
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IRC Activity

* Go to the server and join the channel “taille” and
see if you can talk to the malware.

- XChat: tester @ irc.intrus.org

®Chat  Miew  Server

Sefttings  Window  Help

irc intrus,org |

. XChat: Connection Complete

Connection to irc.intrus.org complete.

In the Server-List window, no channel {chat room) has
been entered ko be automatically joined For this network,

What would vou like o do next?

) Mothing, I join a charinel later,

(= Jnin this channel: |#taille|

IF wou know the name of the channel you want to join, enter it here,

) Cpen the Channel-Lisk window,

Retriaving the Channel-List rmay take a minute or twa,

Always show this dialog after connecting.

Fl1.5.7F
- GMT

ETWMSG CHOTICE
this server
HTYPES=#& PREFIx=
rare supported by

tesker

(&)
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IRC Activity

* Try to communicate with it.

 The name the malware joins with is always
random.

> S : ) o [
¥ XChat: tester @ irc.intrus.org / #taille {+nt) |;HEHZJ
®Chat  Wiew Server  Sethings  Window  Help

= rciintrus.arg | l.Dsz-é.tu:u.l.:;ai |

®|Mow talking on #taille = | &
~ester | hi B8 ™ prta
tester|dir kester
tester |who

tester | help

tester|login

tester| s

tester|pas
Lester|encrypt

4]

Fesker i |
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Webhop Analysis

 Edit the host file to add sb.webhop.org

£ hosts - Notepad
File Edit Format Yiew Help
Copyright (c) 1993-199% microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP Tor windows.

This file contains the mappings of IP addresses to host names. Each
entr¥ should be kept on an individual Tine. The IF address should
be placed in the first column followed bg the corresponding host name.
The IFP address and the host name should be

space.

separated by at Teast one
Additiuna11¥, comments (such as these) may be inserted on individual
Tines or following the machine name denoted by a '#' symbol.

For example:

102, 54,94, 97 rhino. acme. com # source server
38.25.63.10 x. ACHe, Com # x client host

RS

127.0.0.1 Tocalhost
192,168, 215%, 200 jrc.intrus. org
152,168,215, 200 sh.webhop. org
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Webhop Analysis

e Start Wireshark on the server and start the
capture.

7 (Untitled) - Wireshark M=E3

File. Edit Miew Go  Capture Analvze  Statistics  Help

Hees EEXEE A¢s209T L |BE QQAQAEN @DW % H

Filter: I ¥ Expression.., Clear  Apply
Mo, - Tirne Source Destination Prokocol Infa 45!
rn iy ¥ R S SR AT S - .- LS B R L TR T T T S-S e B S L I\\__F'-F\_FII'_I\_
A5 00525821 ; L219.100 162,168,215, 200 TCFP bZn = http [SvN] Seqg=0 Wi
0. 5255802 152,168, 200 L 2l5, 100 ( i > hen [RST, ACK] Sedil
17 0.526318 152.168.219.100 192,168,219, 200 TCP mc-client = 6667 [ACK] Sew
| ¥

@ Frame 16 (54 bytes on wire, 54 bytes captured)
# Ethernet II, Src: vmware_ chidbh:1f (00:0c:29:chid4b:1f), Dst: vmware T9:bh5:2a (00:0c:29:F9:h5:2a)
= Internet Protocol, Src: 192.168.219.200 (192.168.219,.20070, Dst: 192.168.219.100 (192.168.219.1000 |

Transmission Control Protocol, Src Port: http (80), Dst Port: h2n (11793, sSe 1, Ack: 1, Len:

(0000 00 0Oc 28 f9 bY 2Za 00 Oc 29 ch 4b 1f 08 00 45 00 .. 0..%., J.K...E ‘
I

Q010 00 28 0L 6d 00 00 BO 06 00 &5 c0 ad db <8 c0 aB LEom
B, Qe a0 9o =

08 1h o0 9o

Do 90 93 03

| Transmission Contral Protocol (tcp), 20 bytes . | Packets: 23 Displaved: 23 Marked; 0 Dropped: 0 | Profile; Default
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Webhop Analysis

* Now it’s time to give it something to connect to. If
you don’t want to install a webserver use Netcat.

* On the server, open a dos window and type “nc -l
—p80”.
* Why do you think it visits this site?

e C:AWINDOWS\system3Z\emd.exe

C:s>nc —1 —pBA

GET ~ HTTP-1.1

Referer: http:sspsychward.zlak.orgscgi—hinsads . cgi
Uzer—Agent: Mozillas4.8 (compatible; HMSIE 5.5: Windows 78>
ozt: zsh_.webhop.ory
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» Copies a file to C:\WINDOWS\efvmz.exe.

* Creates run key to keep it alive after a reboot.

* Runs a process by the name of “efvmz”.

« Attempts to make a DNS request to three places.
* [t’s probably a packed executable.

* Uses IRC to communicate to irc.intrus.org.

e Uses a command structure we don’t know about
yet.

« Connects to sb.webhop.org on port 80.

What we know so far?
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* What do we want to find out?

— Find out how to get a response out of the malware.
* Find the IRC communication structure.
* Find the authentication mechanism if one is used.

— Find out what we can do with the backdoor.

Code Analysis
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Code Analysis

« As we saw before the malware is packed. Looking
at the strings, it’s probably packed using UPX.

e Let’s try and unpack it.

« Make a copy of the original executable and
change the file name efvmz—unp.exe to it.

* upx —d efvmz-unp.exe

== C:\WINDOWS\system32\cmd.exe

CisHINDOWS >upx —d efumz—unc.exe

8327 LA 41 winl2 - pe efumz—unc .exe
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Code Analysis

* Like always we do an MD5 hash.

et C:\WINDOWS\system32\cmd.exe

CasUINDOWSE >mdSsums efumz.exe

DS5zums 1.2 freeware for WinTxw ME-NT - 20080 5P+
Copyright (C» Z2B81-28085 Jem Berkes — http:/swww.pc—tools.netrs
Type mdSzumz —h for help

[Path]l ~» filename SLLM

[C:NWINDOWSS ]

efumz.exe

C:SUINDOUS >

(&)
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Code Analysis

* Next we look at the ASCII strings in the new file.

7 BinText 3.01

Laboratories

Search ] Fiter | Help |

seaich | Fiter | Help |

—Fileto scan | C:AWIND OWS efvmz-unc exs Erowse Go |
_l:"?'lc" I.rj I-.__] ll"l":‘]‘il.lll:-l ':'I-l.'I: i — e’ i 1 i 4
W Advanced view Timetaken: 0016 zece  Test size: 1923 bytes [1.88K)
File pos ] Mem pos | 18] | T et J ™
A 000031217 00406521 O oWz

A 0000320 0040e520 O ACTIOM niods

A 00003134 00406534 O roight

A 00003141 00405541 ] passz accepted

A 0000214F  0040654F O l@login

A 000057 00408557 O kerminating.

A 00003164 00408564 00 remoiing startup...

A0doozya  0o40e573 0 I@remoyve

A 00003181 00408581 O lidrestart

A 00003188 00408588 O rebooting...

A 00003152 00408588 O I@reboat

A 00003141 00408541 O ligirndnick,

A 0000314B  0040854B O bye bye

A D00031B3  004065B3 O I et v
-'_:__-! ullll'\ \_F.UIUIIIIIH. YLy :
G | e ]| _rd | gew | S
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Code Analysis

* Now we are getting somewhere, we can see
several items that look like commands that all
start with “1@”.

* A few that look interesting to me are, !@sysinfo,
l@login, !|@run, !@id.
 Lets try them.

| & taille (irc.intrus.org, me) [2] [+t] [- [o]x]
4 Bhdkjzzkw

* Mow talking in #taille me

<me> *Erun

<me> *@id

{@Bhdkjzzkw> slackbot v1.8, running for B+00:82

{me> *@sysinfo

<@Bhdkjzzkw> cpu: 2398mhz Genuinelntel, uptime:

B+A0:86, os: XP S.1{2680)
{me> *@login ¥
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* It looks like some of the commands work and
some don’t. It looks like the fun ones require
some kind of authentication.

* Time to use Ida Pro.

Code Analysis
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Code Analysis

- Load the malware into IDA Pro.
* Find “!@id” use Alt+T for text search.
« “l@id” doesn’t require additional parameters.

B IDA View-A

text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

aaLa1B9Y
80401894 loc 4@81BOY4:
aaLa1B9YL
80401894
aa4a1B98
B84 61B9E
aa4a1Bn3
aa461BAG
g8481BAB
g8481BAE
saLa1BEA
804 61BE6
8a461BEC
884 61BED
8aLa1BC2
884 61BCS
aa4a1BCHE

cmp
jnz
push
push
call
add
or
jnz
1lea
push
call
add
mou
sub

FEX

; CODE XREF: sub 4816EA
; sub_4B016EA+47FT]

[ebp+buf], @

loc_ 402 08B

offset a@id ; UrEide

[ebptuar_ 8] ; char =

strcmp

esp, 8

eax, eax

loc 481C53

eax, [ebp+uar 26C]

eax ;: time_t =

time

esp, 4

[ebp+var_26C], eax

eax, ds:dword 464088

(&)

Sandia
National
Laboratories



\"

* Look for calls.
* [t’s calling strcmp.

* If will compare the data from the last two push
statements, returns 0 if the compare is true.

 Look at the next call.
* It’s calling time.

 Remember the command returned the uptime of
the bot.

Code Analysis
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* If it doesn’t compare the “jnz” command takes it
to another subroutine.

* Probably to some sort of case structure for
command processing.

Code Analysis
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Code Analysis

* Next lets look for “I@login”.
* Locate “!@login” in the code.

E IDA View-A A=

* .text:984B208E push offset allogin ; "fRlogin™

* .text:BB4LB2898 push [ebp+uar 8] ; char =

* .text:BB482893 call strcmp

* .text:004082098 add esp, B

* .text:08408209B or eax, eax

* _text:8848289D jnz short loc 48218D

* _text:88482A89F mouzx edi, byte ptr [ebx+1Fh]

* .text:9e4828n03 push edi

* Ltext:OB8482 004 mou edi, ebx

* .text:B04820A6 add edi, 16%h

* .text:B84828AC push edi

* .text:B8482BAD call sub_4012A3

* .text:pBLB2BBE2 add esp, 8

* .text:0840820B5 push eax s char =

* .text:pB4LAZBBG push [ebp+uar_u4] ;: char =

* _text:0040208B9 call strcmp

* .text:0804828BE add esp, 8

* .text:884828C1 or eax, eax

' .text:Pe4uB28C3 jnz short loc 482180

* .text:Be482BC5 push offset aPassAccepted ; "pass accepted’” s
- L&
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Code Analysis

* As you can see the structure looks similar to the
“l@id” code.

* The first just compares the “!@login” with the
string it gets from the IRC.

* If it does it proceeds.

* Let’s look at the second call to strcmp at offset
4020B9.

* This should be the password verification section.
* You should see the “pass accepted”.
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Code Analysis

 How do we get to “password accepted”?

* Will we get there if the jnz isn’t taken?

* jnz is a conditional jump in this case the jump is
not taken if the value is 0.

 When do we have the condition where the value
is 07

 When the two strings that are being compared by
strcmp are the same.
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#Now it’s time for a debugger, OllyDbg

« Common commands you need to know.

* F7 to step through the code execution one step at
a time.

* F8 is the same as F7 except it doesn’t step into
the function calls.

* F9 executes code until it hits a breakpoint.
» Ctrl+F9 executes to end of procedure
* Right click instruction to set break point.
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Code Analysis

- Let’s get the password.
« Kill the existing process.

* Launch OllyDbg.

» Use file open to connect to the malware in the
windows directory.

» Set a breakpoint at the strcmp we are interested
in (offset 4020B9).

* Use F2 to set the breakpoint.
* It should now be highlighted in red.
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Code Analysis

* OllyDgb should pause when it hits the breakpoint.

* The disassemble pane shows where the
execution paused.

* The stack pane shows the parameters passed to
srtcmp.

* One of them is the real password and the other is
the password we provided.
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Code Analysis

« Select run from the debug menu, you should see
“Running” in the bottom right corner of OllyDbg.

BE4H28AC
HE4H2E8A0
HE402EE:
HE402EES
HE402E8EE

BE4028EE
HE4E28C]1
HE4H2EC3
HE402ECE
HE4E2ECH
BE4628C0
BE4E280E
BE4E2805
BE4E2E805
HE4 02808
BE4E2E00
HE4H2EER
BE4628E ]
BE4028ES
BE4E28E
BE4E2EER
HE4H2EER
HE402EFE
HE402EF S
BE4028F &
BE4E28F9
BE4E28FC
BE4E2161
AR 1 AR

. &7

. E2 F1F1FFFF

. 23C4 0f

. 5@

« FFYS FC

« E5 Sel15B688

. 23C4 @5

. HICH

e 48

&2 41554880

FFFS RO
FFVYS E4

« ES CoOCHEEE

. 23C4 @C

. SB4E DC

. 29901

. S3CE FF

> 44

« SBR3CE1 Ba

o B9

. 23CH 61

. A

. EZ2 B2l4B088

. 23C4 04

. 29945 DA

« FFFYS DC

« FFYS DA

. ES 9El28088

PUSH EDI

CALL =fumz.B@@84812A3

AOD ESF, &

FUSH ER:x

FUSH DOWORD FTR S5: [EEF-41]
CALL <JMF.%CETOLL. strcmpr
ROO_ESF, 5

OF_ER:X, ERX

JHE SHORT efwmz..@B482180
FUSH efumz. 88405541

FUSH DWORD PTR S5: [EBP-5E1
FUSH DWORD FTR S5: [EEF-1C1]
CALL efuvmz.88468203E

ROO ESF, @C

Mol ERR, OWORD PTR 55: [CEEF-241
MOl ECH, ERR

OF _ER=, FFFFFFFF

IHC ERRA

CHF BYTE FTR DS:[ECK+ERR], B
JHE SHORT efwmz . BE4828ER
ROO EAX, 1

FUSH ER:x

CALL < JMP.%CRTOLL.mal loc
AOO ESF, 4

MOL OWORD PTR S55: CEBP-301, EAX
FUSH DWORD FTR S5: [EEF-241
FUSH DWORD FTR 55: [EEF-381
CALL efumz.H@84833533C

Cr4S CC Bl1@aal Moy DwoRD PTR SS:CEEP-341,1

" F9 RARIARAR

JdMP e Fume CARLAPAT A

Aral
cefumz . 88481 2R3

=2
[51
SErCHp

RECII "pass accepted™

size
malloc
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Code Analysis

* Go to your IRC server and try the !|@id command
and make sure it works.

* Try to login via the IRC channel using a known
bad password (badpass).

; = [
M XChat: tester @ irc.intrus.org / #taille (+nt) |L“E]EI
mChat  Wiew Server  Setkings indow  Help

= rc.inkrus,org . 1 ops, 2 I:u:u.l.:ai _
: ' l@id

dpvqhger slackbot wi1.0, running for O+00 ;00
l@login hadpass kester

A0 | ™ dpvghger

tester ||
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Code Analysis

* The “s1” parameter is the password we provided
“badpass”.

* The “s2” parameter is the real password
“datasnoket”.

A1 2F 7E: va162C92 lsl = "badpass”
Bal12F ‘EC Ba1c6HEBG s2 = ""datasnoket”
Aa12F7F8& B88884C

BB812F7F4 8883 EZ2A

BA12F7FS rFFDS8BBa

BA12F7FC slzizialz]=]%]%]

Ba1z2Fs00 rC2180328C| ASCII "Act o
B812F28864 (lelslzial=]als)

A1 2FS8s ARB12FSFS

BB812FS80C BEBBBBBs

ga12F21a| 7YC916ZED|RETURN to ntdll.7C2162ED from ntdll.7C2al
BAa12F2814 BB n 1

BB12F218| FFFFFFFF

BB12F=21C BO888064R

Ba12FS26 BB A

Ba12Fe24| FFDFaBo

BAa12F228 a1 2F988

Ba12F32C A 10980
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Code Analysis

- Let’s give it a try.

* The real password is “datasnoket”

* Press F9 to continue execution in OllyDbg

* Login giving the correct password “!@login
datasnoket”

* Press F9 in OllyDbg to continue.

« Sometimes you need to do this quickly before
some other process times out.
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Code Analysis

 We can now try some of the other commands.

* Lets try one of the other commands “!@ run
notepad.exe”.

. XChat: tester @ irc.intrus.org / #taille (+nt) |ZHE]|Z]

®Chat  Miew  Serwer  Settings Window  Help

= irciintrus.org 1 ops, é tI:IEEIi

| Bsy s
estet !@sisin'ﬁj £5] | ® prtg
pptalcpu: 238%hz GenuineIntel, uptime: C+00:30, os: tesker
%P 5.1(2600)
tester | l@id
pptolslackbot 1.0, running for O0+00:14
Fester | 1@login badpass

tester | 1@login datasnoket
pptalpass accepted

tester | lE@run notepad. exe
ppta|{file executed

B4l

tester || !l
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Code Analysis

 Looks like it works.

HEEZERC
BE4E2Z0R0
EE4EZEER
BE4E20E5
BEERERE

| B Untitled - Notepad
File  Edit Format  View Help

I
CHALL efunz.@04812R3
ADD ESP, 2

L1 %uﬂg?&nﬁTaLL EuroHp

hl
ADD ESP

OF_EfAW, ERA

JHZ SHORT efumz. G84682160
FUSH efunz. B0485541

FUSH DUWORD PTR S5:[EBFP-&8]
FPUSH DWORD FTR 5%5: [EEP-1C]
CALL efunz.B@48209E

A0 ESF, B0
HOU ER) OWORD PTR $5: [EBP-241
1oy ECH, EAZ
OF Efi%, FFFFFFFF
k|

Aeal
efunz. BE4E12AS
=2
[$1_ -
SEGND.

ASCII "pass accepted™

E:
ot
=
i}
F:
!

ntdll.

s2bit
az2bit
Z2bir
22hit
F2bit
HULL

Sandia
National
Laboratories



e

What Did We Learn About the Malware?

* Pretends to be a DivX codec.

» Copies a file to C:\WINDOWS\efvmz.exe.

» Creates run key to keep it alive after a reboot.
* Runs a process by the name of “efvmz”.
 Makes connections to three places.

* Uses IRC to communicate to irc.intrus.org.

* Uses a command structure we didn’t know.

« Connects to sb.webhop.org on port 80.

« Compressed with generic UPX.

« Some commands don’t require authentication.
» Password for authentication is “datasnoket”.

* With the malware installed, we own the system.

@ Sandia
National
Laboratories



},.'

Agenda

» General Requirements

» Overview of Malware Analysis
 Tools of the Trade

» Analysis Fundamentals
 Setting up the Environment
 Time to give ita try
*Sources
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Useful Sources

« Sysinternals - http://technet.microsoft.com/en-
us/sysinternals/default.aspx

« UPX - http://upx.sourceforge.net/
» AspackDIE -http://www.exetools.com/unpackers.htm

« Assembly code tutorial -
http://hem.passagen.se/danma/asmprog.htm

» Offensive Computing it check hash of known malware.
http://www.offensivecomputing.net/

 OpneRCE http://www.openrce.org/articles/
» Stud_PE http://cgsoftlabs.ro/studpe.html
* LordPE - http://www.exetools.com/
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