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Project Introduction

As the US electrifies the transportation sector, cyber attacks targeting vehicle charging could bring
consequences to electrical system infrastructure. This is a growing area of concern as charging stations
increase power delivery and must communicate to a range of entities to authorize charging, sequence the
charging process, and manage load (grid operators, vehicles, OEM vendors, charging network operators, etc.).
The research challenges are numerous and are complicated because there are many end users, stakeholders,
and software and equipment vendors interests involved. Poorly implemented electric vehicle supply equipment
(EVSE), electric vehicle (EV), or grid communication system cybersecurity could be a significant risk to EV
adoption because the political, social, and financial impact of cyberattacks—or public perception of such—
ripples across the industry and has lasting and devastating effects. Unfortunately, there is no comprehensive
EVSE cybersecurity approach and limited best practices have been adopted by the EV/EVSE industry. There is
an incomplete industry understanding of the attack surface, interconnected assets, and unsecured interfaces.
Thus, comprehensive cybersecurity recommendations founded on sound research are necessary to secure EV
charging infrastructure. This project is providing the power, security, and automotive industry with a strong
technical basis for securing this infrastructure by developing threat models, determining technology gaps, and
identifying or developing effective countermeasures. Specifically, the team is creating a cybersecurity threat
model and performing a technical risk assessment of EVSE assets, so that automotive, charging, and utility
stakeholders can better protect customers, vehicles, and power systems in the face of new cyber threats.

Objectives
The goal of this project is to protect US critical infrastructure and improve energy security through technical
analysis of the risk landscape presented by the anticipated massive deployment of interoperable EV chargers.
To improve the vehicle industry’s cybersecurity posture, this project is:

e conducting adversary-based assessments of charging equipment,

e creating a threat model of EV charging, and

e analyzing power system impact for different attack scenarios.
This will provide DOE and automotive, EVSE vendors, and utility stakeholders with:
clear documentation of gaps in EVSE cybersecurity and the path forward to address those weaknesses,
a threat model for EVSEs and associated infrastructure and services,
recommendations for the automotive industry based on EVSE penetration testing, and

[ )
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e cyber attack impact analyses of the power system with remediation recommendations.
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Approach

The team is executing on the following integrated cybersecurity R&D tasks:
1. Conduct threat modelling to understand what potential cyber hazards exist with EVSE
communications;
2. Assess the current state-of-the-art cybersecurity posture of EVSE equipment using authorized,
adversary-based assessment techniques (penetration testing and red teaming);
Establish credible attack vectors based on the cybersecurity assessments and threat model;
4. Determine the impact of current and potential vulnerabilities on distribution and transmission power
systems; and
5. Create a risk matrix to prioritize mitigations that reduce the number of high-consequence/low-threat
level attacks.
The task structure of this project is shown in Figure I.1.1.1, wherein the left side (blue) estimates the
probability of different attack scenarios and the right side (green) estimates the consequence of attack
scenarios. The cybersecurity risk of a particular attack is the combination of the likelihood and impact of the
attack. By studying a range of attack scenarios, optimal mitigations can be determined to prevent attacks at
specific points in the attack kill chain (i.e., the steps to accomplish adversary goals).
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Figure l.1.1.1 Project tasking.

Results

The project team has evaluated probable attacks based on hands-on cybersecurity assessments with partner
organizations and evaluated the probability of success against the skill level required to conduct the attack. A
detailed threat model was created for different EVSE chargers with connections to external entities. Attack
graphs were developed and then revised based on penetration testing of multiple EVSEs. A distribution
simulation of EVSE charging with and without vehicle-to-grid (V2G) functionality was conducted to
determine if malicious control of EVSEs could cause high or low voltages on feeder circuits. Transmission
simulations of coordinated charging control was modeled for the Western Electricity Coordinating Council
(WECC) were also performed to understand bulk system impact from coordinated cyber attacks.

EVSE Penetration Testing

Since year one, the team has worked closely with multiple EVSE vendors to better understand the
vulnerabilities presented by EVSE equipment and associated networks. The project’s second year focused on
further understanding vulnerabilities that affect supporting IT systems. This included assessing remote access
controls, use of insecure protocols, and the ability to fingerprint devices from their online presence. This
involved working with the threat models and attack graphs from year one and validating some of the
approaches. Findings from network traffic analysis, forensic analysis, and open source information gathering
have led to vulnerability enumeration in both the EVSE as well as their supporting infrastructure. Use of
insecure protocols, such as OCPP 1.6 and MQTT, on the globally routable Internet have resulted in several
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findings that were disseminated back to EVSE manufacturers for remediation. Additionally, the team was able
to use their findings to create a generalized "fingerprint" for EVSE deployments, allowing the team to search
for and enumerate similar systems that were Internet connected. From these similar systems, specific
characteristics such as open ports, software versions, or reports of vulnerabilities were used to identify other
instances of EVSE deployments. The hands-on assessments for EVSE equipment found many areas for
improvement, e.g., failure to physically secure EVSE enclosures; default passwords for internal systems, or
credentials posted inside enclosure; data not encrypted at rest and only financial data is encrypted in transit;
unnecessary ports and services are enabled. A list of best practices was generated from these assessments [1],
shown in Figure I.1.1.2. In the final year of the project, an anonymized set of findings will be published. The
assessment team also provided EVSE partners with the findings and potential mitigations for identified
vulnerabilities. Some recommendations are included in Figure .1.1.3.

Best Practices

Cybersecurity
Practices

BUSINESS NETWORK & OPERATIONS

+f Implement secure coding practices including integrity
checks of code repositories and version controlling.

+ Use separation of privilege for all EVSE-related operations,

" Ensure eybersecurity best practices like the NIST
Cybersecurity Framework are used for internal
assessments, cyber hyglene, patching, supply chain
and insider threat mitigations, etc.

YBERSECURITY IMPACTS EVSE SECURITY

 Implement tamper-detectian sensors and alarms on

* Therels a dramatic increase in the quantity of electric * EVSE providers, grid operatars, vehicle manufacturers, and EVSE enclosures.

wehicles (EVS) and EV supply equipment (EVSE). High power agencies must -y targeting
EV chargers are commanly being installed at workplaces EVSE chargers can create both localized and widespread impacts:
and publicly-accessible locatians.
+ EVSE cybersecurity attacks may impact many critical Local impacts
infrastructure sectors (e.g, transportation systems, + Theft of Pil and financial information
energy, emergency services, manufacturing). « Failure to charge vehicle
+ Combined use of smartgrid technologies, mabile + Damage to batteries or other EV components
applications,and back-end networking systems introduces + Compromise of EVSE life-safety systems
several risks, including; + Loss of EYSE service availability EVSE NETWORK
+ New attack vectors for the .S, electric grid
* Loss of customer data such as personally identifiable Large-scale impacts +/ Use network segmentation and VLANS to
information and financial information + Harvesting of PIl and financial information isolate EVSE installations,
* Control of the EVSE tyber-physical system through + Shutdown of entire EVSE charging netwerk
the Internet, potentially offering a foothold on + Exposure of upstream and partner IT networks ~" Install firawalls and 155 at key network locations.
internal enterprise networks + Misconfiguration of EVSE creating damaging or dangerous conditions
* Loss of consumer confidence in EVSE ecosystem ~/ Encrypt all network traffic using a FIPS 140-2 compliant
+ Bulk power system impacts. cryptographic module.

/" Prioritize alarms and ensure timely actions on ritical
log events,

" Encrypt all information sterage devices within the EVSE.

~ Disable unnecessary services and ports.

/" Ensure proper defense in depth by limiting
external access to device 1o anly authorized users
and devices using access cantrol technologles.

Physical Access System Hardening Network Protection & Monitoring

+ Failure to log er generate an alarm when internal - Unused, enabled network ports in use. + EVSE networks do not always support encryption .

campartments are accessed. - Debugging ports are not removed priot across necessary data modalities, such as at rest — EVSE OPERATIONS

Unencrypted storage allows attackers to steal 1o deployment. or in transit,

credentials for use in accessing EVSE or partner + Default or system accounts, using + Intrusion Detection Systems (IDSs) are nat .
systems, networks, and cloud services. commen credentials, prevent installed at key network locations, e.g., IT/QT / Validate all network traffic and EV inputs before
Spacious internal compartments allow placement accountability for malicious activities. DMZs and loud firewalls. routing them Inco the EVSE OT nerwark,

of malicious hardware to obtain il or financial + The use of cammon credentials prevents + Lack of proper network segmentation in
information. system administrators from revoking enterprise systems and EVSE networks

- Attackers can modify or damage internal power access when personnel leave the + Regular vulnerability scanning and patching of

electronics and safety systems organization ar no longer require access. backend/cloud infrastructure is not performed

* Insufficient physical measures to deter and by EVSE owners/operators,

identify intrusions.

~/ Utilize secure trust principles such as HW/SW.
signing, secure boot, and secure firmware and
software to update pracesses,

' Manufacturers and developers should follow
secure software development practices.

Figure I.1.1.2 EVSE Best Practices [1].

Attack Graphs
Attack graphs show the steps an attacker must take to move from a system/network access point to a
consequence or objective. The use of attack graphs simplifies the identification of key steps an attacker must
take to achieve their objectives, allowing those actions to be detected or prevented. Figure 1.1.1.4 illustrates
access points, staging areas, and consequences of concern related to a generic EV charger network. In this
figure, one of the attack paths involves an attacker using an initial compromise of an EVSE provider’s business
network to impact the bulk power system. By analyzing the steps in this attack path, detective or preventive
controls — such as monitoring for unusual Network Time Protocol traffic or requiring code signing of EVSE
updates — can be implemented. The team used the information gathered from their assessments, publicly
available information regarding vulnerabilities, and knowledge regarding the tactics, techniques, and
procedures used by attackers to advise the attack graph. In the case of coordinated EVSE attacks that disrupt
the power system, there were two major questions:

e Can the attacker “pivot” between the components, systems, and networks in the EV/EVSE ecosystem

to compromise the necessary information flows?

e (Can an attacker synchronize their attack to affect large portions of the grid simultaneously?
From the assessment activities, it appears both are possible so an attacker could manipulate large networks of
EVSEs and cause distribution and transmission impacts.
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RISK MANAGEMENT

+ Establish methodology to pricritize
cybersecurity improvements based on risk
10 EVSE operatians,

Maintain updated network architecture
diagrams to identiy critical assets, Internet
cannections, open ports and supported
protocals.

Establish a process for updating deployed
EVSES, including additional on-site
maintenance activities for critical patches.

INFORMATION SHARING
AND COMMUNICATIONS

Encrypt all commurications internal and
external to the EVSE,

+ For external networks, apply best practices

including netwark segmentation and security

systems such as 105 and firewalls,

If passible, establish a separate VPN to the

system server for each EVSE, This would then

block direct communication between two

EVSE systems,

+ Facllitate information sharing programs for
EVSE vendors and netwark operators to
exchange pertinent cybersecurity
information with the commurity,

+ Ensure that secure protocols are enabled
whenever supported.

ASSET, CHANGE,
AND CONFIGURATION
MANAGEMENT

+ Create formal process for uplaading cade

to corporate repositories.

+ Stage updates for deployment using approval

pracesses that require multiple personnel
and a separation-of-duties model.

Use digital signatures for all update packages.
Use a bootloader that supports secure baot
operations and verifies digital signatures and
firmware update integrity.

Moify the access control system to require
authentication when reconfigaring the EVSE
Properly secure and back up critical
credentials, keys, or other ‘secret” tems for
protection in case of personnel departure or
system failure.

EVENT AND INCIDENT
OF OPERATIONS

Ensure that “Dacr Open* alarms, system login
notifications, and other critical events are
prioritized and uploaded immediately to a
centralized logging serv

ice,
+ Take remediation steps immediately iffwhen

logs show critical events.

+ Create a Security Operations Center (SOC)

that employs security information and event
management (SIEM) and/ar security
orchestration, automation and response
(SOAR] technologles.

Establish business continuity, incident
response, and disaster recovery plans and
review the strategy regularly,

RESPONSE, CONTINUITY

IDENTITY
AND ACCESS
MANAGEMENT

Require individual eredentials to log inta
systems. Do not reuse credentials across.
different systems.

Disallow starage of common credentials
inside the EVSE enclosure itself.

Limit the use af systemimaintenance
accounts. If required, the shared credentials.
should be limited ta only authorized users.
Employ access-control mechanisms on all
systems that support them

+ Configure internal information systems with

NIST-compliant passwords; f possible, use
multi-factor authentication to prevent
compromised credentials from giving an
attacker access.

SUPPLY CHAIN
AND EXTERNAL
DEPENDENCIES
MANAGEMENT
Prepare EVSE for shipping via a formal
process that includes specified paperwork
to document the exact state of the EVSE
when it leaves the facility.
Perform quality assurance at each
manufacturing Step to ensure appropriate
compenents are used and mallcious
hardware is not present.
Disassemble, inspect, and inventory a
sample of equipment arriving from external
partners and locations.
Add security mechanisms to protect
cryptographic materlal during manufacture.
Track all external libraries and software

Create and maintain golden images of software
to check against tampering

THREAT AND
VULNERABILITY
MANAGEMENT

Establish a threat profile for the types
of attacks that are common on EVSE
networks and back-end systems to
effectively respond.

Use a Common ility Scoring

SITUATIONAL
AWARENESS

Ensure physical security and access logging for test
chargers, manufacturing areas, and office spaces.
Monitor network events and traffic for malicious
anomalies. Consider Using network-based and

System (CVSS) to evaluate patential
vulnerability impacts and prioritize the
response.

Review EVSE scripts and applications to
ensure permissions are set o prevent an
unprivileged user from executing code as
the root user.

WORKFORCE
MANAGEMENT

+ Ensure critical voles have proper
redundancy in personnel.

+ Evaluate competence of personnel
with social engineering (e.g, spear
phishing) audits and other
education-based campaigns.

+ Identify any current or future training

or recruitment gaps. fill missing

cybersecurity skills.

Ensure clear roles, responsibilities,

and separation of duties for the

cybersecurity workforce,

(IDSs).
Protect and position EVSE doar sensors ta

prevent an attacker from bypassing them; consider
installing an additianal sensor to detect other signs
af entry. Improve lock mechanisms to prevent
picking or other bypass technigues.

Install and inspect tamper-evident seals on internal

addiition of malicious hardware such as a credit ard

skimmer.

incl and t
" to ensure dated and

da not have unauthorized configuration changes.

Scanning can include internet services (e.g, Shodan)

to find unintentionally intemet.connected EVSEs.

CYBERSECURITY
PROGRAM
MANAGEMENT

Establish culture of cybersecurity across the
EVSE vendor and network operations enterprise
including non-technical emplayees.

Mature a cybersecurity program strategy with
priorities and govemance model.

Maintain clear reparting lines to corporate
leadership for addressing high-priority issues.
Create and maintain the enterprise network
architecture with clear isolation between any IT
and OT systems.

Figure I.1.1.3 EVSE vendor recommendations based on penetration tests of EVSE equipment and networks [1].
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Figure l.1.1.4 Complete graph. Details presented in [2].

Threat Model Development
PNNL led the task to develop a threat model of high-power electric vehicle charging infrastructure and
systemically analyze it for threats that have the potential to bring wide-ranging consequences to the electric
grid and transportation systems. PNNL derived a novel consequence-centric variant of the STRIDE threat
modeling methodology to: (i) discover consequences that potentially impact vehicles, the electric supply, and
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transportation; and (ii) focus subsequent modeling and analysis on threats that may precipitate the
consequence. STRIDE is an industry-accepted approach to threat modeling, first made popular for its
application at Microsoft. Examples of the system models used for the threat modeling are depicted in Figure
1.1.1.5, which show decomposition of chargers and vehicle into components, how data flows between
components, and the relationships of components to external entities. After the threats are enumerated,
safeguards and countermeasures are identified to mitigate the vulnerabilities. By focusing on consequences,
insights into the security and resiliency of the EV charging ecosystem is gained. Importantly, the threat model
analysis suggests that no single entity (for example, charging station vendor or charging network operator) is
ideally situated to secure the ecosystem, but instead, requires the concerted effort of the ecosystem. The threat
model, analysis, and results are detailed in [3].

Charging
Station

C DSO

Sp |«
Internet
Phone
Customer | ) [y

Figure l.1.1.5 The vehicle system model (left) depicts the components of the vehicle and their relationship to the charger. The
charger system model (right) illustrates the relationship of the components and information flows.

Transmission System Consequence Analysis Simulations
PNNL’s Consequence Analysis results indicate that for the specific events studied in this work, the impact on
the WECC system is minimal. Two different types
roAmeD of studies were simulated: a large discrete WECC-
i wide EV load drop across the region intended to
raise frequency, and several smaller EV load
modulation events intended to excite system inter-
area oscillations along the California Oregon
Intertie (COI). Figure 1.1.1.6 illustrates this
procedure. Here the green and blue dots indicate a
distributed load to modulate on either side of the
COL. The graph above the map shows that the
loads are 180 degrees out of phase. Conceptually,
if loads in the north are high and loads in the south
are low, this will create a flow north along the
: Te__mc?ﬁe_d COI. Similarly, when loads are low in the north
= and high in the south, this will tend to generate
flows south along the COI. No significant adverse
‘ effects were observed in either set of simulations,
'm ! _ /s & s however, COI flows of up to 3 times the oscillating
" | : i = load size were observed in the load modulation

Loads and impacted flow vs time

Power (MW)

Forced Oscillajions

Forced Oscillations

COl . O .
Flows studies. Inter-area (?sc-lllatlons are of concern in
that they put the grid in elevated state of risk
during system events as well as making it difficult
to achieve ideal transfer capacities and optimal
Figure |.1.1.6 Load oscillation simulation power flows. Further details are presented in [4-7].
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Conclusions
This project is helping identify potential EV charger vulnerabilities and quantify the risk to critical
infrastructure when vehicle chargers are maliciously controlled. This risk assessment is only an initial step in a
continuous process of hardening charging infrastructure against cyber-attacks. There is much more work to
secure charging infrastructure from cyber attacks, including:
e Developing standardized policies for managing chargers and other assets in the charging ecosystem.
e Designing effective perimeter defenses to protect the assets including firewalls, access control
mechanisms, data-in-flight requirements (encryption, authentication), etc.
e C(Creating situational awareness systems and intrusion detection/prevention systems in an ecosystem of
diverse communication networks and systems.
e Researching response mechanisms to prevent further adversary actions on the system, nonrepudiation
technologies, and dynamic responses.
e Creating hardware- and software-based fallback and contingency operating modes.
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