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DOE-JAEA Physical Protection Project Action
Sheets

AS61 Cooperative study and training program focused on JAEA's
system of physical protection for nuclear material transport with an
emphasis on MOX

— Final draft reports for Tasks 2 and 3 incorporating comments provided by JAEA
have been provided to JAEA. As agreed during meeting between DOE and
JAEA on February 22 this closes AS61.

— DOE remains interested in continuing the technical collaboration in transport
security.

AS68 Physical Protection of Nuclear Materials and Facilities

— There are no open activities under this AS. As agreed during meeting between
DOE and JAEA on February 22 we recommend closing AS68.
DOE and JAEA are currently collaborating on three physical
protection related PAS

— PPO01 Demonstrations of Physical Protection System Effectiveness and
Efficiency Analysis

— PP02 Guard Post Optimization and Automated Access Control Portal Simulation
— PPO03 Video Detection and Tracking Testing and Development



PPO1 - Demonstrations of Physical Protection
System Effectiveness and Efficiency Analysis

* This Project Action Sheet (PAS) provides an active demonstration of
current methods and tools used to perform a comprehensive
physical protection system effectiveness analysis. This
demonstration will be in the form of a joint JAEA/SNL analysis of a
hypothetical IAEA Category | nuclear facility.
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PP01 Status

« Hypothetical Facility Documented

— Document contains a project DBT, Guard Force (GF)
information, physical descriptions with CAD drawings of
buildings of interest, and process descriptions.

« Effectiveness & Efficiency Analysis is being conducted based on the
hypothetical facility

— Analysis will be used as the focal point of the System Effectiveness and
Efficiency Analysis workshop (tentatively - Mar 09)
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Hypothetical Site Data for Security
Effectiveness Evaluation &
Efficiency Analysis

Plutonium Fuel Development Center (PFDC)
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PP-02 Guard Post Optimization and Automated
Access Control Portal Simulation

» This Project Action Sheet (PAS) provides for a joint, evaluation of
the current effectiveness and efficiency of existing access control
systems from a broad point-of-view and within existing regulations
and to explore procedural and technological means for system

improvement.
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PP02 Status

» Baseline model of initial access control portals has been
implemented
— based on generic data to demonstrate capabilities
— can be scaled up to include additional features

— conversion from generic data to site specific data can be accomplished easily
and securely
— provides output data and reports on
« entities (employees, visitor, vehicles)
* resource (guards, detectors, turnstiles, etc)
» process queues (badge checking, badge issuing, package searching, metal detection,
vehicle inspection, etc)

« Simulations are underway which will yield illustrative analyses to
determine and show resource utilization and effectiveness
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PP-03 Video Detection and Tracking Testing and
Development

* The goal of this project is to conduct evaluations of two, commercial,
Video Motion Detectors (VMD). A commercial model selected by
JAEA and the 3D-VMD developed by Sandia National Laboratories.
The two VMD systems will be evaluated to determine their
capabilities and limitations in specific applications and under actual
site and operational conditions.
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PP03 Status

A 3DVMD system was configured and tested at a Sandia facility.
Initial calibrations and configurations were completed and verified.

The system was transported to Japan where it was installed at
JAEA's VMD test facility in December 2008.

Final calibrations, configurations and system testing was conducted.
System is currently ready for formal testing
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