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Webinar Outline

Understand the different CANARY run modes

Describe how to connect CANARY to on-line and off-line data
streams, including:

- On-line and off-line generic databases
- EDDIES specific configuration

Questions and Answers



CANARY RUN MODES



On-line Run Mode Comparison

“EDDIES” mode “RealTime” mode

e Requires an “EDDIES” e Requires “Internal”
control mode control mode

e Requires the use of an « Can use any database
EDDIES database o Connection to SCADA

« Parameters (SCADA system must be set up
signals and algorithms) manually
must be defined bothin . |nterpretation of CANARY
EDDIES and in CANARY results by SCADA system

o EDDIES handles I/0O must be done by the
between EDS tool and SCADA/HMI contractor or

the SCADA/HMI system DBA



CANARY Configuration File
Input Tables
Output Tables

GENERIC DATABASE
CONFIGURATION



Generic Databases

« Database connections are accomplished using Java connectors

- All the major database vendors provide free Java connection
drivers for their software

- Installing the driver is usually as simple as unzipping a file into a
directory, and including the location of the driver in CANARY’s
configuration file

e The database will need to have a username and password that
CANARY can use

- Adding a separate CANARY user allows the SCADA database
administrator (DBA) to set specific permissions for CANARY, such

as permission to only read the SCADA tables but write to a
CANARY table



Generic Database/CANARY Interaction

Database 1 Database 2

Inputs
SCADA Table 3
SCADA

Table 1 Table 2

e

[ CANARY
Outputs Outputs




Generic Database Configuration

e To configure the driver, use the “Timing and Control Definitions”
page in the CANARY configuration editor

) CANARY Timing and Control Definitions _|I:I|5|

Make sure the run-mode
Timing & Control Settings is “Batch” or “RealTime”

— contral Settings

N with a control type of
Control Type: Ilnternal - I]‘Linked to Datasource: ot spplicable Inte rnal

.

— Timing Settingz — Drivet " jar" Files

Data Intervat  [oo:06:00 Add Jar File * e J: Add the .jar file that came
[T Dynamic Start and Stop Dates? C:\Program FilestCANARY njdbc 4 [ Wlth the J D BC d river
StatDete  Po05.08.05 135400 download for your database

Stop Date pnug-ug-1 4 04: 4500

DaterTime Format — fyyyy-mm-cd HH MM S5

Pallinterval  JD0:00:10 ] | _*I_I

Save and Close Cancel |




Generic Database Configuration

e The following is a graphic of the CANARY configuration editor screen
setting up CANARY to use a generic database

LI_Iﬂ =) Where iz k - ﬂ
Data Source Definition CleariCraate Mewv URL Prefix:
ek e thin:
— Standard Options |J coraclethin: @
Data Source Name: jnput_db Set Locstion HostrismedF:
Data Source Type: |Database (DE) j ¥ Data Source is Enabled ||':"3‘5""“1':'5"t
Location:  Jdbc:oracle:thin @/focalhost:1 521 e Port:
1521
— Database Login Information
In=tance
[ Ask at connect Lzernatme EDS_DATA_AHC Pazswoard EANAHV |xe
— Additional Details Gk Cancel

Timestep Field (CSY DB) Timestep
Losd Datasource

Connection Class: bracle_jdt:u:.pnnl.OracIeDataSDurce

Imput Takle; bH_PETHo Save Detasource

Cutput Table: | Save and Close

String-to-Date Function: [To_Date

String-to-Date Format: [ﬁ“f‘r“r’-hﬂhﬂ-DD HHZ24:MESS

Cloze




Generic Database Configuration

 The JDBC driver downloaded from the database vendor will specify
how to set the following items:

. CAMAF

Data Source Definition

— Standard Options

=10 ] Where iz the

Clear/Create Mew LIRL Prefi

~
=10 ]

debc:nracle:thin:@

Data Source Name: input_db

Data Source Type: [Dstabaze (DE) j

Set Location :

[+ Data Source is Enabled

|
HostnamenF:

I lacalhost

Location: idbc:nracle:thin:@!ﬂncalhuﬂﬂ 521 1xe

] Por:

— Database Login Information

1

|1521

[ Ask at connect Lzername EDS_D-&TA_-"-'-RC

Passward EANARV I xe

Instance

— Additional Details

Timestep Field (csvpajhimemep

Connection Class: ljracle_jdt:u:_pDDI.OracIeDataSnurce

Infout Table: pH_PETHo

Ciutpust Tahle:l

[atring-ta-mate Function: [To_Date

String-to-Date Format: I‘r“r"r"r’-l‘l.ﬂl‘l.ﬂ-DD HHZ24:MESS

——

I

\

Cancel

\

URL

N

Connection Class

Date and time function
format should match up with the one
defined in the control section
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Generic Database Configuration

. CAMAF

Data Source Definition

Your SCADA database administrator will specify the following:

=10 ]

Clear/Create Mew:

— Standard Options

Set Location

Data Source Name: |nput_dt:|
Data Source Type: IDatahase (DB j

[+ Data Source is Enabled

Location: idbc:nracle:thin:@!ﬂncalhuﬂﬂ 521 1xe

— Database Login Information

[ Ask at connect Lzername EDS_D-&TA_-"-'-RC

Passward [CANARY User ID and password

g :

Timestep Field (csvpajhimemep

Connection Class: ljracle_jdt:u:_pDDI.OracIeDataSnurce

Ciutpust Tahle:l

[ Input Table: PH_PETRO

—

Stting-to-Date Function: [To_Date

String-to-Date Format: I‘r“r"r"r’-l‘l.ﬂl‘l.ﬂ-DD HHZ24:MESS

Field with time stamp info

Table names to read from or
write to
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Generic Database Inputs

« CANARY reads from tables that are set up in the following manner,

where the SCADA tags are mapped to field names

TIME_STEP

034 362005 00:00:00

034 362005 00:02:00

034 362005 00:04:00

034 362005 00:06:00

034 362005 00:05:00

034 362005 00:10:00

034 362005 00:12:00

034362005 00:14:00

034 352005 00:16:00

034 352005 00:15:00

034 352005 00:20:00

034 352005 00:22:00

C_TURB_VAL

A06

409

407

A05

409

A05

407

A0G

409

A

409

A0

C_CL2_VAL

T

T

T

T

ot

ot

ot

ot

ot

ot

ot

ot

C_PH_VAL

G164

g.202

g7

G192

g.144

G168

8197

g.192

g.147

8153

g.1a7

g.195

C_COND_VAL

395.505

399.26801

399.26801

399077

399.26801

3595.505

399.26801

399.26801

3595.505

3595.505

399.26801

399.26801

C_TOC_A_VAL

E47

B23

L=l

=]

E11

B03

=i

589

599

B0z

5496

C_TOC_B_VAL

g55

&80

&80

885

885

a80

a80

a80

a80

396

396

883

C_TEMP_VAL

2302

23158

23121

2246

23212

23178

23238

23149

22549

23255

23287

23198

C_PRES_OP

16.323

16.323

16.323

16.286

16.285

16.285

16.285

16.259

16.245

16.247

16.247

16.244
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Generic Database Outputs

« Below is a screenshot showing the structure of the CANARY generic
output table. If a table of the appropriate nhame does not exist,
CANARY will try to create one.

- TIME_STEP and LOCATION_ID form the primary index key

- DETECTION_INDICATOR is the event code from CANARY

- DETECTION_PROBABILITY is the [0..1] probability of an event
- ANALYSIS_COMMENTS contains error text or warnings

- CONTRIBUTING_PARAMETERS contains a list of outlying signals

1SELECT # FROH _canary_output o
TIME_STEP LOCATION_ID DETECTIOM_IMDICATOR [ DETECTION_FPROBABILITY | AMALYSIS_COMMEMTS COMTRIBUTIMNG_PAR&METERS
B 2009-08-0610:5200 ¢ TAME, 2 0 Starting up by flling window
2009-08-06 10:.54:00 TaME, 2 0 Inzufficient history, unable to predict
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CANARY Configuration File
Input Table

Output Table

Extending the Database

EDDIES DATABASE
CONFIGURATION
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EDDIES/CANARY Interaction

« The EPA’s EDDIES software uses a separate database to insulate
CANARY from the SCADA database.

4 N 4 N

SCADA e 5| EppiEs le—> EPPIES e S cANARY
Database Database




EDDIES/CANARY Configuration

e To configure CANARY to use EDDIES, there are a few changes that
have to be made in the “Input & Output” configuration page

1ol x|
Data Source Definition Clear iCreats e
— Standard Options
The data source type Data Source Neme: adies Set Location

m USt be “E DD I ES” Data Source Type:

EDDIES (EDDIES)

=

[v Data Source iz Enabled

Location: idt:u::Dracle:thin:@.ﬂl’lncalhnstﬂ S21te

[ Ask &t connect

— Database Login Information

Uzername E-&-N-&-R‘r’ Password I(_D.E-.N.-'J-.R‘r’

The time step field is

“TI M E_STE P” — Additional Details

Timestep Field (CSY DE) |TII‘I.I1E_STEF‘

Load Datazource

Connection Class: bracle_jdt:u:.pnnl.OracIeDataSDurce

The tables are named .
‘“ANALYSIS SAMPLES”
and \

Input Takle: bnalysis_samples

Save Datazource

Output Table: ralysis_resutts

_J Zave and Close

“ANALYS I S_R E S U LTS” String-to-Date Function: [To_Date

String-to-Date Farmat: pMDDA Y HHM! M

Close
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EDDIES/CANARY Configuration

e In CANARY’s “Timing & Control Settings” page, the following must

be correct:

Make sure that the
run-mode is
“‘EDDIES” and that
the control type is
also “EDDIES” and
linked to the data
source you created
earlier

Don’t forget to add
the .jar file

) CANARY Timing and Control Definitions

Timing & Control Settings

=10] x|

rﬁ'un fode:

— contral Settings
IEDDIES - I

.

Control Type: IEDDlES 'I Linked ta Datasource: [eddies

)

— Timing Settingz

Data Interval pn:nzznu

¥ Dynamic Start and Stop Dates?

Start Date pamsaung 12:00 A

—Dirjuer gkt File

Add Jar File

Remove Selected |
iles\CANARY wjdbet 4

Stop Date pamamung 12000 Ah

DatefTime Farmat — mmddryyyy HH:MM P

Pall Interwal pn:cn:l:nz

Save and Close

Cancel |
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EDDIES uses an input format similar to the generic output table for

input variables.

- Each row in the table represents a single value for a single
SCADA tag

EDDIES Inputs

- EDDIES defines that a specific table (ANALYSIS_SAMPLES) be used

TIME_STEFP

31 -MAR-05

31 -MAR-05

31 -MAR-0F

31 -MAR-0F

31 -MAR-0F

31 -MAR-0F

31 -MAR-03

31 -MAR-03

DST_CWS.

DST_CWS_

DET_CWS_

DET_CWS_

DET_CWS_

DET_CWS_

DST_CWS_

DST_CWS_

_H20mYS|_COND_Y

H20xYSI_ORPx_Y

_H20uYS|_TEMP_

H20xYSI_TURB_Y

_MON_UPSxOM_ALM

_MONXSCAN_TOCk_ALM

_MONXSIEY _TOCK_ALM

_MONxUSF_CL2x_ALM

PARAMETER_ID

SAMPLE_VALUE

293

E93

102

0.0s

1

]

1

SAMPLE_GQUALITY

Marmal

Marmal

Marmal

Marmal

Marmal

Marmal

Marmal

Marmal

EVEHT_STATUS

1]

1]

1]

RECEIFT_TIME
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EDDIES Inputs

If CANARY needs to connect to a database that is set up like the
EDDIES input tables, it is possible to configure an “EDDIES” type
data source for a non-EDDIES system

- This allows CANARY to read an EDDIES style table in a generic
“RealTime” mode

- The table name can be changed

- The field names cannot be changed, so the format must be
exactly like the EDDIES table

However,

- Your DBA may be able to set up a view that will convert an
existing table into something with the EDDIES field names
without having to change the SCADA database or duplicate data
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EDDIES Outputs

o The EDDIES output table is roughly the same as the generic database
output table. However, the EDDIES database schema defines two
stored procedures to add data to the tables.

CANARY must use the stored procedures to output to an
“EDDIES” formatted data source

EDDIES stores the results in the “ANALYSIS_RESULTS” table

EDDIES stores the “Contributing Parameters” in a separate table,
called “PARAMETER_TYPE_RESULTS”

All the tables should be created during EDDIES setup
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The CANARY FAQ is available at
https://software.sandia.gov/trac/canary

Answers to today’s questions will be added soon

Q&A
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