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Source: National Hurricane Center, Katrina Graphics Archive, at 
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http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html

http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html
http://www.brendanloy.com/wp/2005/08/katrina-cat-3-expected-to-be-145-mph.html


August 27, 2005

5
Source: The Irish Trojan’s Blog (archive), at 
http://www.brendanloy.com/wp/2005/08/evacuate.html

http://www.brendanloy.com/wp/2005/08/evacuate.html
http://www.brendanloy.com/wp/2005/08/evacuate.html


August 27, 2005

“The eyewall replacement cycle that began at about 8am this morning has 
ended….The areal size of the hurricane continues to expand, and Katrina is growing 
from a medium sized hurricane to a large hurricane. Where the pressure will bottom 
out after this deepening phase is anyone's guess, and I believe something in the 915 -
925 mb range is most likely, which would make Katrina a strong Category 4 or weak 
Category 5 hurricane by tomorrow afternoon…

“New Orleans finally got serious and ordered an evacuation, but far too late. There is 
no way everyone will be able to get out of the city in time, and they may be forced to 
take shelter in the Superdome, which is above sea level. If Katrina makes a direct hit 
on New Orleans as a Category 4 hurricane, the levees protecting the city will be 
breached, and New Orleans, which is 6 - 10 feet below sea level, will fill with water. 
On top of this 6 feet of water will come a 15 foot storm surge, and on top of that will 
be 20 foot waves, so the potential for high loss of life is great. Given the current track 
and intensity forecast, I'd put the odds of this at about 20%.”

Jeff Masters, “Eyewall replacement done, Katrina intensifying”, Weather Underground, August 28, 2005, 
at http://www.wunderground.com/blog/JeffMasters/comment.html?entrynum=79&tstamp=200508
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What would 
you say?
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A little about me

 NISAC performs a range of 
infrastructure simulation 
and analysis tasks for and 
through US DHS
 Conducts incident 

consequence analyses

 Planned analyses

 Ad-hoc analyses

 Provides support for national 
and regional exercises

 Conducts capability 
development to support 
analysis
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What are CASoS?

Complex Adaptive System of Systems
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What are CASoS?

 System
 Webster defines a system as (among other definitions)

 “a group of related parts that move or work together”

 “a regularly interacting or interdependent group of items forming a unified whole”

 “a group of devices or artificial objects or an organization forming a network 
especially for distributing something or serving a common purpose”
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What are CASoS?
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 System of Systems
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What are CASoS?

 Complex Adaptive System of Systems
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 A CAS as one in which the structure 
modifies to enable success in its 
environment *
 structure and behavior are products of all the 

perturbations the system has experienced and 
modifications it has implemented.

 certain structural characteristics emerge, 
hierarchical and modular, with simple rules for 
interaction among the elements  

 Many persistent, large-scale engineering 
challenges involve multiple interacting CAS 
or Complex Adaptive Systems of Systems 
(CASoS). 

*  Reference: A Case for Sandia Investment in Complex Adaptive Systems Science and 
Technology, Curtis M. Johnson, George A. Backus, Theresa J. Brown, Richard 
Colbaugh, Katherine A. Jones, Jeffrey Y. Tsao, May 2012 (SAND 2012-3320)

What are CASoS?
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The CASoS problem space
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The CASoS problem space
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CASoS in (not so) microcosm:
Critical Infrastructure
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CASoS in (not so) microcosm:
Critical Infrastructure

 Interconnections exist
 Within an infrastructure sector
 Across infrastructure sectors

 This includes
 Dependencies
 Interdependencies

 These dependencies and 
interdependencies include
 Humans in the loop
 Rules and other constraints

 Functionally specific
 Geographically specific
 Treaties, regulations, etc.

 Dependencies and interdependencies 
can result in
 Unexpected consequences
 Cascading failures and impacts

 History is increasingly full of long-tail 
events

22
Too complex for mental models to be effective decision tools.



CASoS in (not so) microcosm:
Critical Infrastructure
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CASoS in (not so) microcosm:
Critical Infrastructure
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Reference: Final Report on the August 14, 2003 Blackout in the United States and Canada: Causes 
and Recommendations.  U.S.–Canada Power System Task Force.  April 2004.



CASoS in (not so) microcosm:
Critical Infrastructure
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• More Phase 2 Events
– 1542: FE’s western transmission 

operator calls to describe their 
compromised EMS

• Control center operators mention their EMS 
problems to the IT staff

• More calls to FE control center

– 1545: A tree-trimming crew reported a 
tree fault on the Eastlake – Juniper 
(345kV) line

• The actual fault was to the nearby 
Hanna – Juniper line

• This confused FE more, since the balky 
EMS accurately showed flow on Eastlake 
– Juniper

– 1545: AEP called about the third and 
last trip of the Star – S. Canton line

• FE believes them

– 1546: Perry operator calls back to report 
imminent trip



26Associated Press Archive - March 22, 2000, at http://newslibrary.com

NW Airlines Loses Communication

EAGAN, Minn. (AP) -- Northwest Airlines lost most of its communications lines systemwide
for about 2 1/2 hours Tuesday when an independent contractor hit a fiber-optic cable, 
leading to cancellations and delays around the country.

Passengers aboard planes were not in danger, but Northwest temporarily suspended 
boarding additional flights until the problem was fixed, said spokeswoman Mary Beth 
Schubert.

About 130 of the airline's 1,700 daily flights were canceled systemwide, and an 
undetermined number were delayed. Schubert said communications lines went down just 
after 2 p.m. CST, affecting reservations and baggage information and the airline's electronic 
ticketing system.

Major delays were reported in Detroit, where about 30 flights were canceled, according to 
Northwest spokesman Doug Killian.

Another 19 were canceled in Minneapolis, with the remainder scattered around the system. 
Some delays also were experienced in Singapore and Bangkok, he said.

Northwest's Web site also was out of service because of the severed cable.

Kim Bothun, a spokesman for U S West, the telecom that owns the fiber-optic cable, said the 
line was cut by a competitor McLeod USA, a local and long-distance 
telecommunications company based in Cedar Rapids, Iowa. She said it is not 
uncommon for telecommunications companies' cables to be very close to each other.

Calls to McLeod USA were met with a busy signal Tuesday night.

Northwest officials said the airline expected to be back to normal operations by Wednesday 
morning.

Passengers scheduled to fly on Northwest Tuesday evening 
were given the option of rescheduling their flights. 

DELAYED

CASoS in (not so) microcosm:
Critical Infrastructure



CASoS in (not so) microcosm:
Critical Infrastructure
Fukushima: Rat linked to outage at Japan nuclear plant
A rat may have caused this week's power outage at Japan's tsunami-hit Fukushima nuclear 
power plant, says the Tokyo Electric Power Co (Tepco).

The company suspects the rodent may have caused a short-circuit in a switchboard, 
triggering the power cut.

"We have deeply worried the public, but the system has been restored," Tepco spokesman 
Masayuki Ono was quoted as saying by AFP news agency.

Two years ago a massive quake-triggered tsunami caused meltdowns at the plant.

The plant was brought under control in December 2011 and Monday's crisis was the first 
time since then that so many facilities had been affected by electrical failure at the same 
time, Tepco admits.

The power cut shut down cooling systems for four spent fuel ponds at reactors 1, 3 and 4 on 
Monday evening, although cooling to the reactors themselves was not affected.

The system cooling water which contained spent - but still highly radioactive - nuclear fuel 
rods failed and it took engineers some 30 hours to repair the damage.

'Burn marks' 

All cooling systems were operational by early Wednesday morning, Tepco said. 

It said it found burn marks on a makeshift power switchboard and a 15cm (six-inch) dead 
animal nearby.

The company released an image of an apparent rodent carcass inside the switchboard unit.

Correspondents say the incident has highlighted the fragility of the rescue operation at 
Fukushima two years after the meltdowns caused a major release of radiation.

The Japanese government insists that the reactors are in a "cold shutdown" state and no 
longer releasing high levels of radiation.

But company officials admit they are still using makeshift power systems as they struggle to 
decommission - or shut down - down the facility, a process expected to take decades.
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Examples of CASoS problems addressed

Adaptation to Climate 
Change impacts

28

http://www.sandia.gov/CasosEngineering/climate.html
http://www.sandia.gov/CasosEngineering/pandemic_influenza.html
http://www.sandia.gov/CasosEngineering/tobacco_control_policy.html
http://www.sandia.gov/CasosEngineering/VA_threat_modeling.html
http://www.sandia.gov/CasosEngineering/multinet_cascading.html
http://www.sandia.gov/CasosEngineering/Global_security.html
http://www.sandia.gov/CasosEngineering/group_formation.html
http://www.sandia.gov/CasosEngineering/payment_systems.html
http://www.sandia.gov/CasosEngineering/global_finance.html
http://www.sandia.gov/CasosEngineering/petroleum.html
http://www.sandia.gov/CasosEngineering/natgas.html
http://www.sandia.gov/CasosEngineering/global_energy_systems.html
http://www.sandia.gov/CasosEngineering/petrochem.html
http://www.sandia.gov/CasosEngineering/Congestive_Failure.html
http://www.sandia.gov/CasosEngineering/cattle_transfer.html
http://www.sandia.gov/CasosEngineering/food_defense.html


Examples of CASoS problems addressed

 Pandemic planning

 Port security and productivity modeling
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 Modeling and analysis 
processes that account for 
the dynamics of human-
technical-natural systems

 Explicitly represent and account 
for uncertainties

 Explicitly represent and account 
for risk reduction strategies

 Comparative analysis to identify 
solutions that are robust to 
uncertainty

 Decision maker confidence in the 
analysis and ability to implement 
the engineered solution

 Evaluation and improvement

Representative Population Contact Network

Examples of CASoS problems addressed
Pandemic planning
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 Modeling and analysis 
processes that account for 
the dynamics of human-
technical-natural systems

 Explicitly represent and account 
for uncertainties

 Explicitly represent and account 
for risk reduction strategies

 Comparative analysis to identify 
solutions that are robust to 
uncertainty

 Decision maker confidence in the 
analysis and ability to implement 
the engineered solution

 Evaluation and improvement
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Pandemic planning
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Examples of CASoS problems addressed
Pandemic planning

 Modeling and analysis 
processes that account for 
the dynamics of human-
technical-natural systems

 Explicitly represent and account 
for uncertainties

 Explicitly represent and account 
for risk reduction strategies

 Comparative analysis to identify 
solutions that are robust to 
uncertainty

 Decision maker confidence in the 
analysis and ability to implement 
the engineered solution

 Evaluation and improvement
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Examples of CASoS problems addressed
Pandemic planning

 Modeling and analysis processes 
that account for the dynamics of 
human-technical-natural systems

 Explicitly represent and account 
for uncertainties

 Explicitly represent and account 
for risk reduction strategies

 Comparative analysis to identify 
solutions that are robust to 
uncertainty

 Decision maker confidence in the 
analysis and ability to implement 
the engineered solution

 Evaluation and improvement
• The best-performing intervention strategies include 

school closure early in the outbreak
• Child and teen social distancing is the next most 

important component (with school closure it 
reduces mean to 124 cases and the standard
deviation to 14)

School closure, social distancing (children or adults), 
treatment, prophylaxis, quarantine, extended prophylaxis
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Examples of CASoS problems addressed
Pandemic planning
 Modeling and analysis processes 

that account for the dynamics of 
human-technical-natural systems

 Explicitly represent and account for 
uncertainties

 Explicitly represent and account for 
risk reduction strategies

 Comparative analysis to identify 
solutions that are robust to 
uncertainty

 Decision maker confidence in the 
analysis and ability to implement 
the engineered solution

 Evaluation and improvement

Local Mitigation Strategies for Pandemic Influenza, RJ Glass, LM Glass, and WE 
Beyeler, SAND-2005-7955J (Dec, 2005).
Targeted Social Distancing Design for Pandemic Influenza, RJ Glass, LM 
Glass, WE Beyeler, and HJ Min, Emerging Infectious Diseases November, 2006.
Design of Community Containment for Pandemic Influenza with Loki-Infect, RJ 
Glass, HJ Min WE Beyeler, and LM Glass, SAND-2007-1184P (Jan, 2007).
Social contact networks for the spread of pandemic influenza in children and 
teenagers, LM Glass, RJ Glass, BMC Public Health, February, 2008.
Rescinding Community Mitigation Strategies in an Influenza Pandemic, VJ 
Davey and RJ Glass, Emerging Infectious Diseases, March, 2008.
Effective, Robust Design of Community Mitigation for Pandemic Influenza: A 
Systematic Examination of Proposed U.S. Guidance, VJ Davey, RJ Glass, HJ 
Min, WE Beyeler and LM Glass, PLoSOne, July, 2008.
Pandemic Influenza and Complex Adaptive System of Systems (CASoS) 
Engineering, Glass, R.J., Proceedings of the 2009 International System Dynamics 
Conference, Albuquerque, New Mexico, July, 2009.
Health Outcomes and Costs of Community Mitigation Strategies for an 
Influenza Pandemic in the U.S, Perlroth, Daniella J., Robert J. Glass, Victoria J. 
Davey, Alan M. Garber, Douglas K. Owens, Clinical Infectious Diseases, January, 
2010.
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Examples of CASoS problems addressed
Port security and productivity modeling

Our Goal

 Build a computer model to 
facilitate finding the right balance 
between security and economic 
interests.

 We track:
 Cargo

 Costs

 Understanding the robustness of 
port to disruptions.

35

Security solutions to the container shipping challenge should recognize that, in many 
cases, commerce, including essential national security materials, must continue to 
flow…

Stifling commerce to meet security needs simply swaps one consequence of a 
security threat for another  – The National Strategy for the Protection of Critical 
Infrastructures and Key Assets, February 2003



Examples of CASoS problems addressed
Port security and productivity modeling

 Two models for two time scales of interest
 Short-term (months)

 Long-term (years)

36

Short Term
(throughput & costs)

normal w/disruption

Long Term
(economic viability)

Policy

Security 
Enhancement



Examples of CASoS problems addressed
Port security and productivity modeling

Security policy options
 Increased manual inspections
 Port of departure inspections
 Cargo profiling

 Early manifest reporting
 Supply chain assurance (e.g., C-TPAT)

 Container seals
 Physical
 Electronic/smart
 Seals for empties

 Scanners
 Radiological
 Chem/bio

 Personnel assurance
 Background checks
 Biometric ID
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Examples of CASoS problems addressed
Port security and productivity modeling

Short-Term Cargo Flow Model
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Examples of CASoS problems addressed
Port security and productivity modeling
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Examples of CASoS problems addressed
Port security and productivity modeling
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Examples of CASoS problems addressed
Port security and productivity modeling

 Long-Term Port Flow Model
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Examples of CASoS problems addressed
Port security and productivity modeling

 Seattle and Portland Workshops
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Examples of CASoS problems addressed
Port security and productivity modeling

Workshop observations

 The short-term operations model provided a tangible grounding for 
many of the participants

 Some workshop groups developed novel, insightful, dynamic 
inspection strategies (that we’d have never come up with)

 There is no consensus about what constitutes adequate security: 
The workshop groups

 produced a very wide range of comprehensive security policies

 resisted qualitatively ranking security policies

 Security upgrade decisions seem to be being made by the seat of 
the pants
 Nobody really knows how much security they are buying
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Examples of CASoS problems addressed
Port security and productivity modeling

Example from the workshops – Dynamic Security

44

Using Higher Scanning 
and Inspection Rate 
During High Alert and 
Certain Seasonal  
Periods



 There is no ‘one model’ to solve all problems
 Perspective drives process

 Getting in front of the question is important 
 as the level of detail you wish to add increases

 as the time to provide an analytic product that is actionable decreases

 Validation is difficult but important

Lessons learned from analyzing CASoS
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Lessons learned from analyzing CASoS
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Perspective Drives Process



Lessons learned from analyzing CASoS

 Study of road transportation of 
chemicals in Houston Ship 
Channel area
 Texas Transportation Institute at 

Texas A&M University did field data 
collection
 107 hours

 21611 trucks

 2470 HazMat placarded trucks

 Sandia did analysis of 
manufacturers and infrastructure in 
footprint
 26 manufacturers

 Over 100 chemicals produced

 Identified and quantified truck 
movements based on annual data 
well within order of magnitude of 
field data
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Where the future lies

 Providing information that is useful
 Scenario analyses are a way to communicate and identify potential pitfalls

 Uncertainty quantification is key to risk analysis and designing robust 
solutions

 Building confidence in CAS models and analyses
 Analysis outcomes that demonstrate understanding of the potential 

dynamics

 Multiple-modeling approaches

 Uncertainty explicitly represented

 Identifying feasible solutions that are robust to uncertainty

 Building understanding with stakeholders on the right ways to 
use CASoS models

 Building a community of practice
48



QUESTIONS & ANSWERS

Kevin L. Stamber, Ph.D.

Complex Systems, Analysis & Applications

Sandia National Laboratories

Albuquerque NM 87185-1137

klstamb@sandia.gov
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What did I say?
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