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Division 8000 Assurance
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Division Level Risk for ES&H

Inherent Residual
Risk Prob | Cons Risk * Controls Risk **
IF Division 8000 does not operate safely,
 Division ES&H policies
THEN « Division ISMS processes
1) protection of individuals and the « Division 1SO14001 EMS
environment is not assured, H H H Division SHEAC M
2) people could be injured or killed by VISIo
avoidable events,
3) compliance scrutiny could result in
adverse customer or public opinion
/é. High Medium
before benefit =
%= | Medium Medium Medium
of controls 2
Lo
B Low Medium Medium
death or
adverse public Medium High
opinion Consequence

* Inherent risk is a combined measure of probability and consequence before credit is taken for the benefits of any controls.
** Residual risk is determined in the same way as Inherent Risk Level, but is evaluated using the assumption that controls

are in place and working as planned.
8
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ES&H Assessments

Oversight

Independent
Assessments

Self Assessments

Metrics

® Federal/State/Local
Regulatory Agencies

® SSO Assessments
® | MC Audits
® 12870 Audits

* ISO14001 EMS Audits
» Requested 12870 Audit
of EMS

* ES&H Management Self
Assessments

* Group Level Self
Assessments of ES&H
Topical Areas

» Safety Committee Self
Assessments

* Program Area Self
Assessments

* Injury/lliness Rates
e Occurrences
* Notice of Violations

* Oversight Audit
Findings & CAs

* Self Assessment
Findings & CAs
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Regulatory Agency Assessments

7
CY Topic Findings Finding Description
2007 CA DTSC Unannounced 0
Audit
2006 City of I__|vermore Was_tewater 0
Inspection and Sampling
2006 | CA DTSC Audit 0
» Report noted these as “departures
CDC Select Agent Program from nationally recognized
2006 ) 25 _—
Inspection standards and/or deviations from
requirements of 42CFR73"
10 (i) i



SSO Assessments

7
CY Topic Findings Finding Description
2007 | Explosives Safety & Storage 0
Industrial Safety & Industrial * Flowdown of DOE 0440.1A
2006 : 1 :
Hygiene Requirements to Subcontractors
* FP Self Assessment not performed
2006 | Fire Protection 2 » Fire Extinguisher inspections not
performed
2006 | Environmental Remediation 0
2006 Hazardous Waste/Mixed 0
Waste
* Training requirements for certain
ES&H courses not completed in
2006 | ISMS 2 mandatory time allowed
» Electrical safety issues discovered
during assessment
11 (i) i



12870 Audits

7
CY Topic Findings Finding Description
2007 | Pressure Safety
2007 | Electrical Safety 0
2006 Carcinogen Protection 0
Program
2006 ES&H Manugl Line 0
Implementation
Waste Management Self « Some hazardous waste generators
2006 1 )
Assessment not trained
» Organizations not performing H&R
2006 | Hoisting & Riggin 2 Self Assessments
J d99ing * Inspection records for one hoist not
available
12 ) i
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Division 8000 ES&H Self-Assessments

Management Assessments are conducted to assess space/
operations for ES&H concerns

— Department Managers assess all space/operations under their control
annually

— Senior Managers participate in annual assessments conducted by their
Department Managers

— Directors assess all their space/operations with non-office type hazards
within two years

— VP conducts at least four assessments/year sampling space/operations
with non-office type hazards

Each line group (Senior Manager & direct-reporting Dept. Managers)
selects and conducts three self-assessments per year (topics may
be selected from any policy area).

Electrical Safety Committee conducts quarterly self-assessments.

Environmental Program Areas conduct self-assessments on
schedule determined by Environmental Department Manager

ational
1 3 laboratories



1St Trimester CYO7 Group Level
Self Assessments

" 7
Groups Topic Findings Finding Description
» Criteria needs to be developed
4 Housekeeping 3 . Crlt.er.la needs to be develf)ped
 Training needs to be provided to
Managers & MOWs
3 Laser Safety 0
2 Chemical Inventory 0
* Policy, which does not require
safety glasses to be worn upon
1 CRDL PPE 1 entry into “wet labs”, creating some
confusion about when to wear
glasses
Operations at Remote
1 . 0
Sites
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Top Ten ES&H Management
Self Assessment Issues *

250

206 » Electrical issues are most frequent issue

200

found during management self assessments
178
) /

132 /
105
100 + 89
73 72
57 57
45 44

50 1 43

39
- 18 17 16
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Show er

* Includes issues identified by
Electrical Safety Committee
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Electrical Issues

o « Electrical issues are dominated by daisy
] chains and improper use of extension cords
/ * We believe this is due to more diligent
/ Inspection rather than increased occurrences
54
— 53
29 27
26 ] 26,5
21
19 — 1y 19
16 1
12 i—lﬂ‘ 1L 910 ,
5 6 6 6

ol I 0§l 0 o 2 U
Daisy Chains  Extension Missing or Power cords  Electrical  GFCIOutlets Equipment not Dead fronts No labels on High ltems not Other

cords used Damaged needing panels notinstalled NRTL listed unlocked electrical pow ered properly

incorrectly Covers/ repair/ blocked disconnects loads grounded

Knockouts  replacement connected to
surge
protectors
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Analyze & Trend Results
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Analyze and Trend Results

Oversight assessments
— 2006-2007 findings are for compliance issues

Self assessments

— Established and active program for all levels
of management inspecting space

— Discovery rates are increasing, due to more
diligent inspections

— Opportunities for improvement in scope and
depth of self assessments

ational
1 8 laboratories



	Implementation of Integrated Laboratory Management System (ILMS) in Division 8000
	ILMS Enterprise Model
	Division 8000 Details
	Division 8000 Details
	Division 8000 Assurance
	Elements of Enterprise �Risk & Assurance Matrix
	Division Level Risk for ES&H
	ES&H Assessments
	Regulatory Agency Assessments
	12870 Audits
	Division 8000 ES&H Self-Assessments
	Top Ten ES&H Management �Self Assessment Issues *
	Electrical Issues
	Analyze & Trend Results
	Analyze and Trend Results

