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Module Objectives

• This module will address the role of international 
and regional cooperation in a nuclear security 
detection architecture, including:
– Role of cooperation

– Cooperation options

– International organizations, agreements, and 
frameworks

– Regional and multilateral initiatives
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The information presented in this module is relevant to checklist questions:
19, 20, 37, 71



Pathways View of the Architecture
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Role of Cooperation

• Challenges and dangers presented by 
nuclear and radiological materials 
out of regulatory control are 
transnational

• International cooperation can 
strengthen a nuclear security 
detection architecture by expanding 
the reach of detection efforts, 
building defense in depth

• International partners can also 
provide useful experience and 
knowledge regarding architecture 
implementation
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Cooperation Spectrum
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Cooperation Factors
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• Many factors can both enable and inhibit 
international cooperation, including:
– National goals
– Perceptions of threat
– Culture
– Diplomatic ties
– Common borders 
– Concepts of regional or global security
– Technical and non-technical capabilities
– Historical cooperation on security matters
– International commitments
– Willingness to share information



Cross-border Cooperation

• Coordination between 
competent authorities at 
common borders or ports of 
entry can reinforce detection 
capabilities on both sides

• Examples might include:
– Establishing lines of 

communication
– Harmonizing operational 

protocols and procedures
– Operational coordination and 

integration
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Information Sharing and Exchange

• Information sharing can provide partners 
with more complete situational awareness

• Information sharing might take place:
– On a routine basis
– In response to time-sensitive operational 

information 
– In preparation for special events

• Pre-established information exchange 
procedures and protocols can facilitate 
more timely sharing

• Information security protocols should be 
observed to prevent compromise of 
sensitive information
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Incident Reporting

• International reporting of 
detection incidents can be a 
useful tool for understanding:
– Evolving threats
– Illicit trafficking trends and 

patterns
– Detection best practices

• The IAEA Illicit Trafficking 
Database provides an existing 
mechanism for reporting

• Regional and bilateral reporting 
mechanisms might also be 
beneficial
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Technical Assistance

• Countries possess unique detection 
resources, technical capacities, and 
experience

• Technical cooperation and assistance 
can be used to:
– Address gaps in detection capability
– Share best practices and lessons 

learned
– Leverage unique capabilities for 

common detection objectives
– Bring partners up to a common 

detection capability “baseline”

• Technical assistance might also include 
support in response to nuclear security 
events
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Cooperative Research and 
Development

• Countries might also cooperate on research and 
development of detection technologies and 
techniques

• Resources and expertise can be combined to achieve 
common technical objectives

• Cooperative R&D might include:
– Developing new detection technologies/techniques
– Refining existing detection technologies/techniques
– Identifying common detection requirements and 

specifications
– Collaborative testing and evaluation of new or existing 

technologies
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Exercises

• International exercises allow countries to 
practice the cooperative application of 
detection approaches

• Can range in complexity, from logistically 
simple tabletop exercises to more 
complex field exercises

• Exercises can help participants:
– Better understand commonalities and 

differences in operating protocols and 
procedures

– Evaluate detection technologies and 
techniques in a simulated real-world 
environment

– Identify and share best practices
– Develop working relationships with 

international peers
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Regional Harmonization and 
Integration

• Detection approaches can be regionally 
harmonized and integrated to:
– Maximize detection coverage

– Reduce duplication of effort, where appropriate

– Minimize conflicting regulation and procedures

– Facilitate efficient movement of commerce

• It may be possible to incorporate detection 
harmonization and integration into existing 
regional agreements (e.g. trade facilitation 
agreements)
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International Agreements

• A number of agreements already exist 
providing guidance and standards for 
nuclear security

• Governments should consider all 
relevant agreements, as appropriate, 
and implement provisions as fully as 
possible

• Examples include:
– IAEA agreements and guidelines
– UN Security Council Resolution 1540
– UN legal conventions on terrorism
– Export control regimes
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International Organizations

• International organizations exist to 
support existing agreements, provide 
assistance in detection-relevant areas, 
and facilitate relevant cooperation

• Some organizations can also facilitate 
and support new cooperation initiatives

• Examples include:
– IAEA
– INTERPOL
– WCO, ICAO, and IMO
– UN 1540 Committee
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Multilateral and Regional Initiatives

• Cooperation can be pursued among groups of 
countries to achieve common nuclear security 
objectives

• Regional and sub-regional cooperation can 
address common challenges and reinforce 
defense in depth 

• Examples include:
– Global Initiative to Combat Nuclear Terrorism (GICNT)
– Nuclear Security Summit
– European Security Training Centre (EUSECTRA)
– INTERREG
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International and Regional 
Cooperation Summary
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GICNT RABAT EXERCISE 
Case Study
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Exercise Case Study: 
GICNT Rabat Exercise 

• Supporting GICNT, the government 
of Morocco hosted an international 
detection exercise in 2011

• Intended to enhance Moroccan 
and international capabilities for 
detecting and responding to 
malicious uses of radiological and 
nuclear materials

• Participants included 
representatives from five countries 
and the IAEA

• Tabletop and field exercises based 
around a fictional scenario 
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Exercise Case Study:
GICNT Rabat Exercise

• The exercise addressed various dimensions of both Moroccan and 
international response to the scenario, including:
– Threat assessment
– Information sharing
– Border control
– Operational cooperation and coordination
– Policies and procedures
– Technical response

• Insights and lessons learned have been incorporated into Moroccan 
planning and shared with the GICNT community. These include the 
need for further national and international cooperation on:
– Interoperability in information exchange
– Protocols and agreements for incident notification and assistance requests
– Understanding national response structures
– The role of the media
– Mechanisms for national coordination/cooperation
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DISCUSSION QUESTIONS
Module J
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Discussion Questions

1. What are the potential benefits to be gained from 
international cooperation on detection? What might be 
gained that would be otherwise difficult to achieve without 
cooperation?

2. What are some of the potential problems or difficulties that 
might be encountered through international cooperation? 
How can these problems be overcome?

3. What are some potential examples of cooperative 
mechanisms for information sharing and reporting with 
international and regional partners? What types of 
information might be shared, and how can partners ensure 
that sensitive information is protected?
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