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Malware is a problem ) .

= Exponential growth in the
number of malicious files

Warning From AntiSpy Pro

" Limited analyst resources
available

&

%__ Malware Found

Your systems is infected!

File: s, dil
Malware: Google Toolbar Motifier BHO

Lwg.dll - Google Toolbar Matifier,
http:f faooglesystem. blogspot; com 200607 fgoogle-is-your-d
efault-search. hkml

= Sensitivities around malware
infections make sharing and
collaboration difficult Qe ~

: AntiSpy Pro
hikkpe ffAnkiS

bpe 1 AnkiSpy-Pro.com

= Researchers need access to
malware and analysis results
to develop tools




FARM to the rescue ) .

= Forensic Analysis Repository for Malware

= Scalable
= Static and dynamic analysis

= Saves time and resources
= Automates much of the malware analysis
= Speeds up incident response and malware triage
= Uncovers relationships between malware files

= Promotes information sharing

= Users from different organizations can share malware files ey
and analysis results

= Hash-based reputation database

= Easy to integrate with other tools




Ongoing Research ) =,

= (Clustering

= Similarity Detection

= VM introspection for dynamic analysis
= Generic Unpacking

= Mobile malware analysis




