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- 4 ‘ What is Titan?

A flexible parallel pipeline architecture, written in C++

Query —> Display

@—% Ingest —> Extract —> Model

V

Partition Display

Provides a direct mapping between whiteboard and code.

Manages execution:

* Manages the “flow” of data through components.

* In what order are components executed?

* What needs to be recomputed when parameters change?

Serial or paraliel
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What is Titan?

How the NGC delivers “HPC informatics
capabilities that are both usable and useful to analysts."

Web Browser

e

1%
HPC Resource Web Server —>[ HU;T @

Web Browser

|5 Custom Client — ﬂi’*@”
Model generation on HPC compute nodes,
analysis on a web server, visualization in client.
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Data Structures

* Table

* Tree

* DAG

* Directed Graph

* Undirected Graph

» Sparse N-way Array
* Dense N-way Array
* Unicode Text

Database Drivers
* MySQL

* Postgres

* Oracle

+ SQLite

- ODBC

* Netezza

* Berkeley DB

* Hypertable

MTGL Algorithms

* Community Finder

* ST Search

* CSG Search

* Temporal Search

* WCNM

» Subgraph Isomorphism

What is Titan?

Readers

* Dimacs

*DOT

* GXL

* Chaco

* XML

* Tulip

* DelimitedText

* Unicode Delimited Text
* FixedWidth

* ISI, RIS

 Palantir XML

* Matrix Market

* Protobuf

* HDF5 (network packets)
* OWL (ontologies)

* S-Expressions

* XML-RPC

Linear Algebra / Tensors
* TPP / PARAFAC
* Trilinos Integration

BGL Graph Algorithms

* Breadth First Search

» Connected Components

* Biconnected Components
* Brandes Centrality

Parallel Statistics
Algorithms

* Descriptive

* Order

* Correlative

+ Contingency

Clustering

« Partitioning

* Hierarchical
* Soft Clusters

PBGL Integration
MATLAB Integration
R Integration

Linear-Time Graph
Layouts

* GSpace

* Hierarchical

* Clustered

* Three tree-based variants

Text Analysis
* Latent Semantic Analysis
* Latent Dirichlet Allocation

Multiple View Types
* Render (3D)

* Graph

* Hierarchical Graph

* Tree

* Treemap

* Georeferenced

* Parallel Coordinates
 Radial Tree Ring

* Protovis (dozens of new
visualizations)

Multiple Platforms /
Languages

* Windows, Linux, OSX,
HPC

* Write components in C++
* Use with C++, TCL,
Python, Java, .NET, COM
* Apache Modules

* HTML + JavaScript
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F
}.‘ What is Titan?

A set of libraries you can use today ...

Text
Analysis

HOme Page: Qt Clustering

http://titan.sandia.gov
Public Git Repository:
git://public.kitware.com/titan.git

Reference Documentation:
http://public.kitware.com/titan-docs

Protovis

Boost

Titan

Statistics

Trilinos

Map
VTK Reduce

Machine

stel Learning
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Sidebar: Using Titan
within Sensitive Domains

Text
Analysis

Qt Clustering

Sensitive Application
(e.g. La Luz)

Protovis

Boost

Trilinos ~ 11tAN  gyatistics Depends-on

Sensitive Technique A

Map
VTK Reduce

‘ Sensitive Technique B ]

Machine
Learning

MTGL
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Projects Using Titan

* Network Grand Challenge (Hendrickson / Kegelmeyer)

*LaLuz- SOCOM IATA (Benz / Johnson)

* HPC PubMed (Wilson / Shepherd / Otahal / 5900)

* MegaTux Network Emulitics (Minnich)

* NA-22 Satellite Image Analysis for Non-Proliferation (\Watson)

» Streaming Data for Cybersecurity (Plimpton)

» ParaSpace Simulation Ensemble Characterization (Crossno / Martin / Hunt / Shead)

* NIH SBIR: "Flexible information visualization and analysis platform for biomedical research” (Kitware)
* Army SBIR: "An open framework for analyzing mobile ad hoc networks" (Kitware)

* DARPA SBIR: "An open, adaptive geospatial visual information system" (Kitware)

* Navy STTR: "Using stylistic topic models to detect deception through unusual linguistic activity” (Kitware)
* DOE SBIR: "A scalable visual system for proliferation analysis" (Kitware)

» ParaText Scalable Text Ingestion (Dunlavy / Crossno / Shead / Stanton)

* CARGIO: Hard drive Analysis (Kegelmeyer / Desapio)

* Nuclear Materials Attribution (Crossno)

* OVIS Cluster Monitoring (Brandt)

» ThreatView (Summers / Linebarger / Kerr / Wolfenbarger)

» Graph-Based Informatics for Counter-Terrorism LDRD (Wylie)
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Fle  Options Help

Document Clusters (¥iew 1)

Clusters
& Lo,

1 [tritone/names finter net
Header_216_2014_93_Body_222_0055_97.kxt
1IR 2 222 0055 97.kxt
IIR 5319 0078 92,bxt

@ 61

E 7:0.893:/submarine/armoniafpharmacycards

.669: fconcerns/stated/pharmacycards

410,765 /pharmacycards/basic fvictims

510,854/ concerns/statedipolitical

1IR 2 222 0006 96.txt

1IR 2 222 0034 97.kxt

@ 5:0.917/bilion/basic/offshors

210,647 politicalssekersiasylum

0:0,902; wickimsconcerns/stated |

® IR 6 842 0030 92,kxt |
® IR & 842 0259 92.kxk

Corpus Maps (View 3)

7:0.893:/subma

IR2 2170115 99.ixi Header_216_2014_9.
harmacycaids/ basic/victims

IIR 4213 D002 04 fxt Ik 6842 0259 92 txt

political 1R ¢ 865 007906.txt

2 0026 96 bk
2:0.647:/ poltlical/see ke 1s/asylum
billion/basic /affshore

Graph View | Cluster Yiew

Oﬂ.m:,’v’?/con\:elrs,ﬂs |

Document Text (View 5)

(@[] Filename: Header 216 2014 93 Body_222 0055 97.txt Find: | |

SERTAL: IIR 2
216 20)4 93.

UMCLAS

SUBJECT: IIR 2 216 2014
93/CZ MILITARY
INTELLIGENCE -
PLANSG.

FUTURE

SOURCE: AN OPEN S0URCE
ELECTRONIC INFORMATIOM
SERVICE WHICH PROVIDES
DIRECT ACCESS TO
FOREIGN COMPUTER
NETWORES, DATAEASES AND
ON-LINE INFORMATION
SERVICES WORLDWIDE.
SO0URCE RELIABILITY
CANNOT BE DETERMINED. -

DTG
o R 101341Z WOV 92
© R 0217322 WOV 92
@ R 301300Z OCT 82
COUNTRIES
@ CZECHOSLOVAKIA
(CZ] (1)
o CHINA (3)
SERTAL
o SERIAL: IIR 2 zl§
z0j4 93,
WIRNINGS
o THIS IS AN
INFORMATION
REFORT, HOT
FINALLY EVALUATED
INTELLIGENCE.
REPORT CLASSIFIED
UNCLASSIF

DEPARTMENT OF
DETENSE -

o REPORT CLASSIFIED
THCLASSIF
THEDs

Message Text

TEXT: 1. THE CHINESE GOVERHMENT THIS WEEK
INTENDED TO POT AW END TO THE SPECULATIVE
DOMAIN WAMES AND PROFITEERING FRONM THE REZ
OFFICIALS SAID. 1IN ADDITION, THE GOVERNME
INTERHET INFORMATION CENTER, WHICH WILL EE
MINAGEMENT, OPERATICON AND SERVICE OF THE 1
TO ENSURE ITS STABLE DEVELOPMEMNT.

2. THE CENTER, WHICH FALLS UNDER THE CHINE
WILL BE THE ONLY ORGANIZATION IN THE COUNT
DOMAIN MNAMES, ACCORDING TO THE STATE COUNHC
INFORMATION ADVANCEMENT, WHICH CVERSEES TE
NETUORKS WITH THE INTERMET.

3. THE MNEW REGULATICONS SPECIFY THE STRUCTL
NAHME SYSTEM AND THE PROCEDURES BY WHICH TE
APPLIED FOR AND APPROVED. APPLICANTS WILL

REGISTERED ORGANIZATIONS WITH THE ABILITY
CIVIL LIABILITY.

4. CHIHA ESTABLISHED ITS' OWN DOMATN NAME
MONMTH AFTER IT WiS HOOKED UP TO THE INTERL
GATEWAYS. MORE THAW 50,000 COMPUTERS IN ¢
TO THE INTEEWET TO DATE, AND THE COUNTRY E
NAMES, ACCORDING TO THE LEADING GROUP ON 1
5. AN OFFICIAL OF THE GROUP SAID THAT WHIL
PROMOTED THE DEVELOPMENT OF THE COUNTRY'S
BUSINESS AND CULTURAL ESTABLISHMENTS, THE
WAMES AWND THE SCALPING OF THOSE MAMES HAVE
COMMENT: (500TH MI EDE HQ COMMENT) - THIS
INTELLIGENCE INFORMATION REFORT FRODUCED 1
THEATER INTELLIGENCE REQUIREMENTS.

Raw Text

~

~

Erttities (¥iew 2)

B Filker:|

Entity Hatlist (View 7} —

oL HospmaL T o

GC Prototype 2 Reca

& ar 5 WATIONAL MIDDLE SCHO
b

0 COUNTRY 5 NATIONAL PECPLE (1)

T oreaMzarion po
T nAVAL HOSPITAL (1)

] p—

& PERSON T Nawy (1) |
T navY REPRESENTATIVE €
T NEAREST ADMIMISTRATL
>0 NEW CHINAD
=

WFWS AGFMCY (11

d | cusTam
T HeALTH MIISTRY
T8 THAILAND DEVELOPMENT RESEARCH INSTITUTE (TRDI) STATES
T vaLa HosPITAL
T naweL HosPITAL

HEALTH MINISTRY

d in
96.1x 3
o

entio

entioned in

1IR 6 842 0030 92 fxt

" Graph Visw | Table View |
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P2 Pipeline

Local Filesystem

NGC P2

Serial All The Way: put the entire pipeline in one process.
Zero administration, easy to use, online computation, small data.
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%‘ LaLuz — SOCOM IATA

Using an “evolved P2” to address undisclosed project domain.
An example of building sensitive applications on Titan.

Document Clusters (View 1)

* What is Jemaah Islamiyah.txt
taiba/mumbai/lashkar
4 © girls/schools/mortenson

Greg Mortenson.txt
It Takes a School.txt
Military Finds Unlikely Ad
School of Dreams.txt
Schools for Girls.txt
Teacher Can We Leave Now:ixt

asyir/bakar/qaeda

* tary chief in Mindanao.txt

* Profile- Abu Bakar Ba'asyirtet

® Profile- Jemaah Islamiah.txt

@ Students Build Schools

* Terrorist Groups in Southeast Asia.txt

* Thailand Islamist Insurgency.txt

* The al-Qaeda of Southeast Asia.txt

® taiba/lashkar/india

® mumbai/lashkar/taiba

.
[ ]

® Security Bali bombersGCO execution.txt
® US. claims SE Asia terrorism progress.t

Fighting Terrorism Through Education.txt

Corpus Maps (View 3)

e Agenciestxt
A Cockigil otsl, #
Jtone sian arest Site mor suspects.txt
Indlicyfkesshikarr
bemGA A execution xt
aalms SE Asia terrorism progress txt
isiamiyah.xt
hiar
nixi  Mumbal ferrol grour

taibay
Aavlsel 1t Lewmﬁh

Cluster View | Graph View

Document Text (View 5)

February 6, 2002 atimes.com Southeast Asia The Osama bin Laden and
Erikson The director of the United States”
Thursday that investigators befieve the Septembes
operatives in Malaysia. rior 1o that, only Germany, where three of the suicide bombers lived, and
Afghanistan, Pakistan and the Unit=d had been ginpointed as planning and logistics bases.
Othcr US officiats sait Fast week that ey hiad evidence thar a US (Cafforia Stas ersity, Sacramento}-
educated biochemist and retired Maiaysian army captain, Yazid Sufaat, 37, provided USS35,000 in Kuala
Lumpar in the fail of 2000 to Zacariss Moussaoui, = French national of Moroccan descent, who has been
charged in Alexandria, Virginia, With conspiring with the September 11 hijackers. Sufast is also said o have
met in January 2000 with two of the hijackers, Khalid Almidhar and Nawaf Alhamzi, who piloted the plane
that struck the He is among two dozen alleged Muslim extremists detained in Malaysia since
December. That's the latest. Along with amests in Singapore, Malaysia and the = over the past two
months, it ingicates that = far more extensive and beter organized al-Oaeds.-linked Istamic terror network
than previously believed has existed in Southeast Asia for an extended period of me and is far from
being uprooted. At the center of he Jemaah Islamiah (Istamic Group), = regional temorist organization
whose goal is to create Daulah Isiamiah, an Islamic state encompassing southern Thailand, Malaysia,
Indonesia and the southern Philippines. Its leader, according to Singaporean and Malaysian security officials,
s Indonesian cleric Abu Bakar B3'asyir (Bashir), 63, who is being portrayed as the Osam bin Laden of
Southeast Asia. lemaah Islamish and Abu Bakar Ba'asyir- The backeround Abu Bakar heads
shidee Mo Mujahidin Indonesia or MM, ounded 18 months ago to push for e adeprun of
SirictIstamic sharia 12w in Indonsi. Under questoning for six howrs =
on January 3, he reportediy denied any links 1o al-Gseds or to terrorism. But from a man who, in s
Statement 1o the media, said, "1 am nota member of al-Qaeda. However, | really praise the fight of Osama
bin Laden, who has dared to represent the Islamic world to combat the amrogance of the United States and
s ailies”; who called bin Laden "a true Mesiim fighter~ and who ciaims that the US is "the real teroris:
and "waging war on lsiam, not tefmorism”, that's a bit difficult to take - though apparer
police who did not detain him, but alfowed him to retum to his Central lava base. It becomes more
iFScult 5311 22 blieve Abu Baker's Gen 31 (3nd understand Indonesian polics |2niency] whan his
background and specific evidence against him presented by Singaporean, Malaysian and Filipino
investigators are taken into account. in 1962, inspired by the ideology of Darul Isiam, 3 viclent movement.
that tried to establish an Islamic state on lava before being decimated and reined in by the military in
the early 1950s, Abu Bakar nd his ciosest o Ebmimr, Abdulish Sungkar (who died in 1999) established
Radio Da'wah ad across the rice
paddies of Ce
X Studies boarding school in Ngruki village east of Surskara [Solo). many of whose sradustes have
fun afoul of the law. The school stil exists and is sl run by Abu Bakar. To help bring its central message
home to its over 2,000 students, ranging in age from 12 10 18, a Sign on one of the buildings in Arabic and
English reads: *Jihad is our way. Death in the way of Allah is our highest aspirat
Bakar and Abduliah were in [aif or trying to Start an Islamic miliva, Komando Jinad. Soon after the

v were convicted again - for subversive political activity including denigrati

te ideciogy of Pancasila. They fled to Malaysia to estape another pri
Indonesia until after the 1988 downfall of Suharto. While i
Abdus Samad), the two men gathered

-Qaeds of Southesst Asia By Marc
ieller I, s3id la:

terror attacks were planned in part by skOseds

o

"Green" network.

uifilied, they advocated and implemented (or at any rate had their feliowers implement) the)
The record of this is now coming to light a's Malaysian, Singaporean and Filipino author

Jemaah Isiamiah members in their custody Jemash isiamiah: The investigative record Over 40

admitted Jemaah Islamish {31} members are now under arest in Malaysia. Singapore and the P 1
most of them since early December As results of their int=rrogation trickle out, the scary pictife emerges
that the al-Oaeda-linked Orzanization was better orzanized and had much P depth in Southesst Asia
than snyone had suspected and that several key operstives remain =t arge = of explosives

+][100% -

Here we pulled in a social network from
Palantir. We have a "Red" network and

Entities (View 2)

® ORGANIZATION » 4 ® BAGHLAN (1) A
® PERSON » ® BAGMARA(D)
® MISC > ® BAHARAK (1)
® LOCATION © BAHAWALPUR (1)

© BAHIRHAAT (1)

® BAHRAIN (1)

® BAJAUR (1)

© BALAKRISHNAN (2)

© BALIAKANDI (2)

® BALKH (1)

® BALOCHISTAN (1)

® BALTISTAN (6)

® BALUCHI (2)

~ ® BALUCHISTAN (3) 7S

& BANGARANDHL AVENUF ()
Entity Hotlist (View 7) -
* CENTRAL ASIA INSTITUTE -
* CHRISTOPHER KOLENDA
* GREG MORTENSON 1=
® HAFIZ MUHAMMAD SAEED
® JEAN HOERNI M
* LASHKAR-E TOIBA

Hotlist Map (View 4) -

LASHKAR-E TOIBA

INTER-SERVICES INTELLIGENCE

HAFZ MUHAMMAD SAEED
Pakistan Inteliigence Agencles it

PakistanA A Comnection.Ixt
FARIDKOT Lt

B omrAL MIE MuLLEN
PN ¥ IR NEN
PERVEZ MUSHARRAP

WASHINGTON &
-~ Schools for Girls.xt

ANTFAMERICAN  Greg Mortenson txt

It Takes o

*DEMOCRACY AND CIVILSOCIETY

JEAN HOERN| 2 .
CHRISTOPHER KOLENDA
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# A modest P2 endorsement ...

“P2 has been used as a test case on real data
which led to NEW leads and analysis of Social
Networking activity ... further answers were
derived when new development capabilities
were coordinated with 5900 for P2”

- Bryan Ingram, SNL
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Network Grand Challenge - P3

localhost/p3/projects/6474c602ff406d866acalebb4324a41644c171c/ freports/

Network Grand Challenge: Web Crawl <Known Topics>

| Topic Analysis | Data Statistics |
‘ show| 10 [ = | entries search: | \ ‘
:Lu:& __VDI url_;_emg Velume/Entropy Over Time Community Volume Over Time ;:::: Representative Web Pages
http://thinkprogress.org/2006/08/30/stevens-caught -
barack barack, http://thinkprogress.org/2006/11/15/lamry-king-internet ‘E
obama obama http://thinkprogress.org/2007/02/10/dino-flatulence
‘http://bobmeearty.com/2007/03/06/ancther-scandal-in-obamas-house -
http://politicalticker.blogs.cnn.com/2008/01/26/exit-polls-bill-clintons-effect/?eref=ib_pc »
lipstick lipstick,  http://politicalticker.blogs.cn n.com/2008/01/26/exit-polls-bill-cli ntons-effect E‘
ona pig on, a, pig h‘ttp;l,n'mi'rhelIema|kin:col"m'Zmli_fﬂfnflﬂhara(ﬂ(-oharria—gaﬁe—niach'mE
: http://roguejew.wordpress.com/2008/09/04/how-obama-lost-the-election -
2.0 2.0
30
28 I I O http://politicalticker.blogs.cnn.com/2008/08/29/how-mccain-chose-palin -
5rr.aall ::- A i Sma_"' http://mudflats.wordpress.com/2008/08/30/palin-i ins-bridge-to-nowhere-thanks-t =]
Ll A i http://politicalticker.blogs.cnn.com/2008/08/31/biden-palins-good-looking
mayor: ne 1o mayar http://politicalticker.blogs.cnn.com/2008/08/31/biden-palins-good-looking -
P
ou/os o8 ovior owios ot/on v b S ToT TioE otion E
Showing 1 to 3 of 3 entries First Provious 1 Nest Last
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A
} Network Grand Challenge - P3

Lovely Video Here
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P3 Pipeline

Prediction Model Process

—— s P ST —— s
PostgreSQL Berkeley DB
Database HPC Resource Database Web Browser
Suggested Terms Web Server N| > — s
Process (Unified Thread Technology)
L) > > | Web Browser

HPC Resource

Model generation / analysis on HPC compute nodes, visualization in client.
Modest administration, modest data, mostly offline computation.
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P3 Pipeline Detail:

Suggested Terms

Input: blog contents

mmmmmm ase

Large matrix-matrix product

«—— 300x1.2M dense X 1.2Mx18k sparse
(Required 16Gb to compute in serial)

Output: suggested terms
Slide 15 of 27
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HPC PubMed Pipeline

* Using Netezza, LDA, and other text analysis techniques.
» Benefitting from NGC multi-tier experience.

— > P >z

Netezza Filesystem?
Database CouchDB? Custom Client
@H g I B || ||< s ——
HPC Resource s Uﬁ&
(Red Sky / Red Storm) Web Server g | E %

Web Browser
(Maybe)

Model generation on HPC compute nodes, analysis on the web server,
visualization in client.
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HPC PubMed Visualizations
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'Megatux Network Emulitics

Utilizing the latest in lightweight virtualization techniques,
investigate methods to configure and collect data from emulations
employing millions of VMs on HPC clusters.

A ‘L HU Custom socket-

o Mac [ ] based protocol Uﬁ,”
T e I e QY/%

Millions of virtual machines &l

Titan Client

N

HPC Resource
(Red Storm)

Live, streaming data produced on HPC compute nodes,
analysis and visualization in client.
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'Megatux Network Emulitics

File

Database URL

| mysql://ovis@shuttlel.ran.sandia.gov:3306/sandbot

GridQuery

SELECT d.VM, d.value, d.BotX,d.Boty
FROM Sandpile d,
(SELECT VM, MAX(Time) as MaxTime
FROM Sandpile d
WHERE d.Time < @VisTime
GROUF BY VM) AS mx
'WHERE d.VM = mx.vM
AND d.Time = mx.MaxTime
GROUP BY d.WVM
ORDER BY d.VM;

JavaScript

{width = (defined by MegaTux}
/Iheight = (defined by MegaTux}

numvMs = 1296;
gtime = 145; // Tnitial grid time

use_circles = 1;

x_margin = 20;

y_margin = 20;

width = width - x_margin™2;
height = height - y_margin*2;

grid_height = height * .75;

plot_height = height = .20;
plot_cell_height = plot_height/numvMs;
plot_cell_width = width/500.;
cell_width = width/36;

cell_height = grid_height/36;

/I Set width to the smaller of the two

/I Cell size is the radius * radius * fudge
cell_size = cell_width/2 = cell_width/2 = .05;

/I Grey with red
[fcolor = pv.Scale.ordinal(0,1,2,3,4).range("#fff","#eee",
"#ddd","#cc”,"#f88");

/ Muted rainbow

color = pv.Scale. ordlnaL(ﬂ 1,2,3,4).range("#aaa","#88e",
12ghat "ahhat " eagm

cell_width = (cell_width > cell_height) ? cell_height : cell_width;

J

Update.

Visualization

0.0--9090-.--@ @@e@0000@: @ -0®
: cooo@@P@: 20000
e.-@oo @0 -@-
@P®e -2 -0009000
.--e.-e-------.---eeeee X 1I1]
TRl ERN-TEERENY T B KRN EN-T NI [ T TR
90..-~0G9. @00 -00
e®
ee
-9
LN
0
.
@

e
000000 -@coe@ec -0 - 0000000 - @
e+ @e® - 00900 - 90 - @+ -00Q 00000200
CIRY 'ERY ] :

@ ]
8002002800000
o®9e@ - -02000 -

Simulation Time: 154.66016053511706

Prototype Megatux client using Protovis
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‘ NA-22 Satellite Image Analysis

A graph-based approach to image feature analysis.

L]
hﬂ'qq

[ O‘M?/
.

o lgeemo

.

"

-"::.m:a“’-‘. W
.

L .

T 'Y
%

DOE Office of Nonproliferation (NA-22)
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NA-22 Satellite Image Analysis

| i * Graph communities identified using wCNM, converted to KML polygons

» Size proportional to feature size, color map based on community ID

=]
Ele Edt View Toos Ata_fielp
v Search

FirTo | Busi

VB grown 174
® Y@ group 175
% YO growp 176
% Y@ growp 177
* Y8 growp 176
% Y8 group 179
« ¥/ grawp 180
¥ B group 181
# ¥ grawp 182
© ¥ 8 graup 183
© ¥ B graup 184
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& %8 graup 186
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Y8 group 196
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% %0 group 190
# Y@ graup 191
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YD grown 193
% Y8 group 194
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¥ B growp 196
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# ¥ graup 138
YB3 group 199
YB3 graup 200
¥ group 201
& ¥ 8 group 202
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Y8 group 204
Y8 group 205
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Y@ group 207
¥ 0 gravp 208
Y18 group 208
“ Y@ graup 210
Y8 grouwp 211
# %0 graup212
Y8 growp 213
= Y8 graup 214

¥ Layers Earth Gallery »»
= 1% Prman Database
# ¥ gorders and Labels
@ Places of nerest
= Panoramio Photos,
= Roads
# 8 30 euidings
# L@ ocean
§ stostview
B Weather
 oallery
@ ciobal awareness
[ more

=:GOo0ogle

PAN
imagery Date: Aug 25. 2007 v 4831t Eyean sosant
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Streaming Data for Cybersecurity

Developing tools and techniques for realtime packet analysis.

- Titan streaming pipeline executive.
» Task-based multithreading.
- 15k packets / sec real-time network data.

Google

Protobuf Uﬁ’”

Network packet-sniffer < I H@’%
Titan Client

Live, streaming data collected by packet-sniffer hardware,
analysis and visualization in client.
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Streaming Data for Cybersecurity

[ lSrmven Y
Stream Connection  Protovis Options
bR S %
Stream URL Statistics
localhost [[4sa4 e
Stream Data
source target protac smip
134254 142137 finger
134246 142.2410 ftp Network Protocols =
1342210 141136 http ‘
134236 142228 smty
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Prototype streaming Titan client
Rendered and Protovis views.
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ParaSpace
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ParaSpace

Paraview Web Visualization System - Mozilla Firefox
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ParaSpace Pipeline

CouchDB?
ParaSpace Analysis Hadoop? Informatics Visualization:
- Helio view, charts, plots
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Server Scientific Visualization:
HPC Resource Interactive 3D volume rendering

A combination of rendered and informatics views, delivered to the browser.
Modest administration, huge data, mostly offline computation.
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# Titan / NGC Impact Summary

* Titan repository makes a substantial set of NGC
techniques immediately available for researchers
and application developers.

* Multiple Sandia IC customers have committed
resources to develop P2.

* The depth and breadth of Titan capabilities are
being used by multiple internal and external
research projects.
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